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o CURRENT_CLUSTER()
o CURRENT_DATABASE()

o CURRENT_QUERY()

o CURRENT_SCHEMA

o CURRENT_SCHEMAS()

o CURRENT_SETTING

o CURRENT_USER

o DEFAULT_CLUSTER()

o GETDATABASEENCODING()
o HAS_CLUSTER_PRIVILEGE
o HAS_DATABASE_PRIVILEGE
o HAS_EXTERNAL_* PRIVILEGE
o HAS_FUNCTION_PRIVILEGE
o HAS_KEY_PRIVILEGE

o HAS_ROLE_PRIVILEGE

o HAS_SCHEMA_PRIVILEGE
o HAS_SYSTEM_PRIVILEGE
o HAS_TABLE_PRIVILEGE

o PG_ADVISORY_LOCK

o PG_ADVISORY_UNLOCK

o PG_HAS_ROLE

o PG_RELOAD_CONF()

o PG_TRY_ADVISORY_LOCK

Yellowbrick Data Warehouse Version 7.3.0

Page 14 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

« SESSION_USER
e sys.execution_id()
o sys.filesys_number_from_rowid
o sys.gen_random_uuid()
e sys.inode_number_from_rowid
e sys.ldap_sync
o sys.oldest_rollback_point_id_in_replica
e sys.row_number_from_rowid
o sys.worker_id_from_rowid
o sys.worker_id()
e sys.worker_uuid
e SYSTEM_CLUSTER()
« VERSION()
e yb_get view_table_usage()
e yb_terminate_session
e Type-Safe Casting Functions

e SAFE_TO_DATE

« SAFE_TO_DOUBLE

e SAFE_TO_TIMESTAMP
e Window Functions

e AVG (window function)
o COUNT (window function)
« CUME_DIST
o DENSE_RANK
e FIRST_VALUE, LAST_VALUE
e LEAD, LAG
o MAX (window function)
e MEDIAN (window function)
o MIN (window function)
e NTILE
o PERCENT_RANK
o PERCENTILE_CONT (window function)
e PERCENTILE_DISC (window function)
¢ RANK
¢ ROW_NUMBER
e STDDEV_SAMP and STDDEV_POP (window functions)
e SUM (window function)
Syntax for Window Functions
e VAR_SAMP and VAR_POP (window functions)
o CONVERT (SQL Server Migration Function)
e GETBIT Function
« JSON_ARRAY_STR
e JSON_INGEST
« JSON_LOOKUP
e JSON_OBJECT_STR
e NEXTVAL Function
e Set Returning Functions
e Supported Functions and Return Types
e SQL Reserved Words
e Error Codes
e EULA
e Glossary
e Third-Party Licenses
« Integrations
o Yellowbrick Release Notes

e Detailed change log
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Introduction

Yellowbrick Documentation > Introduction

Platforms: All platforms

Parent topic: Yellowbrick Documentation

Yellowbrick is an elastic Data Warehouse designed for the most demanding batch, real-time, ad hoc, and mixed workloads. It provides an ACID-compliant, Massively Parallel

Processing (MPP) SQL relational database that enables thousands of concurrent users to run complex SQL queries against highly normalized schemas and petabytes of data.

Yellowbrick deploys as an appliance in a data center or as software running in a public cloud account. It presents a PostgreSQL interface to the ecosystem and supports the

standard ODBC and JDBC PostgreSQL open source drivers, enabling compatibility with a wide range of PostgreSQL-compatible tools and services.

Architecture

While the database software is the same version in all deployments, the architecture of Yellowbrick on an appliance differs from the architecture in the public cloud.

Kubernetes in Public Cloud

Yellowbrick Enterprise deploys on AWS, Azure, and GCP as a Kubernetes app. In the public cloud, the architecture separates compute from storage and supports multiple elastic

compute clusters, each containing one or more compute nodes.

[ =
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| Instance Complier
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Worker Pod

Column Store

SERVICES Ll

K8s Operator

Cluster Cluster Cluster
COMPUTE A Share Service Pods.
# ~~ —
Always On
AWS S3/ Azure Blob / GCS ‘Auto suspendediresume
STORAGE S3-compatible object store

* Customer Cloud Account

Appliance in a Data Center

The appliance combines the storage and compute into a single multi-node compute cluster. For high availability, all hardware components are redundant — this includes the power,

cooling, network, storage, and compute elements. If you purchase an appliance, the Yellowbrick team takes care of the data center installation for you.
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Tutorials

If you're looking to build something specific or are more of a hands-on learner, check out the tutorials section. This is the best place to get started.

These are the best ones to get started with:

o Walkthrough Tour
e Loading Data

e Connecting with DBeaver

Explore the full list of Yellowbrick tutorials here.

How-to Guides

Here you'll find short answers to “How do I....?" types of questions. These how-to guides don’t cover topics in-depth — you'll find that material in the Tutorials and the Reference.

However, these guides help you quickly accomplish common tasks using Yellowbrick.

Concepts Guide

Introductions to all the key parts of Yellowbrick you need to know. Here you'll find details of the Yellowbrick architecture and concepts.

Reference

Head to the reference section for full documentation on all SQL data types, functions, and commands in Yellowbrick.

Ecosystem Integration

Yellowbrick supports a rich ecosystem of tools via native and PostgreSQL-compatible connectors. If you're looking to build solutions involving other components, check out the

growing list of Yellowbrick integrations.
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Concepts

Yellowbrick Documentation > Concepts

Platforms: All platforms
Parent topic: Yellowbrick Documentation
In this section:

General

Cloud

This guide provides explanations of the key concepts behind Yellowbrick and its architecture.

The concepts guides do not cover step-by-step instructions or specific implementation examples — those are in the How-to guides and Tutorials. For detailed reference material,

please visit the Reference guide.
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Architecture and Concepts Common to All Deployments

Yellowbrick Documentation > Concepts > General

Platforms: All platforms
Parent topic: Concepts
In this section:

Shared Services
Compute Clusters
Licensing

Databases

Data Distribution
Data Ordering

Data Loading
Workload Management

FIPS 140-2

This section details architectural concepts of Yellowbrick that apply to both appliance and cloud deployments.
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Shared Services

Yellowbrick Documentation > Concepts > General > Shared Services

Platforms: All platforms

Parent topic: General

Each Yellowbrick instance consists of compute clusters, which process data and execute SQL queries, and shared services which comprise the remaining platform funtionality.

Some examples of shared services functionality:

« Database connection management and termination

Query planning and compilation
o Cluster management

« The row-oriented storage engine (“row store")

Diagnostics, alerting and logging functions

« Authentication software

.

Coordinating bulk operations

Maintaining the Metering database

On appliance platforms, the shared services run on the manager nodes, with the scalability dictated by the compute, memory and CPU available on those particular servers.

Typically, the appliance manager nodes are sized to support large, complex workloads with high concurrency.

On cloud platforms, the shared services can run on a choice of different instance profiles, Standard and Scaled, described below. By default all new installations run with Standard
shared services to minimise cost. Since Yellowbrick only bills for vCPU used by compute clusters, the Yellowbrick cost won't change depending on the shared services type you

select, but the cloud vendor cost will vary.

To view or alter the current shared services type using Yellowbrick Manager, navigate to Instance Management — Shared Services. Note that changing shared service type will incur

a few minutes or more of instance downtime.

Standard Shared Services

Standard shared services are recommended for smaller installations with few concurrent users and small data sets, or workloads where the SQL queries in use are simple. Standard
shared services are the best choice to minimise cloud expenditure since they run on hardware instance types with less vCPU and slower 10 volumes. A simple rule would be to run

standard shared services for environments with simple SQL queries and less than 100 logged-in users, or when a small number of compute cluster nodes are being used.

Scaled Shared Services

Scaled shared services are recommended for larger enterprise deployments. Although the stack consumes more cloud infrastructure, it will compile queries faster, provide faster
insertion rates into the row store, plan more complex SQL and support thousands of logged-in users. Large compute clusters, consisting of tens or hundreds of nodes, will require

Scaled shared services.
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Compute Clusters

Yellowbrick Documentation > Concepts > General > Compute Clusters

Platforms: All platforms

Parent topic: General

Yellowbrick database queries run on "compute clusters.” On Tinman and Andromeda appliance platforms, there's one compute cluster where each node is a blade server, and the
number of nodes in use in the cluster is a function of how many blades are inserted. All user queries run against this default cluster, and the columnar data is written locally to

storage devices within the cluster. The size of the cluster is constrained by how many physical blades can be inserted into the appliance.

On cloud platforms, we implement an architecture that's fully elastic, with separate storage and compute. Multiple compute clusters are managed through SQL enabling workload
isolation. Different users or roles are assigned to compute clusters, and a cluster load balancer allows intelligent distribution of work across to enable higher concurrency. Data is
written to shared object storage and cached on local ephemeral storage devices. The total sizes of all clusters is effectively constrained by the availability zone the software is

running in.

Creating New Clusters (cloud platforms)

Compute clusters are created using the SQL command CREATE CLUSTER . Similar commands exist to alter clusters or drop clusters. Alternatively, a simple wizard in Yellowbrick

Manager provides a graphical way of creating clusters: To use it, navigate to /nstance Management, choose your instance and click on the + Cluster button.

Examining Clusters

To see what clusters are currently in operation, and the status of nodes in the cluster, use the sys.cluster system view. On appliance platforms you'll only see one cluster

present called yellowbrick consisting of all the blades in the appliance.

Cluster Node Acquisition (cloud platforms)
The nodes in the cluster are acquired in four stages, as reflected in the node counts in sys.cluster . The stages are as follows:

1. The number of desired nodes for a cluster is written into the nodes column when the cluster is created or modified, and the cloud provider is requested to provide more nodes.
2. As nodes are received from the cloud provider, the counter prepared_nodes isincremented.

3. Yellowbrick provisions the Kubernetes pods on the node, forcing the software to be downloaded. The counter configured_nodes isincremented when done.

4. The Yellowbrick database software component called the "compute node" is launched, and the counter in ready_nodes is updated.

5. The compute node database software comes online and the node is ready to process database queries, and the ready_workers counter is incremented.

The Yellowbrick Manager application, when creating clusters, reflects these last four stages as Preparing, Configuring, Starting and Running respectively. Until all nodes requested

have been acquired and started up ( nodes = ready_workers )the state of the cluster will not be marked as RUNNING .

If the process of starting a cluster takes a long time it may be because of account quota issues or a shortage of the requested hardware instance type in the given region and
availability zone. Check account quotas, then consider using ODCRs or Reserved Nodes to acquire nodes in the background. Unfortunately the public cloud providers do not provide
public interfaces for monitoring node availability, but often support staff or engineers from the cloud provider can do so. If you regularly suffer from a lack of node availability, we

suggest talking to your cloud account team for their advice on how to best ameliorate.

Default and System Clusters
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A Yellowbrick instance must have one and only one default cluster, which remains running as the default resource for executing queries and other operations. If an instance has only
a single cluster, it is by definition the default cluster. If an instance has only a single cluster, it is also implied to be the system cluster. The system cluster is a cluster designated to do
all system work (background operations that run under internal system accounts, such as flushing data from the row store, updating statistics or garbage collection). The default

cluster and system cluster may be the same.

To alter the default and system clusters, use the ALTER SYSTEM SET CLUSTER commands. To see which are the current default and system clusters, see the is_default and

is_system columnsin sys.cluster .

A user may have a designated default cluster where all queries submitted by that user are run. The default cluster for a user may be set with an ALTER USER SET

DEFAULT_CLUSTER command.

Cluster Policy Options
Every cluster has an operating policy, as defined by the following options:

Auto-suspend:
This option ensures that a cluster does not consume resources when it is not being used.

Auto-resume:
This option starts up a cluster automatically when its use is requested. The cluster will resume on submission of the first query
that attempts to use it. If a query takes a long time to run, this is often why.

Workload Management Profile:
Each cluster can be assigned a specific workload management profile, or it can run with the default profile.

Operations That Do Not Require a Running Cluster

Arunning cluster is not needed for all queries and system operations. Users can run "front-end" queries, and the system can run commands that manage the instance. An instance

is operational in this way before its first (default) cluster is created, and that cluster can be managed (suspended/resumed).

Examples of front-end queries include CREATE DATABASE , commands that create external objects, and other high-level commands do not require a running cluster. You can run
COUNT(*) queries, and return the results of certain system functions, such as CURRENT_DATABASE() and CURRENT_USER , whenno FROM clause is present in the query.

You can also query certain system views, but not the sys.log_query set of views. You can insert rows into the row store.

Note: If you are creating your own primary storage for the databases in a given data warehouse instance, you should create that storage before creating any clusters or databases.

See CREATE EXTERNAL LOCATION.

Modifying Clusters

After creating a cluster, you can modify it in a few ways:

e SUSPEND / RESUME the cluster and apply a specified wait time.

« Setthe automatic SUSPEND / RESUME policy.

e RENAME the cluster.

o Scale the cluster up or down by adding or subtracting from the node count.

« Associate the cluster with a different WLM profile.

See also ALTER CLUSTER.
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Licensing

Yellowbrick Documentation > Concepts > General > Licensing

Platforms: All platforms

Parent topic: General

Yellowbrick software licensing varies by platform. For more information on supported platforms, see the platform support guide. The details are as follows:

Enterprise Edition (EE) on appliances
The software is licensed together with the appliance hardware, according to contractual terms agreed upon during purchasing.
You don't need to install a software license to use it.

Enterprise Edition (EE) on cloud platforms
The software requires a software license in order to activate. You'll need to acquire and install one. See information on software
licensing below.

About Software Licenses

Software licenses are issued by Yellowbrick Data. Licenses are tied to a cloud account/subscription/project (choose your terminology depending on your cloud provider) and a given

region and instance. Broadly, there are two classes of licenses: Trial licenses and full licenses, described below.

Licenses are delivered via email in a scrambled text form; to activate the license, cut and paste the text into Yellowbrick Manager's licensing page by navigating to Instance

Management — Instance Management — License.

An unlicensed Yellowbrick installation can't create computer clusters, severely limiting its utility by making it unable to execute most kinds of SQL queries. You can still log in, poke
around and run some very simple SQL queries that don't involve computation on stored data, but that's about it.

Trial licenses

Trial licenses can be requested for an instance via Yellowbrick Manager or, if you prefer, by contactingus at licensing@yellowbrick.com . Automatically issued trial licenses
are currently valid for 30 days and cover up to 128 vCPUs; if you'd like a longer term, assistance from one of our engineers in a PoC, or to run clusters with more vCPUs, please

contact us via email at licensing@yellowbrick.com .

To request a trial license in Yellowbrick Manager, navigate to /nstance Management — Instance Management — License. Instance Management is the cube icon in the leftmost
pane. The trial license will be delivered by email in a couple of minutes. Remember to check your Junk/Spam folder.

Full licenses

Atrial license can be replaced by a full license. To request a full license, please contactus at licensing@yellowbrick.com . Afull license will require you to commit to on-

demand pricing, a subscription or another class of commercial agreement. Full licenses typically don't contain vCPU limits.

Technical Implementation

The scrambled license text that you paste into Yellowbrick Manager is actually a Base64URL encoded JSON Web Token (JWT). You can decode the JWT and look inside its

contents, if you're interested, by pasting the text into jwt.io.
The license includes the following key fields:

Trial
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Whether or not the license is a trial license. A new trial license can't be installed when one has already been installed. If you need
to extend your trial, please reach out and contact us via email at licensing@yellowbrick.com .

Soft expiry date
The date at which Yellowbrick Manager will start to warn you the license is about to expire. After this date, operation of the
instance will not be restricted in any way.

Hard expiry date
The date at which the instance will become unlicensed. After this date, running compute clusters will be suspended, and you won't
be able to start new ones.

VvCPU limit
An optional limit on the maximum number of vCPUs that can be used. For paid enterprise licenses, this is typically unlimited.

Contact information
Contact details for your business or organization, in case we at Yellowbrick need to get in touch.

This JWT is also used as the authentication token for instances to automatically report metering data when enabled in Yellowbrick Manager.
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Databases

Yellowbrick Documentation > Concepts > General > Databases

Platforms: All platforms

Parent topic: General

Databases are logical containers of schema objects and data. A new instance contains the default yellowbrick database. New databases can be created using Yellowbrick
Manager or via standard SQL commands. Since databases can be completely isolated from one another, some multi-tenant architectures like to have one separate database per

customer.

Databases and the objects they contain are in no way associated with compute clusters. You can run queries and other operations against a database using any available running

cluster.

Yellowbrick supports read-only cross-database queries.
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Data Distribution

Yellowbrick Documentation > Concepts > General > Data Distribution

Platforms: All platforms

Parent topic: General

Introduction to Data Distribution in MPP Data Warehouses

In Massively Parallel Processing (MPP) data warehouses like Yellowbrick, data distribution is a core architectural concept. It determines how rows of a table are spread across

multiple compute nodes in the cluster.

Each compute node in an MPP system operates independently and processes its portion of the data in parallel with others. Effective data distribution ensures balanced workloads,

minimal data movement during query execution, and fast, scalable performance.

MPP databases typically distribute data using one of the following strategies:

Hash Distribution
Hash distribution assigns rows to nodes based on the hash of one column. This is the most common and effective distribution method for large fact tables.
Benefits:

« Enables co-location of related rows across tables when the same distribution key is used.
« Minimizes runtime data movement during joins and aggregations.

« Distributes data evenly when the key has high cardinality and low skew.

Example:

sales (
customer_id ,
order_id

amount (10,2)

)
DISTRIBUTE (customer_id);

Random (Round-Robin) Distribution
Random distribution assigns rows to nodes arbitrarily, typically in a round-robin fashion.
When to use:

« When there’s no obvious column with high cardinality and low skew.

« For small dimension tables where even distribution is more important than co-location.
Tradeoffs:

« Even data distribution, but less efficient joins, since related rows may be on different nodes.

» May lead to redistribution at runtime if joining to a hash-distributed table.
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Replicated Distribution

Replicated distribution copies the entire table to every compute node.

Best for:

« Small lookup or reference tables that are frequently joined to large fact tables.

« Avoiding data movement during joins, since each node has local access.
Important considerations:

« Should only be used for small tables, as replication adds memory and network overhead.

« Inefficient and potentially harmful for large datasets.

INFO

There's an interesting edge-case in Yellowbrick when every table involved in a query is replicated. In this instance, the query execution is not parallelized across nodes.
Instead, execution takes place on a single node only. For workloads involving small tables and requiring high query throughput, the use of all-replicated tables may increase

query concurrency.

Data Distribution in Kubernetes Deployments

Data distribution is subtly different in Kubernetes deployments, where compute is separated from storage, compared to appliance deployments. In Kubernetes deployments the
shard files are stored centrally in object storage and are copied to the local NVMe caches on each compute node at query execution time. Which compute node receives which
shard is determined when the data is loaded into Yellowbrick in the case of a hash-distributed table, and is related to the number of nodes in the cluster. This means that if the cluster
size changes after data is loaded, the data becomes mis-distributed with respect to the new cluster configuration, and extra overhead may be incurred during query. We recommend

that data is always loaded and queried by clusters containing the same number of nodes.

Why Distribution Strategy Matters

Choosing the right distribution strategy impacts:

« Query performance — Co-located joins are faster than distributed joins.
« Workload balance — Poor distribution can lead to execution skew where one node does more work.
« Storage efficiency — At-rest data skew can cause uneven disk usage and maintenance challenges.

« Network overhead — Mismatched distribution keys result in runtime redistribution, which slows down execution.

In summary, thoughtful table distribution is essential for optimizing performance and resource utilization in Yellowbrick and other MPP systems. Always consider the size, join

patterns, and cardinality of your data when selecting a distribution method.

Read the Distributing Data How-To Guide for practical guidance and examples.
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Data Ordering

Yellowbrick Documentation > Concepts > General > Data Ordering

Platforms: All platforms

Parent topic: General

Introduction

In analytic MPP databases such as Yellowbrick, data ordering is a critical table design consideration, second only to data distribution. Proper data ordering enhances SQL statement

performance by optimizing scan efficiency and reduces storage requirements through optimized compression.

« Tables with effective ordering allow the database to skip entire shards or blocks during scans when a filtering predicate involves an order column or a column with high

correlation to the order column.

« Compression efficiency is directly influenced by data order, as most compression algorithms benefit from sequential or repeated values and contiguous byte sequences.

The order of data within a table is determined by several factors, including table definition attributes, the method of data loading, data modifications such as inserts, updates, and

deletes, and built-in database storage maintenance and management.

Data Storage in Yellowbrick

In Yellowbrick, user data is stored on compute nodes in a columnar block format, with data organized in sets of rows by column. Understanding the mechanics of data storage is key

to comprehending the impact of data ordering on scanning efficiency and compression.
The fundamental unit of storage in Yellowbrick is a shard, which:
» Holds up to 1GB of data (before compression).

Contains data and metadata for rows from a single table.

Stores data into blocks per column, with up to 32,000 rows per block.

.

It is immutable and never updated in place.

INFO
It is important not to confuse a Yellowbrick data shard with the "shard" concept from sharded databases (such as MongoDB, for example), where a shard refers to a

distribution partition.

Shard Components in Yellowbrick

A shard in Yellowbrick is composed of five key parts:

Component Description

Shard Includes per-column metadata such as the number of rows, number of nulls, and minimum and maximum values, etc. This metadata acts as an alternative
Metadata to traditional indexes and is necessary for enabling shard skipping, which significantly enhances scan performance.

Block Data Contains compressed data for a column, with up to 32,000 rows per block.
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Description

Similar to shard metadata, it includes per-column information such as the number of rows, number of nulls, and minimum and maximum values, and others.

This metadata enables block skipping within shards, further improving scan performance.

Yellowbrick makes use of a RAID 6-like parity mechanism striped across compute nodes rather than disks within a compute node. Parity data is also stored

within shards.

All shards are aligned to end on a 2 MB boundary.

llustration

The following provides a logical illustration of a shard layout. Although block data is only one of the five components of a shard, it occupies most of the space in a full shard (i.e.,

often more than 99%)

Metadata Type / Data Row Scope / Data
Shard metadata Rows 1-...
coll (min, max, nulls,...) col2 (min, max, nulls,...)

Block metadata

Rows 1 to 32k

coll:blockl (min, max, ...) col2:blockl (min, max, ...)

Block Data

coll: blockl

Block metadata

Rows 1 to 32k

col2:blockl

Rows 32k + 1 to 64k

coll: block2 (min, max, ...) col2: block2 (min, max, ...)
Block Data Rows 32k + 1 to 64k

coll: block2 col2: block2

Data Parity Blocks (Al
nodel:shardl:parityBIk1l nodel:shardl:parityBlk2
Boundary Alignment (up to 2 MB)

Shard and Block Scan and Skipping

To optimize data scans, the goal is to read as few shards as possible and, within those shards, as few blocks as possible. Shard and block skipping (also known as range-restricted

scans) uses shard and block metadata to exclude unnecessary shards and blocks from the scan — the Yellowbrick columnar datastore does not use indexes.

For a practical guide to optimizing data ordering, see the Data Ordering How-To Guide.
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Data Loading

Yellowbrick Documentation > Concepts > General > Data Loading

Platforms: All platforms

Parent topic: General

Yellowbrick supports loading data through standard SQL INSERT and PostgreSQL \copy commands. This works well for small quantities of data, especially where the data
needs to be inserted and available to query immediately. However, like other columnar databases, when tens of megabytes through terabytes of data need to be loaded efficiently, a

bulk mode is supported that moves data directly to a compute cluster, bypassing the shared services.

Bulk loads insert data directly into database tables from source files in object storage, source files on NFS servers or source files on local disc. There are several ways to bulk load
data, outlined below.

Bulk Loading with ybload

Data can be loaded through a command-line tool called ybload which is part of the client tools distribution. It supports a wide variety of file formats and protocols, as well as third

party integrations. For more information see the the ybload documentation.

Bulk loading via SQL

On cloud platforms, a full SQL grammar supports loading data from external object storage. See SQL-Based Loads from External Storage and the LOAD TABLE command.
Using Yellowbrick Manager Load Assistant

Yellowbrick Manager contains a simple load assistant that can be used for importing data sets with minimal SQL knowledge. See Loading a Table via the Load Assistant for a

walkthrough.
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Workload Management Concepts

Yellowbrick Documentation > Concepts > General > Workload Management

Platforms: All platforms
Parent topic: General
In this section:

How Queries Are Executed

How WLM Works

Data warehouse resources can be shared in various ways. The main resources that can be allocated to database queries and other operations are:

« CPU
« Memory

o Temporary spill space

For example, on a system with a high degree of concurrency, you can allocate more CPU to specific queries by increasing their priority. For complex queries that require more
memory or spill space, you can request more of these resources at different points during execution. Long-running queries can be queued behind very fast queries to avoid starving

short-running queries of adequate resources.

Workload management (WLM) refers generally to the process of sharing system resources in an optimal way so that database operations can be done efficiently and with respect to
some order of priority. The goal is to meet service-level agreements (SLAs) between users and database administrators. These SLAs typically define performance requirements for

both end-user queries and other database operations, such as bulk loads, backups, and system maintenance.

A workload is a set of queries or other database requests that is to some extent a known quantity. For example, if a group of users run ad hoc queries against the same set of tables
every day, that set of queries, though somewhat arbitrary, may be thought of as a known and expected workload. A resource-intensive report that is run by one user at the same time
every morning may also be anticipated as a separate (and probably high-priority) workload. A third example is database administration work, such as bulk loads and backups, which

may occur during a "maintenance window," when end users have minimal access to the system.

Workloads may be defined across many different dimensions: in terms of when they are run, the application or user that runs them, the type of work, their expected duration,
whether they are resource-intensive, and so on. These variables are typical for MPP database systems, which are rarely used for one type of query or by one type of user. Some

familiar use cases that workload management can address are as follows:

« Runaway queries: identify and stop long-running queries that, for example, select all of the rows from a very large table (whether issued naively, by mistake, or at a "bad time")

Short-query bias: give priority to queries that run very fast (subsecond speed) and prevent them from being queued behind longer-running queries for which an instant response

is neither expected nor required
« Ad hoc queries: place "browsing" or "discovery" queries at a lower priority in the queue than more critical queries that are needed to run the business

« Time-sensitive queries: apply different rules at different times of the day or week. For example, weekly business roll-ups have the highest priority until they are done. All other

queries have lower priority.

Admin queries: allocate resources to run sysadmin queries immediately, especially internally generated queries that maintain the database (for example, operations that flush

and analyze new table rows).
« Loads and updates: write queries that do batch loads, deletes, and updates must not starve read queries.
« Logging, auditing, and reporting: log user-defined messages and tag queries as they are executed; learn about system usage in order to adjust future workload management

behavior; create audit trails for separate applications and user groups.

To optimize resource allocation based on workloads, Yellowbrick administrators create WLM objects called rules, resource pools, and profiles. These objects define a flexible set of
heuristics to translate typical WLM use cases into an optimal strategy for resource allocation and scheduling. You can set up WLM objects either in Yellowbrick Manager or by using

SQL commands.
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How Queries Are Executed

Yellowbrick Documentation > Concepts > General > Workload Management > How Queries Are Executed

Platforms: All platforms

Parent topic: Workload Management

An important facet of making decisions about system resource allocation is an understanding of query execution. Yellowbrick queries move through several finite states from
submission to completion. A basic understanding of this process will help you develop an effective WLM strategy, especially with respect to the creation of WLM rules. You can

define WLM rules that are applied as queries enter certain states and use these rules to develop a WLM profile that optimizes resource allocation for a given workload.

As a query passes through each state in its life cycle, runtime statistics are captured and logged. These statistics provide a measure of the time spent in each phase of query

execution, giving administrators a means of monitoring and analyzing query performance. Wait times and actual processing times are measured at each stage.

The following diagram shows the life cycle of a query. Each query passes through several states while it is being prepared for execution, then it starts running (executing) on the

compute nodes.
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Query
Submitted

Submit

Assemble Query

May Be

Compile Cancelled

Query Query
May Be May Error

Acquire Restarted Out
Resources (On Error,
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Client Wait

Cancel

Query Query
Completed Cancelled

The diagram also identifies when queries can be canceled or restarted. Once submitted, a query runs to completion, is canceled, or fails with an error ( Done , Cancel , and
Error states). If a query is restarted or returns an error, it may re-enter the cycle in the Assemble state, but ultimately, all queries finish in one of the three completion states. (If

a query is canceled, it cannot be restarted.)

A query has the following states:

Submit
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The query is received by the front-end database and enters this state first. The query is validated to make sure it contains well-formed SQL. This state is the earliest phase of
a query where you can apply WLM throttle rules (limit concurrent queries). You can also reject queries when they are in this state. The submit_time , aslogged in

sys.log_query , is the wall-clock time when the front-end database starts the query.
Parse

The query is parsed into an initial abstract syntax tree (AST) and the locks required to run the query are acquired. Hinting rules get applied at this stage. A trivial query (such
as a single-row insert) may jump straight from this state to the Run state. The time the query spends waiting for locks is tracked in the wait_lock_ms columnin
sys.query . If a query is blocked on the acquisition of a lock, the description of the lock appears in the blocked columnin sys.query . Likewise, the time a query

spent processing hinting rules is tracked in the hinting_ms columnin sys.query .

Plan
The query plan is generated. Details about the tables referenced in the query are available to WLM (from the AST), as well as the type of the query. You cannot apply
rules to queries in this state, but a broad range of rule definitions is available in the subsequent assemble and compile states.

Assemble
The query plan is turned into an artifact that can be compiled. Additional optimizations are applied at this point, and filtering code for scans is generated.

Compile

In this state, the assembled query is turned into a compiled binary that can be sent to the workers. Depending on the complexity of the query, it can remain in this state for a
significant amount of time. This phase of the query lifecycle is highly parallelized. Information available to rules includes memory requirements, confidence in memory

estimates, and the number of workers. You can write rules to throttle compile resources and make decisions based on memory information.
Acquire Resources

Resources are acquired for the query. Compile statistics are now available to WLM, as well as the size of the loader cache. You cannot apply rules to queries in this state.
Run

The query is sent to the compute nodes and starts executing on one or more nodes. Detailed query statistics are now available. Runtime WLM rules can be applied.
Client Wait

The query is sending rows to the client and waiting for the client to receive or request all the rows. You cannot apply rules to queries in this state.
Completion states: Done, Error, Cancel

Done state is reached after the last result rows have been received by the client. Error state is reached when a query fails for some reason (and is not restarted).
Cancel state is reached when the query is canceled by the user. Completion rules can be applied when queries reach any of these states, to take simple actions such as

logging messages.

Queries remain in the sys.query view (with state Done ) until they are asynchronously written to the sys.log_query view. At that point they no longer appear in

sys.query . The same query ID may appear in both views for a brief period of time.
Restart states: On Error, On User (via Rule or Administrator)
Queries may be restarted by the user or by the system.

Several known query error codes will trigger an automatic restart, causing query execution to be retried. For example, a query that runs out of memory is typically restarted. A

query that is moved from one resource pool to another may also be restarted by the system if the move does not provide adequate resources.
A query may also be restarted based on the application of a specific rule or when an administrator runs a SQL RESTART command.

Queries are restartable from the Assemble , Compile , Acquire Resources ,and Run states and may cycle through those states multiple times. Restarted
queries always restart from the Assemble state. When a query restarts, it may run under different conditions because the workload is changing as other queries are

submitted or completed. Additional resources may or may not become available to a restarted query. Note that when a query restarts, it is subject to the same sequence of
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rules that were evaluated and applied when it was first submitted (as well as any specific restart rules when it goes into a restart state). A rule that was evaluated when a

query first entered the Compile state, for example, may have a different outcome the second time it enters that state.
A small set of WLM actions can be applied when a query enters a Restart state, mainly for logging and audit purposes.

See Rule Types for more details.
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How WLM Works

Yellowbrick Documentation > Concepts > General > Workload Management > How WLM Works

Platforms: All platforms

Parent topic: Workload Management

This section explains how WLM works and walks through the setup process for profiles, resource pools, and rules.

Profiles and Configurations

At any given time, a single WLM configuration is active per virtual compute cluster. This active state is based on a specific WLM profile. A profile describes one or more workloads

that the system needs to manage and a set of operating conditions, as defined by associated resource pools and rules.

Rules and resource pools are the main mechanisms for defining the conditions under which concurrent queries are executed and scheduled. WLM rules trigger work to go to

different pools and consume resources appropriate to those pools.

When you want to modify your WLM strategy, you can switch to a different profile and change the active state. You may have different configurations set up based on the workloads
that are run by different compute clusters, and you may have a WLM configuration that is intended to satisfy requirements for "business hours" and a configuration that meets the

requirements for a "maintenance window." You can also activate changes by adding or changing rules and pools in the current profile, rather than by switching profiles completely.

For more details, see Creating WLM Profiles.

Resource Pools

Every profile is associated with one or more resource pools, which define attributes for work that gets assigned to those pools. These attributes define maximum memory allocation,
minimum and maximum concurrency levels, queue length, and so on. To reduce the need to maintain and switch between too many different profiles, "flex pools" have adjustable

concurrency limits, rather than fixed boundaries on the number of queries that can run at any given time. These pools support flexible and dynamic sharing of system resources.

Upon activation, a profile inherits a fixed (and shared) system pool that you cannot edit or remove. The presence of this pool guarantees that background system operations and
Yellowbrick Manager operations are not starved of resources. Every profile requires another pool that is marked as the default pool; the system pool cannot be the default pool.

You can add any number of other pools to the profile based on your requirements.

For more details, see Creating WLM Resource Pools.

Rules

Work is assigned to resource pools based on rules. These rules qualify work for execution in specific pools, based on various criteria and actions triggered by those criteria. For
every query that comes in, all of the rules associated with the active configuration are evaluated. For example, the user that runs a particular query, the database in which it runs, or
the SQL content of the query itself might determine which pool the query runs in, impose limits on or expand its memory use, or decrease or increase its priority. Rules also influence

concurrency, providing a means to throttle the number of queries that a given user, role, or application can execute at the same time.

For more details, see Rule Types and Creating WLM Rules.

Summary of WLM Setup Steps

To set up a simple WLM configuration and test it, follow these steps:

1. Create a profile.
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2. Create one or more resource pools.

3. Set one pool as the default pool.

4. Create some rules.

5. Activate the profile for work done by a specific target compute cluster.
6. Run some queries to test the application of rules.

7. Monitor rule processing and resource pool selection.

For a specific example of these steps, see A Simple WLM Example.
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FIPS 140-2

Yellowbrick Documentation > Concepts > General > FIPS 140-2

Platforms: EE: All cloud platforms, CE

Parent topic: General

FIPS 140-2 is the Federal Information Processing Standard that deals with standards for cryptographic modules. It mandates that cryptographic modules meet minimum security

standards for protecting sensitive information. Yellowbrick uses FIPS-compliant, certified OpenSSL and Java libraries, and enables "FIPS mode" for these libraries by default.
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Cloud Architecture and Concepts

Yellowbrick Documentation > Concepts > Cloud

Platforms: All platforms
Parent topic: Concepts
In this section:
Inside Yellowbrick
Load Balancer
Reserved Nodes
Sample Data

VPC Peering

This section details architectural concepts of Yellowbrick in the cloud.
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Inside the Yellowbrick Data Warehouse

Yellowbrick Documentation > Concepts > Cloud > Inside Yellowbrick

Platforms: All platforms

Parent topic: Cloud

Summary

This white paper describes how Yellowbrick rebuilt the cloud database software stack by leveraging Kubernetes and modern computer architecture to implement a modern, fully
elastic SQL analytic database with separate storage and compute. By revisiting key assumptions in database architecture, Yellowbrick delivers the most efficient data warehouse in

the industry with flexible deployment in customers’ own cloud accounts or on-premises.

Introduction

The Yellowbrick Data Warehouse is a cloud native, parallel SQL database designed for the most demanding batch, ad hoc, real-time and mixed workloads. Fully elastic clusters with

separate storage and compute run complex queries at multi-petabyte scale with sub-second response times.
Yellowbrick innovates in three key areas:

« Enabling a more efficient business model by allowing customers to consume a modern, elastic, SaaS user experience in their own cloud account with predictable cost.
« Optimizing price/performance for new use cases requiring more concurrent users and more ad hoc analytics.

« Providing deployment flexibility by offering an identical data warehouse for on-premises use cases.

This document explains the architectural approaches that support these innovations. They cross everything from the creative usage of Kubernetes to cluster management, to data

storage, to query planning and execution, and even the user interface itself.

Yellowbrick is designed to run tier-1 enterprise-grade data warehouses with the following characteristics:

Modern, elastic

architecture

Run in the customer’s

cloud account

Run across all public

clouds

Run on-premises

Hardened SQL support

Execute complex

workloads

Reliability

Support for disaster

recovery

Elasticity, separate storage & compute, driven completely through SQL.

Yellowbrick customers pay for their own cloud infrastructure, make use of their own cloud storage and control their own data security .

Yellowbrick doesn't see or store user data or queries.

At the time of writing, Yellowbrick supports AWS, Azure, and GCP public clouds.

Provide the same elastic user experience as in the cloud on-premises.

Yellowbrick can reliably execute complex ANSI-standard SQL queries across massive schemas, supporting complex join hierarchies,

correlated subqueries, deeply nested CTEs, stored procedures, etc.

Yellowbrick handles highly concurrent mixed workloads with continual bulk and real-time ingest, merging, and highly concurrent queries with

guaranteed quality of service through workload management. Full ACID transaction semantics are present throughout the stack.

Yellowbrick is highly available and resilient to node, storage, and network failure. Workloads across compute clusters are isolated from one

another.

Asynchronous replication of both data and DDL with read-only hot standby instances is built-in.
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Support for data A mature enterprise-level backup scheme for off-site data retention supports incremental, cumulative, and full backups and object-level
retention and business restore.

continuity

Mature ecosystem Yellowbrick has enterprise support agreements with all major Bl, ETL, data mining, CDC, and machine learning vendors.

Best query efficiency in Yellowbrick executes ad-hoc queries against large data sets incredibly efficiently, making use of many technical innovations in query

the industry execution.

Flexible pricing and Support for subscription contracts as well as workload management allows variable numbers of concurrent users with a predictable price.

consumption

Open interfaces By making use of PostgreSQL’s wire protocols, *DBC drivers, and metadata schema, Yellowbrick is comfortable for developers and DBAs to

work with. Open-source integrations for tools like Kafka and Spark are standard.

Table 1: Yellowbrick characteristics

Yellowbrick isn't a SQL-on-Hadoop type of product, or a solo query engine running on top of other open source infrastructure. It's a database that organizations can trust to store and
be the system of record for their most valuable enterprise data, and to generate business-critical, auditable financial reports that their businesses depend on. It requires almost no

management, tuning, diagnosing, or handholding and is familiar to modern developers accustomed to working with PostgreSQL.

Cloud Native Cluster Management

Full elasticity with separate storage and compute is now a table stakes feature for any modern data warehouse. BigQuery and Snowflake set the bar here, the latter allowing explicit
control of clusters ("virtual warehouses") within the database through an expressive SQL grammar. Both technologies were conceived before Kubernetes was invented. Kubernetes
has been a double-edged sword: On one hand, it provides a declarative, standard, and portable interface for running scale-out applications across many different cloud vendors and
stacks (“the new cluster operating system"); but on the other, it places a burdensome and daunting management overhead onto the teams that run such clusters due to its extreme

complexity.

At Yellowbrick, Kubernetes is used internally to gain portability across cloud platforms without requiring end users to know anything about it. Users never touch or see Kubernetes, a
helm chart, pod, node, operator, or configuration file and aren’t aware they even exist. The user experience largely mirrors that of Snowflake: creating, growing, and destroying
compute clusters through SQL utility statements, and viewing the state of the scale-out data warehouses through SQL tables. Users simply provision a warehouse and create an

elastic cluster through one line of SQL (or a few clicks of the Ul) and off they go.

Data Warehouse Instance Topology

Each data warehouse instance is a fully independent database supporting multiple elastic compute clusters with separate storage and compute. Data warehouse instances are
independent of one another but can be managed through a single pane of glass with the Yellowbrick Manager. There is no coupling of availability between instances, and an error in

one instance cannot affect another instance. Each instance is deployed into one Kubernetes namespace. Figure 1 shows the components that make up each instance:

Data Warehouse Instance ST T
(singleton StatefulSet) uery (KoarsnDpt;p?:;‘r:gnt) VRS
Query Planning
Front End
Connection Management .. Bulk Data Movement Services
Authentication (K8s Deployment)
Other shared services
. % M% > Virtual Compute Cluster < . > @ Shared Scale-out
low Store letadata 2
(PersistentVolume) (PersistentVolume) e, Object Storage
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The instance pod is the front end of the database. It provides shared services such as connection management, metadata schema, and query planning. The entire instance can
be suspended and resumed. Yellowbrick’s row-oriented storage for real-time ingest is also located in the instance pod to provide the lowest possible commit latency. No query

execution occurs on the instance pod; query execution is deferred to elastic compute clusters.

« Elastic compute clusters are required to write data and execute SQL queries. Each compute cluster operates independently of one another. SQL utility statements support
creating clusters, assigning users to clusters, suspending, resuming, and resizing. Since multiple compute clusters work on the same shared data, which is cached locally and
persisted in object storage, different clusters can be used for different purposes. For example, spinning up a cluster on demand to perform ETL, having a different cluster for

business-critical reports vs. ad-hoc queries, or simply creating more clusters to support higher levels of concurrency.

Query compilation services turn SQL statements into vectorized, executable code. Query plans and compiled code are aggressively cached for re-use. Query compilation

services pods scale up and down automatically based on CPU consumption.
« Bulk data movement services support bulk loading and unloading of data and scale out automatically, depending on the number of concurrent requests.

System tables are provided for querying the current state of all the above services. For example, sys.cluster shows the current state of all elastic compute clusters.

Implementation Using Kubernetes

SQL-based management of elastic compute clusters is implemented using Kubernetes while hiding details from the users and DBAs. When SQL commands to scale compute
clusters or supporting services are issued, the Instance pod uses the Kubernetes API to create or alter underlying API objects (for example, pods, namespaces, configmaps, and
events) and monitor progress in affecting the changes. Similarly, when querying system views to examine the state of clusters, the Instance pod executes Kubernetes API requests

to list the relevant objects, join the Kubernetes API objects with locally stored metadata, and return the view to the user.

The very existence of Kubernetes is never exposed to users, but by leveraging this containerized, cloud-native architecture, Yellowbrick gains trivial portability across all the public
clouds and modern on-premises infrastructure. This "SQL user interface for Kubernetes" is a Yellowbrick innovation that is not available in other data warehouse platforms; most
don’t support the management of elasticity and scaling through SQL, and those that do aren’t implemented on top of Kubernetes. It also becomes possible to embed and scale

Yellowbrick inside other microservices-based, cloud-native applications, even to the point of automating instance creation and provisioning through provided GraphQL APIs.

Tracking Consumption and Auditing Changes

All changes in the level of billable resources are captured in system tables. The core unit of consumption in Yellowbrick is the vCPU/second of cluster compute resources used; this

is aggregated hourly and daily and can be queried through system tables, summarizing by user or by cluster, etc.

Direct Data Path Architecture

The algorithms used by most databases built in the last two decades have several consistent core assumptions:

« Databases executors should cache data in a buffer cache in memory to avoid reading too much data from disk.
« Core operators, such as joins, sorts, and aggregates, should use a buffer pool to transparently support spilling data to disk in case memory capacity is exceeded.
« Keeping more data “in memory" is the way to better performance — after all, CPUs can copy memory far faster than they can move it from the storage or network.

« Tight integration with Linux provides performant storage and network 10 and threading.
Yellowbrick turns most of these assumptions on their heads because on modern servers available in the cloud and on-premises, it's now the case that:

« The maximum effective bandwidth of reading data from high performance, direct attached storage can be the same as from main memory.
« Moving data across the network can be less resource-intensive than copying it from/to main memory.
e The CPU can run 10x faster if processing data from caches, rather than from main memory.

« Linux simply can't scale 10 effectively at the levels of concurrency offered by today’s servers.

These advances in core computer architecture have allowed us to build the Yellowbrick database engine in a manner that supports much more efficient query execution than other

databases. It's not uncommon to find Yellowbrick using 1/4 or less vCPU resources per query than competitors, resulting in substantial cost savings for customers.
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To take advantage of the latest technology, Yellowbrick developed a software data path that's much more efficient than that available in Linux. Linux’s limitations are quite widely
known in the network security and low-latency stock trading community, where the most advanced software developers will talk about using OS bypass technologies such as DPDK
or OpenOnload with Linux hugepages to fix such problems. However, these leading-edge technologies from Intel and others are far too restrictive to be sufficiently general purpose

for running a parallel database engine.

Yellowbrick's own OS bypass technology is specifically designed for analytic database engines and — due to recent advances in Kubernetes and container architecture — can be

used in any standard container environment. Yellowbrick has developed:

« Anetworking stack for high-speed data exchange between parallel processing nodes that's up to 20x more efficient than built-in Linux.

.

A storage 1/0 stack and file system with 1/100 of the cost per IO compared to standard Linux.

An S3-style object storage stack that supports all three cloud providers at 1/10 of the CPU usage compared to the vendors’ own software.

« Aprocess and thread management subsystem with no measurable overhead.

.

A cluster-based scheduler to allow synchronized query execution across cluster nodes.

A memory management approach optimized for the above.

We'll discuss some of these innovations below.

The Need to Optimize for Modern Computer Architecture

Today's servers are routinely available with over a terabyte of memory and over 100 CPU cores, and the trend of more cores and memory is set to continue. Running generic
software on these instances does not work well because operating system schedulers were built to wait for events and "context switch." Threads wait for events — such as a
keypress, a network packet arriving, a storage 1/0 completing or synchronization primitives becoming available — and switch between competing threads and processes to try to be
as fair as possible and use buffers efficiently. As a result, it's not uncommon for modern databases to do tens of thousands of context switches per second per CPU core, and

millions of them per second in aggregate.

Conventional wisdom states that if you're not spending much CPU time context switching — under 10% — you're in good shape; context switches are cheap with a good operating
system. However, this assumption is outdated. Modern CPUs get their performance from processing data from their caches, typically called L1, L2, and L3. The L1 cache contains
data pertinent to the most recent processing, the L2 cache is larger but slower to access, and likewise the L3 cache. The L1 cache per CPU core is measured in tens of kilobytes,
the L2 cache in hundreds of kilobytes, and the L3 cache in single-digit megabytes. If you were to look at the speed at which you can access data on a modern CPU, you'd see ratios

like those shown in Table 1.

Memory Type Access latency (in nanoseconds)
L1 cache 15

L2 cache 5.3

L3 cache 245

Main memory 120

Table 2: Memory access latency by memory tier
When the CPU context-switches inside a database, the different contexts may be doing tasks such as:

« Running a hash join of two tables for Tim.

« Sorting data for Torben.

« Running a hash join of two tables for Marc.

« Waiting to look up a block in the filesystem for Mark to scan a table.

« Preparing data to send over the network in TCP packets for Jason.

Each of these tasks is accessing its own large data structures and dealing with its own cached data. Each context switch requires moving new data in and out of the CPU caches,

invalidating data that was there before.
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One might ask, "Well, what if we were to be able to do these tasks sequentially: Finish Tim’s join, then Marc'’s join, then Torben’s sort, then Mark’s work, then Jason’s? Doing things
one at a time, we’d do less context switching and use our caches more efficiently, right?" This is partly true, but it doesn’t end there: The minute Joe’s join needs to send data over
the network, the CPU enters the Linux networking stack — around 100,000 lines of complex code that will do a great job changing memory mappings, filling the caches, and evicting
Joe's hash tables, only to force them to be reloaded from main memory when the network processing is done. Similarly, if Joe’s join needs to read a new disk block, it will enter the

Linux 1/0 stack and filesystem, and hundreds of thousands of lines of code and complex data structures will also handily displace his hash tables.

When this context switching and bouncing in and out of complex Linux kernel subsystems is happening continuously across dozens of cores, any modern CPU will struggle to work
efficiently. The DBAs will be none the wiser because the CPU will be 100% utilized, but under the covers, the database is achieving only a fraction of its theoretical maximum

efficiency. Therefore, most data warehouses today support very low levels of concurrency.

Design of the Direct Data Path

Yellowbrick's Direct Data Path implements a new execution model to work around the issues above by eliminating measurable context switching overhead and penalties associated
with accessing storage, the network, and other hardware devices. This is done with a new, reactive programming model for the entire data path. Some of the principles of this new

programming model are described below.

Threading, Processes, and Scheduling

Yellowbrick has a new threading model based on reactive concepts such as futures and co-routines. Small, individual units of work called tasks are scheduled and run to completion
without preemptive context switching. Tasks do not have stacks associated with them. Tasks in Yellowbrick never block (as far as the OS is concerned) and no stacks are preserved
when waiting for futures; instead, it's up to the caller to optimally preserve state in either per-thread data structures or lambdas. Although tough for general-purpose programming, in

a constrained environment such as a database, this model is tractable and offers massive efficiency improvements.

Yellowbrick implements synchronization primitives as well as parallel iterators to protect access to shared resources. Awareness of multiple CPU cores and NUMA nodes is intrinsic
to the system from top to bottom: The author of code, written in assembly or C++, makes deliberate decisions as to the parts of the compute complex on which to run. Optimal
memory allocations, from the closest or most recently cached data structures, will be provided automatically to the runtime, and even the handling of bizarre modern CPU artifacts

(such as cache aliasing of stacks) is built-in.

In a traditional OS, a process comprises threads that execute. Yellowbrick implements a different type of process model: A work comprises tasks that execute in a fully
asynchronous, reactive manner. Works have their own memory arenas from which to allocate, which are torn down together, and all resource consumption of the work is bounded

and isolated by the kernel: what fraction of CPU it can use, how much memory, how much compute, how much disk storage, and so on.

The scheduler is aware of works and tasks and will try not to intermix the execution of tasks from different works to further avoid cache displacement. It even goes one step further
and tries to ensure that, when database queries are exchanging large amounts of data (such as re-distributing data for a large join), the same work is running on peers in the cluster

at exactly the same time, such that received data may be processed immediately. Multi-tasking is cooperative, rather than preemptive.

Works are created programmatically from built-in code, or dynamically loaded and unloaded at runtime, just like processes in Linux. The latter approach is used by the database for

runtime query loading and unloading.

Device Access

The database needs to access network devices, storage devices, and hardware accelerators when available. Traditional device drivers run in the Linux kernel and interrupt
execution whenever something happens. In contrast, all Yellowbrick device drivers are asynchronous and polling in nature. Access to drivers is always via queue pairs — command
and completion queues — with well-defined interfaces. Drivers are present for general PCle devices, NVMe SSDs, various network adapters, and so on, all of which work without
Linux’s involvement. In cases where Yellowbrick is running without bypass being available, emulated drivers for each class (network, storage, etc.) are present that fall back on the

Linux kernel or software emulation.

Local File System

Yellowbrick implemented a local file system called BBFS (Big Block File System), that builds on top of the device access layer to provide a full namespace on top of raw storage
devices. It provides most expected file system semantics — directory management, creating files, open, close, read/write, readv/writev, delete, rename, etc. — but is implemented
completely asynchronously. Metadata and metadata locks are heavily sharded to maximize concurrency. The file system metadata itself is tiny, fitting in indexed in-memory

structures for fast lookups. A read() operation on a file can be submitted through the entire file switch, file system, and device drivers in only a few hundred CPU cycles.
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Network Data Exchange

Like many modern microservices-based software stacks, Yellowbrick is implemented in a variety of different languages: Primarily C, C++, and Java, with a sprinkling of Go and
Python where necessary. These services need to talk to each other. For maximum efficiency, Yellowbrick contains a highly efficient communication framework called YBRPC that's

optimized for the latest server instances. Several different underlying YBRPC transports are in use:

« YRD (Yellowbrick Reliable Datagram): This is built using Intel's DPDK library for OS bypass. It's a datagram-oriented protocol that implements checksums and re-
transmissions as needed to guarantee reliability and be able to route across subnets. Due to wide support for DPDK, we use this protocol on all cloud-based instances. YRD

enables zero-copy sends and single-copy receives with a fraction of the CPU overhead of TCP.

« RDMA (Remote Direct Memory Access): A networking technology used to move data directly between the memory of servers as efficiently as possible. It works over both

Ethernet (where supported) and InfiniBand fabrics, primarily for on-premises instances. Sends and receives are both zero-copy and latency is measured in nanoseconds.

Linux TCP: A transport layer for generic kernel-based TCP which is used when other more efficient transports are not available.

« Unix Domain Socket: When processes are known to execute on the same node, this is more efficient than using a TCP socket.

The custom network stacks pay substantial dividends in query execution efficiency: Yellowbrick benchmarks have clocked a single CPU core sending and receiving 16GB/sec of
data across the network in the MPP fast path, with time to spare. When using the Linux kernel, around 1.5GB/sec is the limit and the CPU core is fully loaded, leaving no time
whatsoever for data processing. YBRPC allows expensive parts of database queries — such as re-distribution of data for joins, aggregates (GROUP BY), and sorting — to run 10x

more efficiently than competing databases, using a fraction of the resources.

Object Store Access

In cloud architecture, local storage is ephemeral, so the only way to reliably persist data is by writing it to some form of remote storage, and Amazon S3/Azure ADLS/GCS object
storage is the most cost effective. Remote storage has issues with latency, though, so to maximize bandwidth and IOPS, large IO queue depths across many targets must be
correctly pipelined. The client libraries from the cloud vendors are incompatible and all third-party libraries are incredibly inefficient, performing gratuitous data copying and dealing
poorly with pipelining the massive numbers of outstanding operations needed to drive high bandwidth. By developing a custom asynchronous user-space HTTP stack and object
store library, CPU consumption is reduced to around 3% of Amazon'’s library. Direct attached storage is used as a cache for blocks on object storage to further increase processing

efficiency in the cloud.

Cluster Parity Filesystem

To lower costs while improving availability and reliability for on-premises deployments, Yellowbrick built a stacked, higher-level cluster filesystem called ParityFS. It sits on top of
BBFS, implementing the same POSIX-subset interface in an asynchronous, reactive fashion, but provides the system with resilience against data loss in case of node failure. In a
traditional database, such resilience is provided by "mirroring” or "replicating”" multiple copies of data: Typical database deployments will store two or three copies of data across
nodes so that, in case of node failure, another node in the cluster can replace the work of the failed node. However, doing so will lead to that node performing twice as much

computation (since 2x more data needs to be processed), leading to substantially slower query processing performance due to the added "skew" in query processing.

Yellowbrick has implemented erasure coding similar to RAID-5 or RAID-6 in a disk-drive configuration but at file level rather than block level. The scheme provides the same level of
redundancy as writing three copies of data but without the storage overhead. As files are written in parallel across the cluster, reconstruction data is written. If a node is lost, the files
it was storing are virtually reassigned to all the other nodes in the cluster and reconstructed dynamically when read — such that all nodes in the cluster share the processing work of
the failed node. The data writing and data reconstruction processes use the massive amount of parallel computation and high network throughput available, such that in the rare
event of nodes failing, the overhead added to typical database queries is under 5%. At the time of writing, Yellowbrick production customers that have experienced node failures

never even noticed performance degradation.

Query Execution

The Yellowbrick database engine is responsible for taking query plans, performing computation on data — reading and writing as necessary — and returning answers. There are four
major software components, all built from scratch by Yellowbrick: The Storage Engine, the Execution Engine, the Workload Manager, and the Query Compiler. There’s also a fifth,

optional hardware accelerator (the Kalidah processor) for customers using the Andromeda optimized instance in private clouds, which offloads much computation.

Storage Engine
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The Storage Engine stores structured data (two-dimensional tables with rows and columns). It's designed to scale from tables with as few as one row to tables with trillions of rows
and thousands of columns, occupying petabytes of storage space. Almost all the data stored in the database is stored in a column-oriented store, and large loads of data are written
directly to this store. Recent real-time or streaming data is stored in a row-oriented store instead. When the row-oriented store reaches a certain size, data is automatically moved to
the column-oriented store. The storage engine is ACID compliant; transactions semantics are consistent between both the row-oriented store and column-oriented store, and queries

automatically look at all the data present in both stores.

Row-oriented Store

The row-oriented store (row store) is a scale-up storage engine. It's optimized for low commit latency for real-time streams, such as those from Kafka or CDC tools. When streaming
data (such as INSERT statements in small transactions) arrives in the database, the most important thing for it to do is commit the data as fast as possible and return control to the
client so it can continue. The number of real-time, streaming commits per second is thus a function of commit latency, and the fastest path to the lowest possible latency is to avoid

networking and commit to disk.

Rows are stored in a log-oriented structure in which multiple files are kept per table per CPU core, and new rows of data are appended in real time. It's stored on mirrored, highly
available storage volumes: For cloud instances, on EBS-like volumes; for on-premises instances, on four-way replicated SSDs. When a given table’s row store approaches a size
where it will have a measurable impact on query performance, it is flushed in the background to the column-oriented store. Users and admins need not concern themselves with this

flushing process.

The row store contains a high-bandwidth streaming optimization: When an incoming stream is copying many rows in a transaction without committing, the row store can
transparently switch its operating mode to one where it passes the data directly through to the columnstore without writing intermediate data to disk. Upon commit, the data will be

persisted to the columnstore instead.

Column-oriented Store

The column-oriented store (columnstore) is where most data in Yellowbrick resides. Columnar databases are nothing new, and the benefits for analytic workloads — improving

compression ratios and reducing the amount of scanned data — are well known, so much so that most analytic databases now store their data in columns rather than rows.

Yellowbrick has been creative about how the column-store indexes and finds data efficiently on SSD media and cloud storage. The columnstore runs entirely within the Yellowbrick
Direct Data Path. Static partitioning is not required to achieve acceptable performance: As tabular data is written, rows are distributed across storage nodes in the cluster into
multiple partitioned units called shards, which represent around 200MB of compressed data. Data within each shard is laid out in a columnar fashion, so data from individual
columns can be read and processed without having to read the whole shard. Rows may be reordered before the shard is written by "clustering” data on as many as four columnar
keys. Clustering allows the database to group related rows, such that if, for example, queries often select rows by time and by customer, clustering on both columns will make
accessing such data more efficient. Clustering is rarely necessary due to the staggering throughput of Yellowbrick, and won’t make much of a difference to large, intensive queries,

but it can help you find small amounts of data ("needle-in-a-haystack" queries) even more efficiently by making built-in indexes work better.

As shards are built and written, Yellowbrick builds granular indexes and compresses data. Yellowbrick uses several compression techniques, with a primary focus on the CPU
efficiency of decompression rather than using the minimum amount of storage because storage costs are cheaper than compute costs. For each column within the shard, the
indexes store common distinct values, a data structure for computing cardinality statistics, and the ranges of values present. These values are stored per shard, and hierarchically
within each shard, per 4KB-t0-32KB disk block, and within that, per small group of rows. This is a far more granular index structure than that used by traditional analytic databases.
That's possible because the storage engine has been designed for SSD storage, which excels at large numbers of random disk operations (IOPS). When one can execute tens of
millions of IOPS while consuming a barely measurable amount of CPU, table scans can be turned into massive numbers of random I/O operations to avoid reading as much data as
possible. Doing so allows Yellowbrick to read only the minimal amount of pertinent disk blocks needed for each table scan, but this is done carefully to keep queue depths low

enough to minimize L3 cache usage. Achieving massive bandwidth with tiny queue depths requires an extraordinarily efficient 10 framework.

Since statistics are stored along with every shard and automatically recombined, there’s no need to worry about keeping statistics up to date. Yellowbrick deletes rows in the
columnstore by writing deleted row identifiers to new files alongside the shards. It handles row updates by deleting the old rows and inserting new ones into a new shard. A
consequence of this design approach is that Yellowbrick is incredibly fast at running large bulk updates and deletes but less efficient at small random ones. A built-in garbage
collector periodically sweeps up fragmented shards, removes deleted rows, and recombines them efficiently. In Yellowbrick, it does this incrementally in very small units of storage,

so that — unlike in older databases where performance suffers greatly during vacuuming — there is no measurable impact. These processes do not need to be initiated by a DBA.

The architectural approach means that over time, for update-oriented and delete-oriented workloads, shards will retain garbage (old rows of deleted data) and storage efficiency will

drop. However, the benefits of writing and recombining immutable shards of data enable us to implement functionality like data snapshots and time travel relatively easily. The former
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is already productized for the backup and restore functions, and the latter is a committed roadmap item.

Locking and Transaction Management

Yellowbrick, being an enterprise-class database, implements full ACID transactions. The isolation level provided universally is READ COMMITTED. Locking is performed at the table
level. The Yellowbrick transaction log comes from PostgreSQL and is solid, with decades of production use. Locking is built using a multi-version concurrency control (MVCC)
approach. Regardless of how much updating, deleting, or loading is taking place, readers still see the data as of the transaction they are in. Readers never block each other.

Generally, writers block other writers and will queue behind each other. However, there are isolated cases where more than one writer is allowed into a table:

o Multiple "bulk loads" can run concurrently into one table.
» Bulk loads can run concurrently with other update and delete operations.

« Data flushes from the row store into the columnstore can run concurrently with bulk loads.

Hybrid Execution Engine

Just as the database stores data in both rows and columns, Yellowbrick also executes queries in a row-oriented or column-oriented fashion. The execution engine, otherwise known

as the "EE," is modeled after packet-processing frameworks, just like networks. SQL operators are like nodes in the network, and packets flow over the links between the nodes.

Query Topology and Flow Control

A query planner turns a SQL query such as:

bar foo.p=bar.f

into a hierarchy of SQL operators. In the case of this simple query, the query plan contains two table scan nodes and a join node. Data flows from the bottom of the tree up to the top

of the tree, where it's returned to the user.

In the EE, queries are represented by graphs rather than trees. The nodes in the query graph are the operators — such as table scan, join, or sort — and the edges connecting the
operators are links. Graphs allow us to plan and execute complex query topologies, such as a table scan that feeds multiple consumers of data at the same time. The job of the EE
is to execute the query graph optimally. Data flows from the leaves of the graph toward the root of the graph. As data is handed between nodes in the graph, it's placed into packets
that may contain row-oriented or column-oriented data. Packets are sized to make optimal use of L1 and L2 cache memory, so they can be kept core local as they move between
nodes. Flow control is required, just like in networks, to ensure that memory usage and queue depths of packets are bounded to stay cache-resident. This is because some nodes

may produce far more packets than they consume, such as an outer or cross join, whereas others may produce far fewer, such as an inner join with few matching rows.

In contrast to traditional databases that use “iterators" to pull data from the top of a tree (the "volcano model"), Yellowbrick uses a more sophisticated approach that lets us tightly

control resources, where grants are handed toward the leaves and data flows in the reverse direction.

The Distribution operator, which moves data packets across the physical network between MPP nodes, also uses the same flow control and backpressure approaches — in essence,
extending the EE graph to be global across MPP nodes. The network buffers are the packets themselves and they can be transmitted and received in place with no data copying

when supported by the underlying YRPC transport.

The entire EE framework is fully multi-core and NUMA-aware. Wherever possible, packet processing is kept primarily core-local and secondarily NUMA-node-local; but in case of
skew, reallocation of packets across cores on a NUMA node will take place first, followed by reallocation across NUMA nodes if necessary. This affinity of packets and operators to

cores and NUMA nodes also extends across the MPP network.

Row-oriented and Column-oriented Execution

It's optimal to process data in different ways depending on the type of SQL operator node in question. The EE supports row-oriented and column-oriented packets. For example, the
Distribution operator, which moves data packets across the physical network between nodes to implement MPP execution, wants to operate in a row-oriented fashion because rows
of data will be transmitted to different MPP nodes depending on the hash of a column in the row. Likewise, the Join operator combines rows from two different tables and

concatenates them.
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However, the table scan node prefers to operate on columnar data straight from the Storage Engine, where it can take advantage of vectorized execution. Vectorization allows us to
apply efficient SIMD (AVX) instructions to build incredibly efficient predicate filters, expression calculators, or bloom filters that can operate on multiple values in one CPU instruction,

but it requires that data is laid out in @ manner that is amenable to the instructions.

Partitioning

Like many OLTP and OLAP databases, Yellowbrick supports a SQL syntax for partitioning tables. Admins can define partitioning schemes on a per-table basis. Currently, hash

partitioning and range partitioning are the available schemes.

Most MPP databases implement partition pruning at the planner level to find data more rapidly by sub-setting the data that needs to be scanned. In Yellowbrick there’s no need for
partition pruning because shard indexing is so efficient. Instead, all knowledge of partitions is pushed down to the executor itself. DBAs configure Yellowbrick to use partitioning

solely to reduce memory usage for massive joins or aggregates. Consider two examples:

1. A hash join of two massive tables with perhaps hundreds of billions of rows (a fact-to-fact join). The traditional approach would be to build a hash table on the smaller side of the
relation and scan the larger side, looking up each row and emitting the joined result. The hash table is still huge, occupying a massive amount of memory and likely forcing the

query to spill.

2. Abilling query for complex call data record (CDR) time-series data, with more than 1 billion subscribers, summing call costs by telephone number and call. For a large telecom

operator with hundreds of millions of subscribers making large numbers of calls per day, the hash table for the GROUP BY operator would surely be gigantic and spill to disk.

In the case of example 1, if both hash tables are partitioned identically, the join can be executed a partition at a time because it's known that the data in the partitions is non-
overlapping. If 1,000 partitions were chosen, 1,000 smaller joins would be performed rather than one massive join, using 1/1000 of the necessary memory. The query will execute
faster and will not spill. Similarly, for example 2, rather than running one giant aggregate, if it is known that the CDRs have been partitioned by hour, the query can run one aggregate

per hour and incrementally emit the result.

Yellowbrick accomplishes this by adding partition iterator nodes to the query plan. Partition iterators repeatedly reset and re-run all downstream operators, once for each possible
partition value, incrementally emitting results. This is a far more sophisticated approach than naive planner partition pruning and yields substantial benefits in runtime efficiency by

reducing memory utilization and eliminating spilling for many complex queries.

Storage Predicate Pushdown

The Yellowbrick Storage Engine maintains various granular indexing structures to efficiently find data that's necessary and avoid data that isn't. For example, if you run a simple

query:

person

The executor will pass the predicate age<24 to the storage engine to enable it to return only rows matching the criteria.

Yellowbrick does both static predicate pushdown — identifying predicates derived during query planning such as described above — as well as dynamic predicate pushdown, which
adds additional predicates to queries at runtime. Static predicates are identified at plan time, but the actual values are injected at runtime to enable parameterized queries to make

use of pushdown functionality.

Runtime predicates are generated by joins as well as SQL constructs that perform similar operations to joins, such as large IN lists or sequences of OR criteria, which are internally
rewritten to semi-joins. The runtime predicates typically take the form of bloom filters, pushed down after generating the build sides of hash tables. Yellowbrick also creates
BETWEEN predicates from the minimum and maximum values present in the build sides of joins, which helps in surprisingly common cases where there is correlation between the

two tables.

Query Compilation

All queries in Yellowbrick are aggressively compiled to CPU instructions to run as fast as possible, in their entirety. Yellowbrick contains no interpreter and no just-in-time compiler for

queries. Memory management in queries is explicit, with no garbage collection.

Yellowbrick contains a SQL compiler built from scratch called Lime. Lime’s job is to consume the output of the query planner and generate code to execute the query. It understands

the Execution Engine and the reactive programming model. Lime’s processing consists of multiple phases:
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« Produce an abstract syntax tree (AST) for the incoming query plan, converting query plan nodes to execution engine operators.
« Perform a type optimization phase.
« Apply several optimization passes on the AST: rearranging data to be contiguous in memory, static evaluation, reordering of memory accesses, fast-path deduction, and so on.

« Emit code (including inline assembler) corresponding to the AST.

Compile the code using the optimizing LLVM compiler infrastructure.

LLVM Compilation

Lime uses a modified version of the LLVM compiler infrastructure to generate machine code. LLVM itself can generate highly optimized code. The EE framework and SQL operator
templates are built in C++. They use inline-able injector functions: It's not just the “core loops" of the operators that are compiled; the code implementing the entire operator is

ultimately expanded to one set of code that can be aggressively optimized by LLVM.

This is a relatively expensive process, especially in a single-threaded compiler such as LLVM. To provide interactive queries quickly, Lime will split each query into multiple exclusive
segments — segments for which in-lining code from other segments would add no value — that can be both generated and then compiled in parallel across multiple CPU cores. To
further lower latency, we have modified LLVM to allow it to remain memory-resident in a state with its own ASTs pre-loaded. If compilation becomes a bottleneck, the compile service

itself is elastic and horizontally scalable, and more pods will be spun up.

This parallelization allows simple queries to be compiled and executed in milliseconds, while very large, complex queries can still compile within a couple of seconds, fast enough for

interactive analytic queries.

Pattern Compiler (Regular Expressions and Friends)

Regular expressions and LIKE operations have historically been slow when run against large data sets. To improve execution speed, Yellowbrick implements a special compilation

framework called the pattern compiler. The pattern compiler currently supports the following input patterns:

o SQL LIKE
o SQL SIMILARTO
« POSIX-compatible regular expressions

« Datel/time parsing

The pattern compiler generates highly optimized, deterministic finite state machines for each unique pattern. The set of state transitions is optimized and compiled into optimal
machine code by the LLVM compiler infrastructure and then loaded as needed into running SQL queries. All POSIX regular expression functionality is supported, including all
character classes, operators, and capture groups. The pattern compiler supports backtracking and analyzes subexpressions to determine whether a faster deterministic, or slower

nondeterministic, finite automaton, is necessary on a per-operator basis. Storage predicate pushdown is performed for the starting characters of all patterns.

Yellowbrick has one of the fastest database regular expression implementations ever created, if not the fastest. At the time of this writing, the Yellowbrick database contains no
support for interpreting or doing JIT compilation of patterns so it's not possible to store a regular expression in a table column and use it in a query; however, you may supply

patterns as runtime parameters in queries.

Code Caching

Although code compilation is fast, latency is still minimized by saving milliseconds of compile time for short, tactical queries and seconds of compile time for large, complex ones. To
do that, the query compiler contains multiple layers of caching. Efficient and reliable caching requires care and attention: A given query has a huge quantity of dependencies, from
execution engine templates to the version of the C++ runtime, versions of libraries, the query plan in use, the statistics of the query, and so on. Yellowbrick factors all these

dependencies to try to reuse as much previously compiled object code as possible.

Kalidah Processor

The Kalidah processor is new accelerator intellectual property developed by Yellowbrick for optimized on-premises hardware instances. Designed for implementation in FPGA or
ASIC, it accelerates bandwidth-oriented data processing tasks used during table scans such as data validation, decompression, filtering, and compaction. Kalidah supports all data
types currently supported by the Yellowbrick database, including decimal numbers and variable-length strings. For more details about Kalidah, see the "Andromeda Optimized

Instances" white paper.
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PostgreSQL Compatibility and Query Planning

We use open-source technology for external access to the database. PostgreSQL is the logical choice: Its SQL support is very close to ANSI standard, with a track record of
adoption in other data warehousing platforms (Amazon Redshift, IBM Netezza, Vertica, and so forth). Furthermore, PostgreSQL has become perhaps the coolest and fastest-

growing relational database, with a thriving ecosystem of developers and users contributing to its success.

Compatibility

The front end of the Yellowbrick database derives from PostgreSQL 9.5.x. Yellowbrick periodically merges fixes and enhancements from newer PostgreSQL versions where it makes
sense. Yellowbrick is not a PostgreSQL fork; if you write an analytic query against Yellowbrick, more than 99% of the machine instructions will be running against the new Yellowbrick

code. The core parts of PostgreSQL — many parts of the query optimizer, the storage engine, and the execution engine — have been entirely replaced in Yellowbrick.

Access to Yellowbrick is typically accomplished via standard PostgreSQL ODBC/JDBC/ADO drivers. This is a deliberate choice because it allows the database to interact with
numerous ecosystem tools. That said, PostgreSQL'’s wire protocols are not particularly efficient, so Yellowbrick is actively developing custom higher performing *DBC drivers while
continuing to maintain Postgres compatibility. PostgreSQL's metadata catalogs are also supported for interoperability with standard tools and will be familiar to admins and

developers alike.

SQL Dialect

At the time of this writing, Yellowbrick supports the following SQL data types: Booleans; integer types; decimal types; floating point types; UUID, CHAR, and VARCHAR; date and
time types; and some new data types for IP address and MAC addresses. INTERVAL is supported as an intermediate data type and cannot be stored. TEXT is present for

PostgreSQL compatibility and internally aliases to VARCHAR(64000).

PostgreSQL's SQL dialect has been extended with functions for Oracle, Microsoft, and Teradata compatibility, and a new, SQL-based user-defined function (UDF) grammar. Stored
procedures written in PL/pgSQL are supported. Partitioning is supported. Advanced PostgreSQL functionality such as XML, JSON, geospatial SQL, and other programming

languages for server-side programming (Python, Perl, TCL, and so forth) are roadmap items.

Numerous utility commands have been added to the SQL grammar for tasks such as managing the workload management subsystem, controlling elastic clustering, and loading and

unloading data from external sources. You can find a full description of Yellowbrick SQL support in the product documentation.

Query Planning

Yellowbrick has replaced, extended, and altered many parts of the PostgreSQL query planner. Query planning is a large and complex subject with entire papers devoted to individual

optimizations. Here's a partial list of examples in Yellowbrick:

« MPP awareness, with cost-based estimation of network data exchange.

« MPP plans for all standard primitives (joins, aggregates, sorts, distinct counts, and so on) and data-distribution nodes for hash-distributed, replicated, and randomly distributed

data sources.

Join algorithm replacement, with a new estimator and costing model that uses metadata, histograms, implied equalities, and uniqueness inference.
« Scan selectivity algorithm replacement.

« Support for various forms of correlated subqueries.

« Support for using and combining incremental statistics using big data algorithms.

« Query auto-parameterization to support plan re-use.

.

Support for partitioning and adding partition iterators to query plans.

New data type hierarchy to match other enterprise databases and remove the need for excessive explicit type casting in expressions.

« Late-bound views, wherein views are evaluated when accessed, so database objects referenced by views can be dropped and recreated.
« Support for expression aliases.

« Normalizing in-lists, semi-joins, and OR-lists.

« Support for planning graphs rather than just trees.
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« Reimplementation of estimation for aggregates.

Filter push-down improvements for table scans.

« New EXPLAIN interface.

Constant folding.

« Static elimination of relational operators and expressions.

Changes to the security model to eliminate "super users" have also affected the query planner to some degree; see the Security, Systems Management, and Monitoring section for

details.

Query Processing and Workload Management

When a user submits a SQL command that involves query processing — henceforth referred to as a "query" — to Yellowbrick via ODBC/JDBC/ADO.NET, the query is passed through
several subsystems in its journey through the Yellowbrick database software stack. At the bottom of the stack, the query ends up in the Storage Engine and Execution Engine, at

which point it generates results. The results are then passed back up the stack and returned to the user.

During this journey, what starts as a simple piece of SQL text is enriched with more metadata and information. The workload management subsystem is present throughout the
lifetime of the query, allowing it to be measured, monitored, routed, prioritized, and adjusted as it travels down and back up the software stack. The adjustments relate to both the
query itself, as well as to limits on resource consumption. The Workload Manager allows DBAs and users (with prerequisite permission) to see what's going on as well as to change

the nature of the routing to ensure business goals are met. For example:

« Certain business-critical reports may be a higher priority than anything else going on in the system.
« "Bad actor" rogue queries, perhaps written by users with poor working knowledge of SQL, should not affect other users.

e ETL tasks shouldn’t consume more resources than necessary.

Query Processing Flow

Each query goes through the state transitions shown in Figure 2. The meanings of these stages are generally self-explanatory. When a query is submitted, little is known about it: its
text, who submitted it, which machine and client it came from, and when. After parsing, a query is planned by the query planner, at which time much more information is known:
which tables it looks at, its cost, and estimates of resource consumption. It's at this point that any table-level locks necessary to execute the query are acquired. Query fragments are
assembled and then compiled to native code by the LLVM compiler infrastructure, at which point the query may wait to acquire the necessary resources (memory, disk, processing
power) to execute. The query then runs, at which point it sends results back to the client and is then marked as done. Queries can be canceled or moved into an error condition at

any point in the flow.
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Monitoring and Introspection

The Workload Manager is the single source of truth for everything executing in the database. It records, for every query in the system, when that query entered a given processing
state and how much time it spent there. Through system tables, users can view this information for all queries currently executing in the database as well as previously completed

ones.

As one would expect for an enterprise-class database, runtime statistics are measured for every query. Statistics include how much CPU was consumed, how much IO was driven,
how many rows were processed, and the sizes of data structures such as hash tables in joins. These statistics are logged on a per-query as well as a per-query-plan-node basis and

can be consumed raw in the database or graphically in a web browser via Yellowbrick Manager.

Internal Details
Yellowbrick’s Workload Manager can proactively allocate and manage the following system resources:

« Persistent storage space — through disk quotas.
« Spill space.
« Memory.

e CPU — through priorities.

Resource Pools

Each compute cluster’s available resources are divided into pools. Queries are routed to a given cluster’s pool by rules executing within the Workload Manager (see Rules below).
There may be, for example, a small pool for DBAs to make sure they are always able to acquire sufficient resources to kill queries, a pool for short-running, tactical queries, and a

pool for long-running ones.
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A pool has associated with it a certain level of concurrency it can support, which may be fixed or flexible. Fixed concurrency is useful when it is known that only a certain amount of
concurrency is possible or desired, whereas flexible concurrency is a good idea for random queries by data scientists. Queries slow down as they spill more, and it is desirable to

have queries run faster when there are fewer users on the system, and slower when there are more users on the system.

Rules

At various points in the execution of a query, Workload Manager rules can introspect what's going on, and perform various actions: cancel the query, route the query to a different
pool, prioritize it, or alter its resource consumption. A query can also be throttled according to a named semaphore — for example, to limit every business user to submitting at most

two concurrent queries or ensure a misconfigured ETL tool doesn't overload the system with concurrent single-row retrievals.

Workload Manager rules are written in JavaScript, providing incredible flexibility. Properties about the system and each executing query are available via standard JavaScript
properties, and actions such as pool assignments, throttling, logging, resource assignments, and recording errors can be accomplished through JavaScript methods. To reduce the

runtime overhead of evaluating rules, all the JavaScript rules are compiled into native code for rapid execution.

Some DBAs are not comfortable writing JavaScript, so within the browser-based Yellowbrick Manager is an intuitive point-and-click IF/ELSE rule builder for the Workload Manager.
The JavaScript generated by the rule builder can be seen alongside and tweaked if desired. For users who prefer not to use a GUI, a full SQL utility grammar is present for creating,

modifying, and controlling workload management rules.

Control Points

Many different types of rules operate at different control points in the system. Typical deployments don’t need to implement numerous rules or sophisticated behaviors, but some

customers with massive, operational warehouses that support multiple lines of business tend to make maximum use of the flexibility:

« Submit rules are run before queries enter the parser. They allow queries to be rejected by rules that allow matching by SQL text or source IP address.

« Assemble rules are evaluated when the query is building the artifacts required for query compilation before it is submitted for compilation. A common task at this stage is to set

the initial priority of the query which helps govern progress and resource usage in later phases.

« Compile rules run during the pre-execution phase for a query, before a resource pool being selected. Rules written for this stage of execution have more information from the
resource planner and are commonly created at this phase for pre-execution concerns. Various actions can be taken at this stage, including imposing limits on execution time and

memory, setting query priority, or selecting a resource pool.

.

Restart rules are evaluated when a query encounters an error condition that allows it to be restarted automatically — for example, to re-run it with more resources or log the

event.

« Runtime rules execute periodically during query execution and can introspect the state of the query along with its runtime statistics: how long it's been executing, what resources
it's consumed, or the state of its query plan. At runtime, queries that haven't returned data to the user can be transparently moved between pools — perhaps with differing priority
or resource limits — or rejected. SNMP traps and alerts can be generated for external systems-management tools. This is how you can be be sure that misestimated, long-

running queries don’t get in the way of tactical ones, or that "bad" queries are placed in a penalty box such that they don't affect other users.

« Completion rules are evaluated once when execution steps are completed or stopped, due to the query running to completion, being canceled, or erroring out.

Logging capabilities are available to trace rule execution. Rules have priorities and are evaluated in priority order.

Profiles

A container of rules is called a profile; profiles may be imported and exported to/from JSON to move them between instances. Each elastic compute cluster has an active profile that
can be changed at any time. If, for example, an insurance company needs to prioritize workloads differently for closing the books at the end of the month, it can switch profiles to

enable this only for the days necessary.

Availability and Business Continuity

Yellowbrick has been designed for high availability and a degree of fault tolerance, and with support for backing up and restoring data, replicating data, and storing data on cloud

object stores. No third-party tools, services, or "enterprise editions" are needed.

Yellowbrick is designed for data warehousing and analytics rather than online transaction processing, so "five nines" of availability — 99.999% uptime — is not a requirement. Five
nines allow only about five minutes of downtime per year and necessitate no maintenance windows, fully online upgrades, and the like. Yellowbrick’s architecture is centered around

achieving "three-and-a-half nines" per instance — 99.95% availability — allowing about 4.5 hours of downtime per year. This allows time for scheduled downtime for short quarterly
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maintenance windows to support software upgrades, along with a small amount of unscheduled downtime due to infrastructure failures or occasional software bugs. Yellowbrick
doesn’t claim to have mainframe-class or Oracle-class stability and availability, but its track record is excellent: Yellowbrick routinely backs production, online, ad hoc 24x7x365

business-critical financial applications for many Fortune 500 customers with minimal unscheduled downtime.

Yellowbrick’s storage and compute can scale elastically; resizing clusters, creating new ones, or adding storage capacity (for on-premises instances only) are all online activities that

do not require maintenance windows.

High Availability

Yellowbrick is clustered software, running on multiple server nodes. The software is redundant to component failure, drive failure, and entire node failure with minimum user
disruption. Running in the cloud, failed nodes are replaced by new ones as they become available; on-premises, failed nodes are left out of the cluster until a replacement is

installed. For more details about on-premises hardware instances, see the "Andromeda Optimized Instances " white paper.

Protection for Data Stored in Cloud Object Stores

For instances running in public clouds, as well as on-premises instances accessing cloud storage, all column store shard files are persisted to cloud object stores. In Amazon, this
means S3; in Azure, ADLS; and in GCP, GCS. A fraction of local direct attached SSD storage is used as a block-level (not file level) cache for data persisted in object stores. The
block cache is scan-resistant such that large table scans where data is only used once will not evict hot data from the cache. Cache misses result in the given block/s being
requested from the cloud object store directly. Due to the massive parallelism needed to achieve good read performance from object stores, table scans will do a substantial read-

ahead. For writing table data, shard files are written through to the cloud object store, and the transaction is only committed once the object store has acknowledged the write.

Protection for Data Stored in On-premises Instances

Yellowbrick's cluster filesystem ParityFS protects against data loss due to node failure. It implements n+2 erasure coding, such that two nodes in every parity group can be lost in
their entirety due to node failure, or partially due to SSD failure. Data is reconstructed dynamically, and when drives or nodes are replaced, the original data is rebuilt. The difference

in query execution performance and throughput is unnoticeable; failure of a node or SSD results in a cluster reconfiguration event which causes momentary service degradation.

Backup and Restore

The Yellowbrick Storage Engine can take transactionally consistent snapshots of all the data in a database at any time. These snapshots are low overhead, leverage the
transactional nature of the database, and are completed in a fraction of a second. The snapshot metadata itself occupies very little storage; however, active snapshots impose

constraints on garbage collection such that the system will use more storage space until the snapshots are dropped.

The snapshots are per-database and include all tables, including system catalog tables: Those that store the database schema objects such as tables, columns, and constraints; as
well as roles, workload management rules, and other system configurations. In the roadmap, the snapshot functionality will be exposed to support "time travel" queries for general

SQL use.

SQL-native Backup and Restore

Backup and restore operations are implemented as SQL operations to leverage the high throughput of the Yellowbrick database engine. By performing delta queries against
transaction snapshots, the system can select only the rows that have been added, updated, or deleted between two transactions for backup. Changed rows are then compressed in

parallel on all nodes for increased performance; backups are not simply rigid copies of files in the filesystem.

Restore is also implemented as a SQL operation and is analogous to bulk data loading. All nodes in the cluster receive backup data. It is decompressed and decoded in parallel on

all workers and new data/changed data is written to the Yellowbrick Storage Engine.

Table Delete Horizon

The history of different types of database backups — full, incremental, or cumulative — together forms the backup chain for that database. Each chain is a logical grouping of
snapshots, each representing a discrete point in time. As a result, each backup chain has an implicit "delete horizon," a transactionally consistent point in time for the database after
which deleted space cannot be fully reclaimed. Deletes made after the horizon point in time leave behind "tombstone" markers in the storage engine that occupy tens of bytes per

row. Backups move the delete horizon forward in a way such that deltas of previous backups can still be taken.

Yellowbrick Data Warehouse Version 7.3.0 Page 54 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Types of Backup and Restore
Backups work one database at a time. Each backup requires the creation of a new snapshot. Yellowbrick supports three types of backups:

« Full backups are complete backups of an entire database. A full backup is typically done once, to initiate a new backup chain and rarely thereafter. Full backups tend to be very

large and can be thought of as a set of all changes between the first transaction and the backup transaction snapshot.
« Cumulative backups capture all the changes since the last cumulative or full backup snapshot, whichever is more recent, and advance the table delete horizon.

« Incremental backups capture all the changes since the last incremental, cumulative, or full backups, whichever is more recent, but do not advance the table delete horizon.

Yellowbrick also supports incremental restores so that deltas captured by an incremental or cumulative backup can be applied without having to restore the entire database. For the
data and schema, this is straightforward; for other parts of the system catalog, various merge strategies are used. More advanced backup strategies are possible but have not been

implemented.

Readable Replicas

Ahot standby database is a database that is in read-only mode while receiving continuously applied incremental restores. Yellowbrick allows hot standby databases to be queried
and used, including the creation and deletion of temporary tables as needed by reporting and Bl tools. In addition, a database can be placed in a purely read-only mode to "freeze"

an environment.

Asynchronous Replication for Disaster Recovery (DR)

Yellowbrick contains full support for unidirectional asynchronous replication, to be used for establishing a DR site. Replication can be between on-premises and cloud instances, and
across cloud vendors, as desired. No third-party utilities are required for replication. Both DDL and data are replicated. Replication takes place over TLS-secured TCP sockets and is
interruptible: In case of socket failure, the replication process will pick up roughly where it left off and continue from there. The target databases for replication must be hot standby

databases, enabling them to be actively used for queries while receiving writes.

The replication process does place some additional query load on both databases. Replication is transactionally consistent, with data written to the target in one transaction to
guarantee consistency for users. Where possible, an initial replication target should be seeded using backup-and-restore functionality. Replication is configured, managed, and
monitored through full SQL utility grammar and system tables. Currently, replication is supported from one source database to one target database. Multi-target support is not

currently productized.

Failover and Fail-back

In Yellowbrick, failover is not automated because it is considered a rare event. Individual instances are highly available and protected, so failover is only necessary in case of a mass
loss of connectivity or a true natural disaster. The database will ensure that no split-brain scenario has occurred whenever replication takes place by checking transaction sequences
and database configuration between the source and target. If inconsistency is detected, manual intervention is required. Fail-back after failover is fully supported but note that bi-

directional replication, where both databases are accepting changes, is not supported.

High-throughput, Parallel Data Movement

Data warehouses need to be able to ingest and unload large amounts of data rapidly. Sometimes data ingest and extraction needs to be done in batch mode with as much
throughput as possible; whereas other times, the data movement needs to be done in a streaming fashion for real-time queries. Sometimes the data movement is best initiated
through SQL. Sometimes it's taken care of by modern pipelines built with Kafka and/or Spark. And in traditional deployments, it's initiated as part of a complex set of scripts involving

ETL tools. Yellowbrick caters to all these scenarios.

Bulk Data Load and Unload

Yellowbrick contains an efficient binary protocol for parallel bulk loading and unloading. Data is streamed to or from the database in parallel, across multiple network sockets

(typically one socket per node in the cluster). The bulk protocol is row-oriented and supports compression.

These protocols are designed for batch operation. Large unloads complete in one shot, and large loads will commit a few massive transactions periodically. Format transformations
such as parsing and formatting are done by the sender (for loads) and receiver (for unloads) to reduce load on the database. Bulk operations pump data directly from/to the

Yellowbrick Storage Engine. These operations typically are bound by the speed of the network. The ways of initiating bulk data movement with Yellowbrick are:
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Through SQL: Using the built-in utility statements such as CREATE EXTERNAL STORAGE, CREATE EXTERNAL FORMAT, CREATE EXTERNAL LOCATION and LOAD
TABLE.

« Through pre-existing integrations with products such as Kafka, Spark, Informatica, Oracle Golden Gate, etc.

.

Through traditional cross-platform client tools that run on everything from Windows to AIX: ybload and ybunload.

« Through Java integrations with a Yellowbrick-provided data loading library.

Progress of loads and unloads, regardless of whether they are initiated using client tools or SQL, can be monitored through system views. A variety of file formats are supported

including Apache Parquet as well as traditional delimited data and BCP files. Yellowbrick Manager also enables browsing and loading of data through a web browser.

Streaming Data Movement

Because bulk data is committed in large chunks, and socket negotiation across clusters is required to initiate the process, it's an inefficient way to load and unload small numbers of

rows. For small unloads, the ODBC/JDBC/ADO.NET (henceforth "*DBC") drivers will suffice, and PostgreSQL's built-in \copy command is a good shortcut.

For loading small numbers of rows in a streaming fashion, you can use *DBC INSERT statements, or alternatively, \copy. With a few parallel clients, when loading data directly into
the row-oriented store, rates of several million rows/sec are achievable. Unlike bulk loads, which are committed in huge batches of hundreds of millions of rows, row-store

transactions can be committed frequently — even once per row, if desired.

Unlike other data warehouses that struggle to do streaming ingest efficiently, the hybrid nature of the Yellowbrick Storage Engine allows it to easily ingest large numbers of small
transactions and query the most recent data, along with historical data, in a transactionally consistent fashion. This is ideal for integrations with CDC tools (Oracle Golden Gate,

HVR) or an enterprise message bus (Kafka). There’s no need to worry about micro-batching or writing custom code to combine reporting from transactional and analytic databases.

Concurrent Loading and Querying

Yellowbrick can efficiently query tables as data is being written to them. Large bulk loads or data merges running in parallel will not alter query performance in any unexpected ways.
Consequently, it's possible to have databases with a very high level of churn that can handle large numbers of concurrent, ad hoc queries at the same time. Some Yellowbrick

customers have databases hundreds of terabytes in size where each day 30% of the data continuously changes.

Security, Systems Management, and Observability

Enterprise-class databases must be secure, and easy to manage, monitor, and configure. Yellowbrick has a variety of mechanisms that cater to the needs of enterprise customers

running in private and public clouds, in both HIPAA-compliant and regular deployments.

Security

Yellowbrick is built assuming everything is "private by default." Default access controls to areas of the product are limited. Private S3 buckets are enabled by default, with no public
access to data. No built-in guest user accounts are present, and strict access must be granted to all data and management functionality. Because the Yellowbrick Data Warehouse
runs in a customer’s own cloud account, Yellowbrick by default has no access to customer data, customer queries, or logs. Companies have full control of who has access and what

they can access.

Authentication

Yellowbrick’s authentication is based on OpenID Connect (OIDC) and supports authentication with all OIDC-compliant identity providers such as Azure Active Directory (Office365),
Okta, and Ping. OIDC authentication allows companies to continue to maintain identities and roles in their existing identity providers making the management of users easier to
maintain. On-premises Yellowbrick instances can authenticate with LDAP and Active Directory, also synchronization of roles between external identity providers and the database is
supported. For business-critical activities, the Yellowbrick database supports local user authentication to allow operations to run in case connectivity to external authentication is

unavailable.

Manageability Without "Super Users"
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PostgreSQL relies on having a "super user" for administration and regular users for everything else. The super user can administer anything whatsoever, much like the "root" user on
a Unix system. Although the front end of the database is based on PostgreSQL, privileges afforded to the super user have been deliberately split into dozens of different grants to
allow users to manage subsections of the database in a far more fine-grained manner — for example, the ability of a role to manage other roles, view SQL query text of other users,

initiate backups, control LDAP integrations, and even the ability to grant privileges themselves all can be granted or revoked individually.

Role-based Access Control

Role-based access control allows mapping roles to specific database access controls. Roles are granted and revoked using already existing identity provider management tools,
such as adding a role to a user in Active Directory. Access to all database schema objects is fully role-based. Roles can be used to grant access down to column granularity.

PostgreSQL administrators will be familiar with this concept.

Encryption of Data at Rest

Encryption of data on cloud object stores is managed by the object store itself and ephemeral cloud storage is also encrypted and crypto-erased. Yellowbrick on-premises instances

store all data fully encrypted with AES-256 using keys stored in HashiCorp Vault.

Column-level Encryption and Functions

Yellowbrick provides a variety of SQL functions for data encryption, decryption, and hashing using several algorithms. Individual VARCHAR columns within tables can be designated
as encrypted so that Yellowbrick will encrypt the data for the column as it's inserted. When a user with access to the corresponding encryption key executes a query, they will see the
decrypted data; however, users without access to the encryption key will see only the encrypted, scrambled data. Keys are stored in and referenced from the built-in HashiCorp

Vault.

Yellowbrick has a production-quality integration with partner Protegrity which provides sophisticated, policy-based data protection and masking functionality that goes beyond

Yellowbrick column-level encryption.

TLS Support

All communication over the wire is encrypted. TLS 1.2 is required for all traffic in and out of Yellowbrick. This is true for *DBC access and web access and all external connectivity,

loading, unloading, backup, and so on. TLS mutual authentication is used for authentication of cross-database replication sessions.

Observability

Instrumentation and statistics gathering in the database are visible through system views. Several additional integrations are available to allow the database to be observed,

monitored, and alerted upon in customer environments.

Instance Observability

Yellowbrick Manager includes an observability stack consisting of Prometheus, Loki, and Grafana. These cloud-native technologies are used to aggregate logs from the database,
delivered via FluentBit, and raise alerts in case of issues being found. Prometheus alertmanager is used to deliver alerts to such typical receivers as Slack, Opsgenie, PagerDuty,

etc. On-premises installations of Yellowbrick are also able to deliver alerts via SNMP and logs through remote syslog.

User-configured alerts can be raised by the Workload Manager and are raised automatically when user disk quotas are exceeded. Other alerts pertain to unexpected errors in the

database, such as software crashes or replication falling behind.

Remote "Phone Home" Support

Yellowbrick is designed with a SaaS user experience in mind, regardless of whether the database is running in a private data center or the public cloud. Yellowbrick optionally
maintains remote, unidirectional connectivity to Yellowbrick’s internal SaaS monitoring platform. Any crash mini-dumps, key telemetry, and key logs are sent back over this phone-
home connection to enable Yellowbrick's Customer Success team to monitor customer systems 24/7. In the event of any issues, Yellowbrick will know about them first. Different
levels of data scrubbing guard personal identifiable information (PIl) and other confidential data. No customer data is ever shared. Customers with strict security requirements can

disable Phone Home completely.
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Compute Cluster Load Balancer

The compute cluster load balancer enhances the flexibility and performance of compute cluster management. This feature allows users or roles to distribute workloads across

multiple compute clusters, ensuring optimized resource utilization and availability.

Overview

The cluster load balancer enables users or roles to define a set of compute clusters to be used for query execution. The specific compute cluster chosen for a query depends on

various factors, including:

1. Transactional State: If the current session has written data in its transaction, the cluster load balancer setting is ignored. Instead, the compute cluster where the data was

written is used to maintain data residency.

2. Least Busy Heuristic: If no data has been written in the current transaction, the system chooses the compute cluster with the fewest running and queued queries. If two or more

clusters have the same level of "least busy," one of them is selected at random to ensure fairness.

3. Cluster Availability: Clusters that are offline or suspended are excluded from consideration, even if they are part of the configured list.

Users can configure their default cluster behavior with a comma-separated list of clusters using the ALTER USER or ALTER ROLE commands:

<username> DEFAULT_CLUSTER

<rolename> DEFAULT_CLUSTER

Scaling Out Clusters

The cluster load balancer also allows users to scale out the number of clusters they have access to, distributing workloads across them. This capability is particularly beneficial for
zero-downtime scaling and for workloads that require higher concurrency rather than more compute, memory, or storage per query. By assigning a user multiple default clusters, the

instance automatically directs queries to the least busy cluster. Additionally, this feature supports seamless suspension and resumption of clusters, providing greater elasticity.
Example:

Users with explicit grants on clusters can add new clusters to their default cluster settings:

USAGE CLUSTER john_doe;

DEFAULT_CLUSTER

In this example, the user has access to multiple clusters, enabling scalable and elastic query processing without downtime. For example, adding bi_cluster2 increases

concurrency for workloads while avoiding minimal distribution penalties.

Important: Users or roles assigned a load balancer cluster setting must also have GRANT USAGE ON CLUSTER <name> privileges for each cluster listed.

Key Concepts

1. Dynamic Cluster Selection: The compute cluster is dynamically selected based on the "least busy" heuristic or transactional state.

2. Transactional Data Residency: When a transaction includes temporary data, the session remains on the compute cluster where the data was written until the transaction is

committed.
3. Fair Scheduling: If multiple clusters have equal load, one is randomly chosen to balance query distribution.
4. Offline or Suspended Clusters: Compute clusters that are offline or suspended are not considered during query scheduling.

5. Cluster Name Length Limitation: The cluster name setting for a role must fit within 128 characters. This limitation restricts the number of concatenated cluster names that can

be included in the load balancer setting. To maximize the number of clusters, use short and descriptive names for clusters.

Viewing Default Cluster Settings

To view the current default cluster setting for a user or role, query the sys.users or sys.roles system tables:
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default_cluster sys.users username

default_cluster sys.roles rolename

Interaction with use cLuster

The USE CLUSTER command can override the default cluster or cluster list for the current session. However, when the session ends, the user or role reverts to their default cluster

list setting.

Best Practices

List Maintenance: Ensure the list of clusters is kept up-to-date to avoid routing workloads to retired or decommissioned clusters.

Uniform Configuration: Use the same WLM profile and cluster configuration, including hardware instance type and node count, to achieve predictable workload performance

across load balanced compute clusters.

Workload Optimization: Configure cluster lists to prioritize clusters with the appropriate capacity and proximity for intended workloads.

Testing and Validation: Simulate various load and failover scenarios to validate the behavior of the load balancer.

Short Cluster Names: Use short and descriptive names for compute clusters to maximize the number of clusters that can be included in the load balancer setting.

« Grant Privileges: Ensure all users or roles assigned a cluster load balancer setting have the necessary GRANT USAGE ON CLUSTER <name> privileges.

Further Reading
Refer to the Compute Clusters Documentation for foundational concepts related to compute clusters in Yellowbrick.

See also ALTER USER SET DEFAULT_CLUSTER.

Yellowbrick Data Warehouse Version 7.3.0 Page 59 /2189


https://docs.yellowbrick.com/7.0.2/concepts/compute_clusters.html

Yellowbrick Data Warehouse | Yellowbrick Data

Reserved Nodes

Yellowbrick Documentation > Concepts > Cloud > Reserved Nodes

Platforms: EE: All cloud platforms

Parent topic: Cloud
Sometimes certain server instance types in public clouds make take time to acquire; creating a new compute cluster or altering an existing one to add nodes can take a long time,
and ultimately fail if instances of the requested type are unavailable.

Reserved Nodes is functionality to allow Yellowbrick to acquire server instances in the background. Reserved Nodes are shared among all the compute clusters that are created for
a single Yellowbrick instance, and they are immediately available for use when those clusters start running and doing work. You'll need to pay your cloud vendor for these reserved
nodes, but Yellowbrick won't bill you for them unless they are part of a running compute cluster. This approach to reserving nodes is driven by Kubernetes auto-scaling, which results

in the cloud vendor spinning up nodes even before any compute clusters have been created.

An alternate approach to solving capacity problems is to use on-demand capacity reservations (ODCRs) available from the cloud vendor. ODCRs typically belong to an account and
have a global application, whereas Reserved Nodes are specific to the Yellowbrick platform. While Reserved Nodes don't require any extra IAM role permissions from the cloud

vendor, ODCRs may be easier to automate using standard tooling, for example to acquire extra nodes ahead of an end-of-quarter reporting period.
To work with ODCRs, follow the cloud vendor's documentation.
To work with Reserved Nodes, in Yellowbrick Manager navigate to Configuration — Instance Management — Reservations.

The Reserved field specifies the number of reserved nodes requested. If empty, no background reservations are acquired. The Limit field sets a maximum number of compute

cluster nodes the instance in question can consume in total. The limit per instance must be greater than or equal to the number of reserved nodes.
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Sample Data

Yellowbrick Documentation > Concepts > Cloud > Sample Data

Platforms: EE: All cloud platforms

Parent topic: Cloud

Yellowbrick maintains some sample data sets (source files, DDL, and queries) in GitHub at YmSamples. The DDL scripts in that repository reference AWS S3 files in a public bucket.

You can use either the Yellowbrick Manager Load Assistant or SQL commands to load the sample data.
Some of the data sets include:

e gdelt : The GDELT Project is the largest, most comprehensive, and highest resolution open database of human society ever created. Just the 2015 data alone records nearly
three quarters of a trillion emotional snapshots and more than 1.5 billion location references, while its total archives span more than 215 years, making it one of the largest open-

access spatio-temporal data sets in existence and pushing the boundaries of "big data" study of global human society.

o NOAA GHCN-D : Weather observations for over 200 years collected from a large number of land-based weather stations. The source files are provided by the Registry of Open

Data on AWS (RODA).

e nyc-taxi : Yellow and green taxi trip records include fields capturing pick-up and drop-off dates/times, pick-up and drop-off locations, trip distances, itemized fares, rate types,

payment types, and driver-reported passenger counts.

« premdb :Atiny database that contains actual English Premier League soccer results for about 20 seasons, as well as a few details about each team in the league. You can run
a script that creates and loads five small tables in about 5 seconds. These tables are used extensively in the main Yellowbrick documentation to provide simple, reproducible

examples of SQL commands and functions.

e tpcds_sf1000 : A 1TB version of the TPC-DS data set, which is frequently used by database companies for competitive benchmarking. This data set is pre-loaded into the

yellowbrick_trial database. Scripts are available for re-creating and loading these tables.

« NetFlow : adata set generated by a service that sits on network routers and collects information on network traffic as it enters or exits an interface. This information includes
source and destination addresses, ports, protocols, and the amount of data transmitted. By analyzing NetFlow data, a network administrator can summarize network activity, find

sources of network congestion, and identify potential security threats.

Note: The YmSamples site and the referenced S3 bucket are both public. You do not need an AWS account to access the data.
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VPC Peering vs. Network Transit Solutions in Hub/Spoke
Architectures Across Cloud Providers

Yellowbrick Documentation > Concepts > Cloud > VPC Peering

Platforms: EE: All cloud platforms

Parent topic: Cloud

Overview

VPC Peering (or its equivalent in different cloud platforms) is a networking connection between two Virtual Private Clouds (VPCs) or similar constructs that enables private
communication between them. This allows resources in one network to access resources in another as if they were within the same network, without using the public internet, VPNs,
or gateways. A common use case for VPC Peering is within a hub/spoke architecture, where multiple spokes (networks) connect to a centralized hub for improved network

efficiency and security.

Hub/Spoke Architecture Across Cloud Platforms
In a hub/spoke model:

o The hub is a central network that connects multiple spoke networks, facilitating communication and centralized management.

« Each spoke hosts specific workloads or applications that need access to shared services in the hub.

Multi-Cloud Considerations

* AWS: Uses VPC Peering and AWS Transit Gateway for network interconnectivity.
o Azure: Uses VNet Peering and Azure Virtual WAN for centralized management.

« Google Cloud (GCP): Uses VPC Peering and Cloud Interconnect for scalable networking.

For example, a Yellowbrick SQL Database can reside on a spoke network, while a Bl tool such as Tableau is hosted in another peered spoke. This setup enables secure, low-

latency access between analytics tools and data storage without traversing the public internet.

Benefits of Hub/Spoke with VPC Peering

« Improved Security: Traffic stays within the cloud provider's private network, avoiding exposure to public internet risks.
« Centralized Network Management: The hub provides a single point of control, simplifying routing and access control.
+ Reduced Latency: Peering enables direct VPC-to-VPC (or VNet-to-VNet) communication, minimizing data transfer delays.

» Efficient Data Processing: Spoke networks can handle specialized workloads, such as SQL analytics, without impacting other workloads.

How VPC Peering Works in a Hub/Spoke Model

1. Establish Peering Connections: The Yellowbrick database network and the Bl application network establish peering connections with the central hub.
2. Configure Route Tables: The hub network’s route table allows traffic between the spoke networks.

3. Apply Security Rules: Network ACLs and security groups allow necessary traffic between the Bl tool and the database.

Peering Limitations Across Cloud Providers
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« Non-Transitive Routing: Peered networks do not automatically share access with other peers. The hub must explicitly connect each spoke.
« CIDR Overlap Restrictions: Spoke networks must have unique, non-overlapping IP address ranges.

« Cross-Region Latency Considerations: Peering across cloud regions may introduce additional latency.

Comparison: Peering vs. Network Transit Solutions in Hub/Spoke

Feature Peering Solutions (AWS VPC Peering, Azure VNet Peering, GCP VPC Peering) Network Transit Solutions (AWS Transit Gateway, Azure Virtual '
Connectivity Direct connection between two networks Centralized hub for multiple networks

Type

Transitive Not supported Supported

Routing

Scalability Limited to individual network connections Highly scalable, supports multiple networks

Cross- Requires separate peering connections Native support for cross-region communication

Region

Support

Multi-Cloud No direct support Requires VPN or third-party transit solutions

Support

Complexity Simple to set up for a few networks More complex, but better suited for large-scale architectures

Cost Lower cost as it only involves standard cloud data transfer fees Higher cost due to additional transit fees

Best For Direct, low-latency communication between specific networks Large-scale, multi-network environments needing centralized control

Use Case Example

A company may set up a hub/spoke architecture where:

« Hub Network: Centralized networking and security services (e.g., AWS Transit Gateway, Azure Virtual WAN, GCP Cloud Interconnect).
« Spoke 1: Yellowbrick SQL Database for high-performance analytics.
« Spoke 2: Tableau or other Bl tools that query the database.

» Spoke 3: Custom data application or front-end.

With Peering Solutions, Tableau in Spoke 2 can securely retrieve data from Yellowbrick in Spoke 1, improving efficiency without exposing traffic to the public internet.

Alternatives to Peering Solutions

« AWS Transit Gateway / Azure Virtual WAN / GCP Cloud Interconnect: More scalable for complex hub/spoke architectures.
« PrivateLink (AWS) | Private Endpoint (Azure) / Private Service Connect (GCP): Useful for securely accessing cloud services or SaaS applications.

« VPN or Direct Connect: Required for hybrid cloud models integrating on-premise infrastructure with multiple cloud providers.

Conclusion

Peering Solutions provide a simple and cost-effective way to enable private, low-latency communication between networks in a hub/spoke architecture. However, for large-scale

networking needs, Transit Solutions (AWS Transit Gateway, Azure Virtual WAN, GCP Cloud Interconnect) offer more flexibility and scalability.

For a Step by Step Tutorial
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e AWS VPC Peering Tutorial
For configuration guides:

e Configuring AWS VPC Peering

e Configuring AWS Transit Gateway Peering
For more details, refer to the official documentation of each cloud provider:

e AWS VPC Peering
e Azure VNet Peering

e Google Cloud VPC Peering
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How-to Guides

Yellowbrick Documentation > How-to Guides

Platforms: All platforms
Parent topic: Yellowbrick Documentation
In this section:

Get Started

Create Tables

Load Tables

Run Queries

Unload Tables

Work with Tools & Drivers

Administer Yellowbrick

Install Airbyte

Here you'll find answers to “How do I....?" types of questions. These guides are goal-oriented and concrete; they're meant to help you complete a specific task. For conceptual

explanations see the Conceptual guide. For end-to-end walkthroughs see Tutorials. For comprehensive descriptions of every command and function see the Reference guide.

Yellowbrick Data Warehouse Version 7.3.0 Page 65 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

How to Get Started with Enterprise Edition in Cloud

Yellowbrick Documentation > How-to Guides > Get Started

Platforms: EE: All cloud platforms
Parent topic: How-to Guides
After installing Yellowbrick, the easiest way to get going is to use Yellowbrick Manager. It provides both instance administration functionality as well as a SQL query editor.

Yellowbrick Manager contains basic tools for instance administration, provisioning, supports the current version and the last two public releases of the following browsers:

« Apple Safari
« Google Chrome
» Chromium-based browsers (such as Microsoft Edge or Opera)

« Mozilla Firefox

To use Yellowbrick Manager, open the URL provided at the end of the installation process and log in with the instance administrator password you provided during installation. See

the walkthrough tour of Yellowbrick Manager to help get started.

WARNING

Before loading confidential data or doing business-critical work, you will want to set up single sign-on (SSO).

Using Third-Party Tools

Alternatively you can download third party tools to connect using JDBC and ODBC drivers for PostgreSQL. A set of Yellowbrick-specific command line tools called ybtools

supports tasks such as bulk data load/unload and database backup/restore.
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Creating and Managing Tables and Views

Yellowbrick Documentation > How-to Guides > Create Tables

Platforms: All platforms
Parent topic: How-to Guides
In this section:
Distributing Data
Auto-Analyzing Tables
Disk Quotas
External Tables
Generating Values with Sequences
Ordering Data
Partitioning Tables

System Columns in Tables

After creating a database and (optionally) schemas within it, you can create tables and views. You can also create tables and views within the default yellowbrick database.

Database Tables

Yellowbrick supports persistent tables and temporary tables.

« Persistent tables remain in the database until they are explicitly dropped.

« Temporary tables are /ocal to the session in which they are created and are dropped when the session ends.

You can use CREATE TABLE, CTAS, and SELECT INTO statements to create tables.

Table Maintenance
Aside from loading tables, you may need to maintain them in a few other ways:

Altering and Dropping Tables
Yellowbrick supports basic ALTER TABLE and DROP TABLE commands. You can add columns, rename a table, and change the owner of the table.
You can also GRANT and REVOKE privileges at the table and column level.
Inserting, Updating, and Deleting Rows
Yellowbrick supports standard SQL INSERT, UPDATE, and DELETE commands.
You can also run the \copy command to load smaller tables from files via ybsqgl . In general, you should use the bulk loader ( ybload ) to load large tables.

Note: The Yellowbrick column store is designed to optimally store, compress, and organize data for high-volume read-oriented analytics. As a result, when data is deleted it
continues to exist in the system for a period of time until it can be efficiently removed and data can be reorganized. These optimizations are fully automatic and require no

administration or manual interaction.
Analyzing Tables
By default, tables are automatically analyzed. This analysis updates column-level statistics that the planner uses to optimize query execution. See Auto-Analyzing Tables.

Flushing Tables
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A background flush command periodically updates the Yellowbrick column store with rows that are temporarily stored in the row store. See Managing the Row Store.
Table DDL

You can use Yellowbrick Manager to copy the DDL for a table. Go to Databases and select the database and schema. Then click the table name and go to Details >

Definition > Copy to Clipboard. For example:

Yellowbrick Details for premdb.match

General  Definition

Fia Copy to Clipboard

seasonid
matchday
htid smallint,
atid s t
ftscore char er(3),
htscore char r(3)

Databases

(

JTE ON (seasonid) ;

See also Distribution Options.

User-Defined Views

You can create a view based on any valid Yellowbrick query, and you can reference other views in the view definition. Views are not materialized. See CREATE VIEW for syntax

details.

Yellowbrick views are persistent objects. They are not dependent on the tables that they reference; therefore, you can drop or rename a table and its associated views persist in the
database. For example, you can create table team , then create view teamview by selecting from team . If you drop team with CASCADE , the view remains in the
database. If table team is re-created, you can still select from teamview if the columns that originally existed in the table also exist in the new instance of the table and have

the same data types.

For example:

premdb=# view htv hometeam;
VIEW
premdb=# \d htv
View "public.htv"
Column | Modifiers

htid

premdb=#

premdb=#
ERROR: relation "publ ometeam" does exist
premdb=# hometeam (h (30), stadium (50));

premdb=# hometeam e r City King Power
01

premdb=# htv;
htid |

Leicester City

Yellowbrick Data Warehouse Version 7.3.0 Page 68 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Note thata select * query against a view whose table was dropped and re-created will only return data for the set of columns that were defined in the original instance of the

table. The select * view definition is expanded to the specific columns that are in the table when the view is created:

premdb=# \d+ htv

Column | | Modifiers |

htid

View
hometeam.ht
hometeam.name

hometeam;

System Views

System views contain metadata and statistics for various aspects of the system. You can query these views, but you cannot modify or drop them. System views are based on a set

of underlying system tables, but these tables are not intended for general use. See System Views.
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Distributing Data

Yellowbrick Documentation > How-to Guides > Create Tables > Distributing Data

Platforms: All platforms
Parent topic: Create Tables
In this section:

Best Practices
When you are creating tables, it is important to define the data distribution scheme for the table, which determines how the rows are distributed across the compute nodes. Good
data distribution is critical to optimize parallel processing for queries and other database operations.

Withina CREATE TABLE statement, you can define a single-column distribution key and distribute the data by hashing on the values in that column. Alternatively, you can set the

distribution to RANDOM or REPLICATE .
DISTRIBUTE ON (column)

Hash distribution across the compute nodes based on the values in the specified column. This option is recommended for most tables. For example:

team

(teamid , htid (30), nickname (20), city (20), stadium

distribute (teamid);

DISTRIBUTE REPLICATE

Replication of the entire table across all blades. This option is intended for smaller tables. For example:

season

(seasonid , season_name (9), numteams , winners

distribute replicate;

DISTRIBUTE RANDOM

Random distribution of table rows.

If you do not specify the DISTRIBUTE clause, the table is hash-distributed on the first named column in the table.

Data Distribution for CREATE TABLE AS Results

If you do not specify a distribution type for a CTAS table, the resulting data distribution depends on the nature of the query that creates the table.

Atable created from columns in one or more replicated tables is also replicated.

Atable created from a single hash-distributed table is typically hash-distributed on the same column when the distribution column is included in the select list. If the distribution

column is not included in the select list, random distribution is used.

Tables resulting from equality joins over distribution columns typically preserve the hash distribution.

In general, hash distribution is preserved where possible, but tables created from complex joins or that contain complex select list expressions may produce randomly distributed

result sets.

Data Skew with NULLs and NaNs in Distribution Columns
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When the distribution column of a table contains a significant number of NULL values or NaN values, the data may not be distributed evenly. Extreme data skew on the compute

nodes may occur. In general, it is best to avoid distributing a table on any column that is nullable or a floating-point column that it is likely to contain a large number of NaN values.

For more details about NaN , see DOUBLE PRECISION.
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Data Distribution Best Practices

Yellowbrick Documentation > How-to Guides > Create Tables > Distributing Data > Best Practices

Platforms: All platforms

Parent topic: Distributing Data

Introduction

This document provides a guide to designing effective table distributions in Yellowbrick. By following these examples, you can address common challenges such as data skew and
workload imbalances, optimizing query execution and resource utilization. The focus is on aligning table distribution with workload patterns to reduce runtime data redistribution and

enhance performance.

Read Data Distribution Concepts to understand why data distribution matters in Yellowbrick.

Before You Begin
Effective planning is essential when designing table distributions in Yellowbrick. Before selecting a distribution key, it is important to address common misconceptions and evaluate

workload characteristics.

INFO

If a table is already loaded in Yellowbrick and requires design optimization, use tools like YbEasyCli to query table and column metadata. These tools provide insights into key

attributes, including distribution patterns and column characteristics, to help refine table distribution strategies.

Avoid Common Misconceptions

Proper understanding of table distribution in Yellowbrick is critical to avoid common misconceptions that can result in suboptimal performance. The following sections address two

key misunderstandings:
Misconception 1: Even Distribution of Data is the Most Important Criteria

SQL workload characteristics determine the effectiveness of a distribution strategy, not just the uniformity of data distribution.

Characteristics Description

Common Join and Grouping Columns Distribution should align with frequently joined or grouped columns to minimize redistribution.
Cardinality of Key Columns High cardinality columns are preferred to ensure balanced data distribution.

Filtering Predicates Predicates in queries should align with the distribution key to improve data locality.

Uniformly distributed data alone does not guarantee optimal performance. Redistribution during query execution may negate the benefits of uniform storage if the distribution

scheme does not align with workload patterns.
Misconception 2: Distribution Only Matters for Large Tables

Small tables are often overlooked during table design, but in reality, distribution on small tables can have a significant performance impact on join order and redistribution in

execution plans.

Distribution should be explicitly set for both large and small tables.
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Evaluate Your Workload

When determining a table’s distribution, the goal is to achieve balanced data and workload distribution across compute nodes while minimizing data redistribution during query

execution. A well-planned distribution enhances both performance and resource utilization.

To optimize table distribution, focus on the following principles:

Principle Description

Avoid Execution Avoid situations causing “execution skew,” where some compute nodes process disproportionately more data than others. A step in a process will
Skew only be as fast as that process on the slowest compute node.

Avoid At-Rest Data Prevent “at-rest data skew,” where one or more compute nodes store significantly more data than others. In an MPP system, storage is limited by
Skew the compute node with the least available space.

Minimize Runtime Reduce movement of data between compute nodes during statement execution to minimize 1/0 and performance costs. At-rest distribution is the

Redistribution most common source of runtime redistribution.

Gather the following details about your tables to design an effective distribution strategy:

Consideration Guidance

Table Type Determine if the table is a fact table or a dimension table.

Size Assess the number of rows and the uncompressed size of the table to gauge its impact on storage and performance.

For Fact 1. Identify frequent join columns, focusing on those commonly used in joins with other fact tables or large dimension tables. 2. Focus on primary and
Tables foreign keys relationships in the data. 3. Evaluate the cardinality and nullability of key columns to avoid skew caused by low cardinality or NULL values.

For a detailed discussion, refer to the section Distributing by Fact Tables.

Distributing Small and Frequently Used Dimension Tables with DISTRIBUTE REPLICATE

The DISTRIBUTE REPLICATE method, in the use cases below, ensures that all compute nodes maintain a complete copy of the table, eliminating the need for redistributions

during query execution.

Use Cases

Use Case Description

Small Suitable for tables under 1 GB (uncompressed) that are used in joins or GROUP BY operations.
Dimension

Tables

Larger Applicable for tables larger than 1 GB (uncompressed) but frequently joined on different columns. This method should be used cautiously for larger
Dimension tables, as it increases storage requirements and may impact scalability.

Tables

Advantages

« Minimizes Data Redistribution: DISTRIBUTE REPLICATE eliminates the need for data movement across compute nodes, reducing query overhead by ensuring all nodes

have a complete copy of the table.

« Efficient for Filtering and Non-Filtering Joins: By avoiding runtime redistributions, replicated tables enable low-cost execution of both filtering joins and non-filtering joins, as all

required data is already present on each node.

Yellowbrick Data Warehouse Version 7.3.0

Page 73 /2189



Disadvantages

Yellowbrick Data Warehouse | Yellowbrick Data

« Increased Storage Requirements: Each compute node must store a full copy of the table, potentially impacting system scalability, especially for larger datasets.

Distributing Fact Tables with Common Join Columns

For fact tables that are frequently joined to other fact or large dimension tables, selecting the appropriate distribution column is critical for achieving optimal performance.

Below are guidelines to help determine the best approach for your scenario:

Guideline

Focus on Common

Joins

Choose Based on the

filtered data set

Use High Cardinality

Columns

Consider Surrogate
Keys for Multi-

Column Joins

Description

Select the column most frequently used in joins with other fact or dimension tables. Tip: Identify primary key and foreign key relationships in your

source data.

Select the distribution column considering the size of the data set after filtering, rather than the total size of the table. Example: If a large

dimension table is heavily filtered before a join, focus on the rows that remain after filtering.

Choose a distribution column with high cardinality in the filtered result set. Example: A sales table distributed on a date column may seem

balanced, but frequent filtering for narrow date ranges can cause skew.

For multi-column joins, consider a surrogate (synthetic) distribution key that captures join patterns effectively. Example: If low-cardinality columns

like customer_id and product_id are part of the join, a synthetic key (e.g., combining these columns) can improve distribution balance.

Distributing Fact Tables with Common Grouping or Partition Columns

In scenarios where a fact table is not frequently joined with other fact or large dimension tables but is heavily used in GROUP BY queries or partitioned window functions,

distributing the table on common grouping or partition columns can enhance performance significantly.

The table below demonstrates two possible approaches for this distribution type:

Consideration

Choose the
Most Common
Grouping or
Partition

Column

Use a
Surrogate
(Synthetic) Key
for Multi-
Column

Grouping

Guidance

Select the column most frequently used in  GROUP BY or window function partitioning. Ensure the chosen column has high cardinality to avoid data

skew.

Create a synthetic key for tables requiring grouping or partitioning on multiple columns. This approach helps mitigate issues of low cardinality and high
skew in individual columns by combining them into a balanced distribution. Example: Combine customer_id and region_id into a synthetic
key: ALTER TABLE sales ADD COLUMN customer_region_key BIGINT; UPDATE sales SET customer_region_key = customer_id

* 1000 + region_id;

Using DISTRIBUTE RANDOM as Last Option

DISTRIBUTE RANDOM

is a fallback option for tables that are neither commonly joined nor aggregated on a specific column. This method evenly distributes rows across all

compute nodes without considering logical groupings.

When to Use
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DISTRIBUTE RANDOM Description
Uncommon Use Cases Applicable for tables that lack a suitable column for DISTRIBUTE ON and are not part of frequent joins or aggregations.
Last Resort Use only if distributing on any column would lead to high skew.

Alternative: Using Surrogate (Synthetic) Keys

Before resorting to DISTRIBUTE RANDOM , consider creating a surrogate (synthetic) key for distribution. This approach can better align with query patterns while avoiding skew by
combining multiple columns or transforming data to achieve a balanced distribution.

Example:

example_table COLUMN synthetic_key H

example_table synthetic_key = coll * 1000 + col2;

Key Takeaways

e Use DISTRIBUTE REPLICATE strategically for dimension tables with data size less than 1 GB.

« Distribute tables strategically based on common join, grouping, or partitioning patterns to minimize data movement and optimize query execution. For multi-column groupings,

synthetic keys are often the most effective choice for achieving even distribution.

« DISTRIBUTE RANDOM should be avoided. Instead, using surrogate keys may align better with query patterns and help avoid skew.

Solutions to Common DISTRIBUTE ON Problems

Here are practical solutions to common challenges faced when using DISTRIBUTE ON .

Materialize Joins and Grouping Expressions on the Distribution Column

Joins and groupings on expressions always result in a redistribution, even if the data is redistributed to the same node and the expression is on the distribution column. This leads to

costly execution due to both the redistribution of data and the query planner’s inability to estimate the cardinality of the expression accurately.

Example Query

t1
t2
UPPER(t1.c1) = UPPER(t2.c1);

Possible Issues

Issues Description

Data Redistribution Rows are unnecessarily moved between compute nodes.

Query Planner Limitations The query planner cannot estimate the cardinality of the UPPER() expression, resulting in suboptimal execution plans.
Solution

If a join or grouping on an expression is common, the preferred approach is to materialize the expression into a new column and distribute the table using that column.
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Steps For Small Tables

Step Description SQL

1 Rename the original table to retain the data. ALTER TABLE t1 RENAME TO ti1_old;

2 Create a new table with the materialized expression. CREATE TABLE t1 AS SELECT *, UPPER(cl) AS cl_uc FROM ti1_old;
3 Use the materialized column in joins and groupings. SELECT * FROM t1 JOIN t2 ON tl.cl uc = t2.cl_uc;

Steps For Large Tables

Step Description SQL

1 Rename the original table to retain the data. ALTER TABLE t1 RENAME TO t1 old;

2 Create a new table without data. CREATE TABLE t1 AS SELECT *, UPPER(cl) AS cl _uc FROM t1_old WITH NO DATA;
3 Insert data into the new table in chunks. INSERT INTO t1 SELECT *, UPPER(cl) AS cl_uc FROM t1_old;

4 Use the materialized column in joins and groupings. SELECT * FROM t1 JOIN t2 ON tl.cl uc = t2.cl_uc;

Use a Surrogate Distribution Key for Multi-Column Distribution

For tables with frequent multi-column joins, groupings, or aggregations, using a surrogate distribution key can improve performance by reducing skew and optimizing data

placement. This approach is particularly useful when individual columns have low cardinality or high skew but their combination results in a better distribution.

Example Queries

Query Type Example
Aggregation SELECT prod_id, loc_id, SUM(price) AS price FROM line_items GROUP BY 1, 2 ORDER BY 1, 2 LIMIT 10;
Join SELECT prod_id, loc_id, SUM(units) AS units FROM line_items JOIN top_prods USING (prod_id, loc_id);

Possible Issues

Low Cardinality or High Skew Individual columns like prod_id and loc_id may result in uneven data distribution.
Complex Distribution for Multi- Low cardinality or high skew in individual columns (such as prod_id and loc_id from the examples above) can result in uneven data
Column Joins distribution across compute nodes. This imbalance affects the efficiency of joins and aggregations.

Solution

Create a surrogate distribution key by combining columns into a composite key.

Steps
Step Action SQL
1 Rename the original table to retain the data ALTER TABLE line_items RENAME TO line_items_old;
2 Create a new table with the surrogate key CREATE TABLE line_items AS SELECT *, (prod_id * 27431 + loc_id) AS prod_loc FROM
line_items_old;
3 Update queries to use the surrogate key for SELECT prod_loc, SUM(price) AS price FROM line_items GROUP BY prod_loc ORDER BY

aggregation prod_loc LIMIT 10;
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Step Action SQL
4 Update queries to use the surrogate key for SELECT prod_loc, SUM(units) AS units FROM line_items JOIN top_prods USING
joins (prod_loc);

Benefits of Surrogate Keys

Benefit Description

Reduced Skew Combines columns to distribute data more evenly across compute nodes.

Optimized Query Performance Avoids redistributions during joins and groupings.

Simplified Distribution Design Provides a single key that aligns with query patterns, simplifying data management and optimization.

Use “Fake” Values for High NULL Skew

Columns with a high percentage of NULL values can lead to significant at-rest data skew when used as distribution keys. This imbalance occurs because NULL values are

treated as a single value, causing a large portion of rows to be stored on a single compute node.

Example Query

*

line_items 1i

1
li.loc_id = 1.loc_id;

Possible Issues

Issue Description

High NULL Skew Columns with many NULL values cause uneven data distribution, with most rows stored on one compute node.

At-Rest Skew Rows with NULL values are disproportionately assigned to a single compute node, leading to imbalance.
Solution

Replace NULL values with a unique “fake” value to distribute data evenly.

Steps
Step Description Example
1 Identify a unique “fake” value that does not match any existing data in the Example values: -999999 , negative timestamps, or constants.
related table.
2 Replace NULL values in the column with the fake value. UPDATE line_items SET loc_id = -999999 WHERE loc_id IS
NULL;
Benefits of Using “Fake” Values
Benefit Description
Eliminates At-Rest Skew Distributes rows with  NULL values evenly across compute nodes.
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Benefit Description

Maintains Query Integrity Ensures queries that exclude NULL values remain accurate without additional adjustments.

Avoids Runtime Skew Prevents performance issues during execution caused by unbalanced data distribution.
Summary

Effective table distribution design is a cornerstone of performance optimization in Yellowbrick's MPP system. By adhering to these best practices, users can address challenges such

as data skew, balance storage and workload distribution, and ensure efficient query execution.

Key Takeaways

Takeaway

Analyze Workloads

Use High-Cardinality Keys

Manage NULL Skew

Apply DISTRIBUTE REPLICATE

Avoid DISTRIBUTE RANDOM

Description

Define distribution strategies based on common query patterns, join operations, and data characteristics.

Minimize skew by selecting high-cardinality distribution keys or surrogate keys for multi-column joins.

Replace NULL values with unique placeholders to avoid skew where appropriate.

Use for small dimension tables to eliminate redistributions.

Use only when no suitable distribution key exists, as it can lead to inefficiencies in query execution.

By designing table distributions that align with workload requirements and revisiting these strategies over time, users can achieve balanced workloads, reduced data movement, and

sustained system performance.
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Auto-Analyzing Tables

Yellowbrick Documentation > How-to Guides > Create Tables > Auto-Analyzing Tables

Platforms: All platforms

Parent topic: Create Tables
The ANALYZE command generates updated statistics for the number of distinct values in table columns. This information is useful to the query planner and needs to be kept up-to-
date, especially for tables with columns that appear in the WHERE clause of your queries.
The following operations always include an automatic and immediate analyze operation as part of their own post-processing:

« Bulk load operations with ybload
e INSERT INTO...SELECT
o CREATE TABLE AS statements (CTAS)

o Flush operations
When these operations complete, their target tables are guaranteed to have up-to-date statistics.
The following operations do not include automatic analyze operations:

e INSERT INTO...VALUES
« UPDATE

o DELETE

When these operations complete, the statistics in the target tables may need to be updated. In that case, they wait for the next auto-analyze operation that is scheduled for the

system.

By default, all tables are analyzed automatically on a regular schedule. The system checks tables every 5 minutes (300 seconds) and determines which tables require an ANALYZE

operation. If at least 10% of a table's rows have changed, a background ANALYZE operation is run.

Tip: To find out when a table was last analyzed, either query the  sys.log_analyze view or use Yellowbrick Manager. In Yellowbrick Manager, go to Databases and select the

specific database, schema, and table. On the Details screen, go to Analyze Activity.

In general, the default ANALYZE behavior is optimal and is likely to be the best choice for most workloads. However, the following sections describe two distinct use cases that may

require immediate ANALYZE operations to be disabled.

Disabling Immediate ANALYZE Operations for INSERTs

If your workload requires frequent small INSERT INTO...SELECT operations into a large fact table and you want to optimize performance, see the

ybd_analyze after_writes configuration parameter.

Disabling Inmediate ANALYZE Operations for Bulk Loads

If your workload consists of a large number of continuous trickle-feed loads using ybload and you want to optimize performance, see the ybd_analyze after_loads

configuration parameter.
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Disk Quotas

Yellowbrick Documentation > How-to Guides > Create Tables > Disk Quotas

Platforms: All platforms

Parent topic: Create Tables

The disk quota feature allows users to limit disk usage for individual databases, tables, and schemas based on quotas. This feature can be implemented to separate use cases and
users in terms of disk usage and prevent the accidental consumption of too much space, which could cause serious issues for user applications. If more space is consumed than is

allowed by the quota, the transaction is aborted and rolled back when the limit is met.

For example, Database A has a quota of 10TB. If a transaction that would otherwise consume 15TB is run on Database A, it would be stopped and rolled back once it meets the

limit.

It is important to note that the quota is not an amount of reserved usage for a given object but rather an upper bound on the given object's disk usage. This means that the total of
database quotas can be higher or lower than the total available disk space, and the total of table and schema quotas can be higher or lower than the database quota or the total

available space.

For example, Databases A, B, and C have a total of 100TB of disk space. Database A has a quota of 10TB, and Databases B and C have no quotas set. If Database A uses 2TB of

data, then Databases B and C can use all remaining 98TB of space.

Disk Quota Behavior

When set, disk quotas apply to all data created, including data that is not yet committed. The disk quota is checked whenever a user query creates data. If a query creates more data
than is allocated for the object, an error is thrown, and the transaction that hits the limit is rolled back. When a quota is set, it only affects the given object: the database, schema, or

table.

If quotas are set at multiple levels of the database > schema > table hierarchy, whichever quota is set the lowest takes precedence. You can set a smaller quota on a schema than

on a table inside that schema, for example. The total of one level of the hierarchy does not need to add up to the next level and can be higher or lower.

Note: Disk quotas must take into account any storage that is being consumed by the  row store. When write operations send rows to the row store, and they have not yet been
flushed to the column store (or "garbage-collected" in the case of deleted rows), these rows count toward the disk quota. For example, if you set your database quota to 770GB, and
765GB is already being used, a delete of 4GB would put you within 1GB of reaching the quota limit, and you could exceed the limit on the next INSERT or DELETE that targets a

table in the same database.
DELETE and TRUNCATE operations can always be run on objects with a quota, and DROP is allowed on objects in schemas with quotas.
You can query the following system views to monitor disk quota-related behavior:

e sys.database
e sys.table

e sys.schema

Setting and Disabling Disk Quotas

By default, no limits are set on disk usage, which is not impacted by installations and upgrades. Using an ALTER DATABASE, ALTER TABLE, or ALTER SCHEMA command, you
can set or disable the maximum amount of space for an individual database, schema, or table, respectively. Quotas on objects can be set by superusers and the owner of the object.

Changing a disk quota does not require restarting the database, and the changes should apply as soon as the transaction reads the quota value from the database.

Note: The system has a default maximum of 500k disk quota objects. See max_quota_objects .
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External Tables

Yellowbrick Documentation > How-to Guides > Create Tables > External Tables

Platforms: EE: All appliance platforms

Parent topic: Create Tables
This section covers user-defined external tables that are stored in, and accessed from, an NFS-mounted file system outside the database. For information about loading tables from
object storage via SQL commands, see the documentation for the Yellowbrick Test Drive.

NFS-mounted external tables support use cases for both exporting data and importing it. You can create external tables solely for the purpose of writing data out to external files. You

can also read from external tables as part of standard SQL queries, and you can use them to load other tables via INSERT and CTAS statements.
In the background, external tables use ybload and ybunload operations to read and write data.
Important: Yellowbrick Data does not recommend the use of external table loads as a general replacement for standard ybload operations.

External table operations run ybload and ybunload processes on the manager node and must share limited compute resources with other critical processes. In addition,

external table loads and unloads access source and target files via NFS file systems, which are typically much slower than local file systems.

For these reasons, ybload and ybunload performance for external table operations may be significantly slower than performance for standard loads and unloads. For larger

files, the performance difference may be severe.

NFS Mount Points for External Tables

Regardless of their intended use, external tables must be defined in the context of a mount point on a system that is running an NFS server. Before you can create external tables, a
Yellowbrick database superuser must create at least one mount point by using the CREATE EXTERNAL MOUNT command. This command defines a short reference name for the

mount point and a complete path to the NFS-mounted directory where flat files will be read or written. For example:

mount

When an external mount is in place, you can read from files that already exist in that location or write to files that will be created in that location. Mounts created for external tables

are logged to the sys.mount view.

Definition and Use of External Tables

You can create an external table with a CREATE EXTERNAL TABLE SQL command. Instead of a regular table name, you provide the external file location. The table is not
registered in the system catalog, and its schema is derived from a query. (This type of table is also known as a transient external table.) A special USING clause defines format

choices for writing the data out to the file.

To query an external table, you use special SELECT...FROM EXTERNAL syntax and specify the schema of the table in terms of a column list. You can query external tables
continuously provided that their storage files remain in the specified location and the associated NFS mount is active. A single query can process a combination of regular table data

and external table data. For example, you can join an external table to a regular table, and you can return the union of an external table and a regular table.

You can also write CTAS statements that select from external tables, and you can insert data into other tables by selecting from external tables (using INSERT INTO SELECT or

SELECT INTO ).

When external tables are created or queried, background ybload and ybunload operations generate detailed log files and write them to an NFS directory relative to the mount

point you created. See External Table Examples.
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For details about external table command syntax and options, see the SOl Commands section (or use the ybsql help command).

Examples of Creating and Selecting From External Tables

« To write data to an external file and create an external table, use a CREATE EXTERNAL TABLE statement. This statement runs a query against database tables and writes the

results to an external file. For example:

(format season;

» To read data from an external table, use a SELECT...FROM EXTERNAL statement. This statement runs a query against an external file and returns the data to the client. For

example:

(@), & (3)) (format

« To create a regular table based on data in an external table, use a CTAS statement. For example:

match_results
€, EF

(3), c6 (3)) (format

« To read data from an external table and write it into a regular table, use an INSERT INTO SELECT...FROM EXTERNAL statement. You do not have to declare the column list for

the file in this case; it is optional. The USING clause is required. For example:

premdb=# season

(format csv);
0 25

The external table in this statement uses the schema of the target table ( season ). The columns in the external data file must be in the same order as they are in the target table,

and every column in the target table must also exist in the external file.

Limitations on External Tables

« You cannot create views by selecting from external tables.
« External tables are not backed up or restored.

« External tables cannot be updated, deleted, or truncated.
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Generating Values with Sequences

Yellowbrick Documentation > How-to Guides > Create Tables > Generating Values with Sequences

Platforms: All platforms

Parent topic: Create Tables
A sequence is a database object that generates unique integer values. You can use sequences to uniquely identify rows in tables when no "real" data is available or appropriate for
that purpose. For example, you can use a sequence to generate surrogate primary keys for a large fact table.

Sequences are not tied to specific tables or columns. When you create a sequence, you give it a name and optionally a schema. Once created, a sequence is available for use by
any table column in the database. The two main uses for sequences are bulk loads and inserts, where a new sequence value can be generated for each row. You can also generate

sequence values within queries and as part of a CTAS statement.
You generate new values in all cases by calling the NEXTVAL function. Each time NEXTVAL is called, the sequence advances to its next value.

Sequence values are generated independently on the compute nodes. Each value is stored as a 64-bit BIGINT number. The last 10 bits identify the compute node. Increments of
1024 or greater are added to each new generated value to preserve the uniqueness of a specific sequence object across all of the compute nodes on the cluster. Each compute

node generates its own distinct set of values.

Specific sequence values reported by system views and in query results depend on which node is the last one to finish executing the NEXTVAL function. Sequence values are

highly timing-dependent; the increment step is not expected to be uniform between NEXTVAL calls.

If you want to reset the starting value for a sequence, you can use the ALTER SEQUENCE RESTART command. If you need to protect a sequence from being modified by other
users and sessions, you can open a transaction and lock the sequence. Other transactions will not be able to modify the sequence until the transaction with the lock commits or is

rolled back.
The lowest sequence number that is ever generated is 1024 .
The manager node also generates its own set of sequence values for use in  INSERT INTO...VALUES operations. These operations do not execute on the compute nodes.

Note: The maximum supported sequence value is 9223372036854775807 (263-1). When the maximum sequence value is reached on a node, the system returns an error. The
database does not cycle through the range automatically; you may need to restart the sequence. Sequence values do not roll back when a transaction is rolled back. Those

sequence values are considered used and cannot be reused.

See also Loading Generated Key Values.
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Ordering Data Efficiently

Yellowbrick Documentation > How-to Guides > Create Tables > Ordering Data

Platforms: All platforms

Parent topic: Create Tables

The purpose of this guide is to provide best-practices for ordering data in Yellowbrick tables. Efficient data ordering leads to higher query throughput, lower response times and

better data compression.

See Data Ordering Concepts to understand the foundational ideas illustrated here.

An Example Shard

Below is a DDL and a logical view of a portion of a shard of a purchases fact table. This example will be used throughout most of the query samples in this document.

purchases (

prch_dt

acct
subacct
prch_amt (9,2)

DISTRIBUTE ( acct )
SORT ( prch_dt )

’

This table is ordered within each shard on a single column ( prch_dt ) due to the SORT ON attribute. Since fact tables are often loaded in date order, they will likely be naturally

ordered by date across shards.

Shard Data and Metadata lllustration

Below is a logical representation of a shard, including its blocks. The table shows shard-level information, such as the range of values (Min and Max) for each column, and block-

level details, as the number of rows and block-specific column data.

prch_dt geo_id acct subacct prch_amt
Shard
1
Shard Min: 2020-01-01 1 10000 10010 100.00
MD Max: 2020-01-03 4 99000 99890 11234.56
Block Min: 2020-01-01 2 11000 11010 121.45
MD Max: 2020-01-01 4 98000 98190 4145.09
Block: 1 2 3 4 5
Block Rows: 1- 2020-01-01, ..., 2020- 2,2,2,2, 12000, 68000, 98000, 34000, 12200, 68400, 98190, 34220, 340.00, 265.90,
Data 32k 01-01 3, .. 11000,... 11010,... 1023.89,...
Block Min: 2020-01-01 1 19000 19030 187.60
MD Max: 2020-01-02 4 97000 97770 11001.23
Block: 6 7 8 9 10
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prch_dt geo_id acct subacct prch_amt
Block Rows: 32k- 2020-01-01, ..., 2020- 4,4,1,1, 20000, 97000, 56000, 22000, 22340, 97600, 56010, 22000, 231.45, 668.88,
Data 64k 01-02 2, .. 97000,... 97070,... 11001.23,...
Block Min: 2020-01-02 2 19000 13030 187.60
MD Max: 2020-01-02 4 97000 97070 11001.23

Block: 11 12 13 14 15

Block Rows: 32k- 2020-01-02, ..., 2020- 2,2,2,8, 20000, 97000, 56000, 22000, 22340, 97600, 56010, 22000, 231.45, 668.88,
Data 64k 01-02 &) oo 97000,... 97000,... 11001.23,...

For brevity, consider the row range 1-32k to be inclusive, and the range 32k-64k to be inclusive of rows 32,001 and 64,000.

For example, consider the query:

prch_amt

purchases

prch_dt =
geo_id = 1;

Using the shard and block details from the example table above:

« Shard Skipping

The shard cannot be skipped because the shard metadata indicates that prch_dt = '2020-01-01"' falls within the shard's date range (2020-01-01 to 2020-01-03).

o Block Skipping

Most blocks can be skipped. Block metadata reveals the following:

e Only rows 1-64k have matching prch_dt values.

« Within that range, only rows higher than 32k have matching geo_id values.

The resulting set includes only the blocks for the queried columns ( prch_dt , geo_id , and prch_amt ) for rows 32k-64k. Specifically, blocks 6, 7, and 11.

Correlated Columns

Itis important to note that the data is well ordered within the shard based on common filtering predicates, starting with prch_dt followed by geo_id , even though the SORT
ON clause only specifies prch_dt . In Yellowbrick, correlated columns refer to cases where the ordering of one column reflects or aligns with the ordering of another. Unlike
indexes in traditional relational databases, which might involve creating an index on multiple columns, Yellowbrick utilizes these relationships by allowing data to be ordered on a

single column. This approach also enhances scan performance and compression efficiency.

Using a Calendar Table as an Example

A calendar table demonstrates how the same date can be represented in multiple formats, such as numeric, textual, or string based. Below is a representation of such a table:

col dt yyyymmdd yyyymm yyyy m dt_vc dt_str
type DATE INT4 INT4 INT2 INT2 VARCHAR VARCHAR
example 2024-01-23 20240123 202401 2024 1 '024-01-23' ‘Jan 23, 2024'

There are many kinds of relationships between columns that we can leverage.
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Relationship Usage

1:1, Same For example, a calendar table where a date exists as a DATE, an INTEGER, and a text string.

Ordering
In this case, ordering by the smallest representation is recommended. A date stored as a DATE or INTEGER uses 4 bytes, fitting into a CPU register and
allowing efficient numeric sorting. Sorting is significantly faster than using a 10-character string format (e.g., 2024-01-23).

1:1, Different For example, a calendar table with a column containing the spelled-out name, such as January 1, 2024.

Ordering
Although there is a 1:1 relationship with the date, their sort orders differ. Sorting by the date provides better scan efficiency and improves compression.
Dictionary-based algorithms (e.qg., ZIP) effectively compress repeated strings like month names.

Parent-Child, Ordering by the child column (e.g., yyyymmadd) ensures its parent columns (e.g., yyyymm and yyyy) are ordered naturally.

Same

Ordering

Parent-Child, For example, columns like geo_name and country _name.

Different

Ordering When queries frequently filter on both columns, prioritize ordering by the lower-cardinality key (e.g., geography) first, followed by the higher-cardinality
key (e.g., country).

Commonly For example, product category and product subcategory.

Found

Together Ordering these columns together does not greatly assist with shard or block skipping but can significantly improve compression in large datasets.
Ordering by the column with lower cardinality first (e.g., product category) and then by the column with higher cardinality (e.g., product subcategory)
ensures that similar values are grouped together. This grouping allows compression algorithms to achieve better results by reducing redundancy.

Data Compression

Efficient data sorting improves compression. Most compression (or encoding) algorithms rely on or are significantly impacted by the order of the data, particularly when values are

repeated in adjacent rows. Two of the most common compression methods are:

Algorithm Characteristics
Run-Length Encoding (RLE) Optimized for consecutive repeated values.
Dictionary Optimized for repeating values across a block of rows.

Ordering data on multiple columns can provide benefits for both compression and scan performance.

Compression becomes increasingly effective as column size grows and cardinality decreases. For example, consider a block of 16k rows containing a 10-character string repeated

100 times in adjacent rows. Using run-length compression, the storage required for these rows in the compressed block would shrink from 1,200 bytes to just 14 bytes.

Table SORT ON and CLUSTER ON

Yellowbrick provides two order-related attributes that can be set during table creation: SORT ON and CLUSTER ON. These attributes are immutable, meaning any changes require

dropping and recreating the table.

SORT ON

The SORT ON attribute in Yellowbrick defines the order of data within shards, but not across shards, when written to disk. This applies during operations such as bulk loads,

INSERT SELECT , CREATE TABLE AS SELECT (CTAS), and when shards are merged by Yellowbrick's storage garbage collector (GC).
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Garbage Collector — In Yellowbrick, GC refers to automated shard maintenance processes such as rewriting shards with high numbers of deleted rows and merging small

shards (less than 250MB). It is not related to memory garbage collection in programming languages like Java or C#.

Key Characteristics

SORT ON

Shards

Correlated

Columns

Performance

Small Tables

Limitations

SORT ON

Single

Column

Encryption

Immutability

CLUSTER ON

Scope

Works within shards, not across shards. Operations like cluster expansion, GC shard merging, and INSERT SELECT withoutan ORDER BY clause
may not preserve ordering across shards. For example, an INSERT SELECT operation involving 10 shards per compute node over 50 days without

ORDER BY date could result in up to 50 different dates in each shard. However, rows within each shard would still be ordered by date.

The benefits of SORT ON extend beyond the specified column. For example, sorting an invoices table by invoice_id often implies de facto ordering by

invoice_date, due to column correlation.

Can improve the performance of queries with filtering predicates and, in some cases, joins. Does not improve the performance of GROUP BY or ORDER

BY operations.

Typically not worth applying to tables with fewer than ~50k rows per compute node.

Limitations

SORT ON can only be applied to one column. For multi-column ordering, consider creating a composite (synthetic) sort key. See the Data Distribution

How-To Guide for more information.

Cannot be applied to encrypted columns.

Cannot be added to or changed on an existing table. You must drop and recreate the table to apply a new SORT ON .

CLUSTER ON is an alternative to  SORT ON . It allows you to specify multiple columns but is not equivalent to a multi-column sort or cube. In most cases, it is not recommended

and should only be used in highly specific scenarios.

Key Characteristics

CLUSTER ON Scope

Not a Multi-Column Sort CLUSTER ON does not provide ordered sorting across columns. For cases requiring multi-column order, use a composite sort key instead.
Low Cardinality Keys Effective only when applied to low cardinality columns of equal weight.

High Cost It has significant performance overhead during data loads and INSERT operations.

WARNING

In practice, CLUSTER ON is rarely beneficial and carries high costs. Unless you are certain that your use case justifies it, you should avoid using CLUSTER ON and

instead explore alternative methods, such as composite sort keys, to achieve your goals.

Ordering Within vs Across Shards
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Data ordering is an essential aspect of table design in Yellowbrick. The method used to load data—Bulk Load, Insert-Select, or Trickle Load—determines how data is ordered within

and across shards, directly impacting query performance and compression efficiency. The following table compares the effects of these three loading methods on ordering:

Method Within Shards Across Shards
Bulk Data within shards is ordered according to the SORT ON column if defined. Without No guaranteed ordering across shards due to parallelized data
Load SORT ON, ingestion order is preserved. ingestion.
Insert- An ORDER BY clause ensures data is ordered within shards before being written. Guarantees ordering across shards if an ORDER BY clause is
Select Without it, the ingestion sequence determines the order. included in the query.
Trickle Data retains its streaming order unless reordered by a SORT ON column. Incremental ingestion does not ensure ordering across shards
Load due to the nature of real-time streaming.

Inherent Data Ordering

Data loaded into shards retains its incoming order unless explicitly reordered by the SORT ON column. However, due to the highly parallelized nature of ybload , this order may

differ from that of the original source file(s).

Fact data is often loaded in a natural date order, either incrementally throughout the day or in batches at the end of the day. Queries on fact tables also typically include specific date
range filters. As a result, it is common to define the SORT ON column as the most frequently used filtering predicate. This approach works well for tables with a small number of
shards per compute node and for shards that are rarely updated. For larger tables, consider using composite sort keys and carefully designed ordering. See the Data Distribution

How-To Guide for instructions on creating surrogate keys.

The SORT ON and CLUSTER ON clauses determine the order of data within individual shards but do not impose an order across shards. When data is streamed to a compute
node, the stream is divided into 1 GB buffers. Once a buffer is full, it is sorted (if a SORT ON or CLUSTER ON clause is defined for the table) and written out as a shard. This
behavior applies to most backend data appends, including bulk loads, \COPY , INSERT VALUES operations larger than 30 MB, and INSERT SELECT withoutan ORDER

BY clause.

For cross-shard data ordering, use  INSERT SELECT ORDER BY . This method sorts all data before streaming it to the shard writer, ensuring consistent ordering across shards.

Once data is written to shards, its order remains consistent except in the following scenarios:

Case Description

UPDATE Updates are processed as a DELETE followed by an append. Rows are not modified in place; instead, updated rows are written to new shards. If the update

size is small (less than 250 MB), these smaller shards will be merged with others during garbage collector operations.

DELETE When shards have less than 250 MB of undeleted rows, the garbage collector merges them. During this process, data within the new shards is sorted. This

typically occurs after large-scale DELETE or UPDATE operations.

Cluster Changes to the cluster topology, such as replication to a new configuration, alter the distribution of rows across compute nodes. This inevitably changes the
Expansion order of rows as well.

Replication Backup and restore operations are highly parallelized, meaning rows may not be restored in the same order they originally existed. Additionally, restoring or
/ Restore replicating to a different topology (e.g., with a different number of compute nodes or chassis) guarantees changes in both the row distribution and their order.
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Partitioning Tables

Yellowbrick Documentation > How-to Guides > Create Tables > Partitioning Tables

Platforms: All platforms

Parent topic: Create Tables

Partitioning is a table design technique that significantly reduces resource consumption when queries join or aggregate rows. A partitioned table is stored in separate pieces called
partitions. Queries read and operate on individual partitions of the table one at a time instead of having to read and process the whole table at once, which reduces memory

requirements and the likelihood of spilling. The reduction in memory requirements in turn enables more concurrency and better performance.

You set up the partitioning scheme for a table by declaring partition columns in the CREATE TABLE statement. You can partition on specific ranges of values, such as dates or

numbers, or you can use a hash function to partition the data for you.

Partitioning is secondary to data distribution and does not change the distribution scheme defined in the CREATE TABLE statement. Partitions divide data within the compute node

where data is already distributed.
For complete syntax and examples, see Partitioning Options.

To see how data is physically partitioned for a specific table that you have created and loaded, query the sys.table_partition view.

General Restrictions on Partitioning Tables

» Up to four columns in a single table can be partitioned.
« The number of partitions produced by a single specification must be no greater than 32767.

« The product of the number of partitions produced by all specifications for the same table must be no greater than 250000. For example, the following table cannot be created:

premdb=# hashtable(a , b
( (a 3000 partitions), (b 1000 partitions));

ERROR: the product of the of partitions produced all specifications results 3000000 partitions, 250000 allowed

Replicated tables cannot be partitioned.

Partitioning schemes cannot be altered after a table is created. To change partitioning, you have to re-create the table.

Best Practices for Partitioning

This section suggests some general guidelines for partitioning tables. Whether a table benefits from partitioning is a function of several factors, including how the table is queried,

how it is partitioned, and how much data is actually stored in each partition. Read the following sections to understand how these factors affect your partitioning choices.
Remember that partitioning is an optional feature. The extent to which you use it may depend on specific performance expectations.
Which columns should be the partition columns?

Choose partition columns only after evaluating the following criteria. Partitioning on a table column is useful in three specific contexts:

« When the data in the column can be sorted and is frequently accessed by range using comparison or equality operators suchas <, >, >= jor = .
« When the column is commonly used alone ina GROUP BY clause.

o When the column is frequently used in equi-joins.

In all of these cases, partitioning decreases the total memory and runtime required by applicable queries.
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For example:

« If you have time-series data and your queries group or join on date-time values, partition by the appropriate date or timestamp column. You can create one partition of

data per some interval, such as day, week, or month.

If you join fact tables with other fact tables (large "fact-to-fact joins" or "data merges"), partition both fact tables in the same way on the primary and foreign key columns.
« If you have a common logical unit that you report on in your fact tables — for example, the offices or stores that transactions took place in, partition by that unit as well.
« If you have a very large dimension table that is often joined to a fact table, partition on the dimension surrogate key.

« If you have a column in the fact table that is often used for filtering, partition on that column (for example, currency codes or country codes).

In general, all fact tables should be partitioned. Small dimension tables do not need to be partitioned, and tables that are less than 10GB in size may not benefit from

partitioning at all.
When to use RANGE partitioning
Consider the following points:

« Is RANGE partitioning supported for the column, given its data type? See the table in Partitioning Options.
« Do you know reasonable upper and lower limits for the values in the column? That is, do you know the domain of the column?

« Do you often select from the column by using comparison operators, suchas < or > ?

If RANGE partitioning is available for the column type, and you know the domain of the column, it is always preferable to select the RANGE partition type. For example, you

can partition on very specific ranges of values, such as dates or numbers.

Using a RANGE instead of a HASH partition can reduce the amount of data read when rows from the table are selected using comparison operators in a WHERE clause on

the partitioned column. Using a HASH partition on the same column prevents this optimization.

Note: If you know the range of most of the data, but are unsure of the exact limits, be sure to include the OUTSIDE RANGE option. If the column may contain NULL

values, be sure to specify IS NULL , or you will be unable to load any rows that contain NULL . See Partitioning Options.

When to use HASH partitioning

In all cases where RANGE partitioning does not apply, use HASH partitioning. For example, you can hash-partition columns that contain character strings, telephone

numbers, and IP addresses. For HASH partitioning, you do not need to specify how the partitions are defined, just how many partitions to create.
Choosing an optimal number of partitions

You also need to think about how many partitions your table will contain. A partitioned table is like a cube with individual partition columns as its dimensions. When you select
a partition column, you define, implicitly or explicitly, a set of resulting partitions for that column. In turn, that number of partitions is multiplied by the number of partitions for

other columns on the same table. The product of this calculation (the total number of “sub-partitions”) is an important constraint on effective partitioning.
Consider the following points:

« Although you can use up to four columns in the same table as partition columns, you should use as few as possible to produce the optimal number of partitions.
« Partitioning schemes are always bounded by two limits:

« The number of partitions per column (about 32,000)

o The product of all partitioned columns per table (about 250,000).

« The amount of data you expect to store in the table is directly related to the number of optimal partitions. For optimal performance, the table should be big enough and

the product of the number of partitions small enough that each sub-partition is either completely empty or contains at least 2-10GB of row data.

« Expected increases in the range of values in a column (future dates, for example), or the amount of data in a table may change your requirements over time. Partitioning
cannot be updated at runtime; therefore, you need to create sufficient partitions ahead of time for business needs for the next few years. For example, if you are

partitioning on a range of dates, the end of the range should extend well into the future.

Notes on bulk loads
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Where possible, try to bulk load data one partition at a time. This means that your source data needs to be prepared in files that contain one partition of data each. For

example, if the data is partitioned by range on dates with an interval of one day per partition, each data file should contain a day's worth of data.

If you cannot set up your loads in this way, query performance may be affected.

Some Example Calculations

The following examples demonstrate how to calculate an effective number of partitions on a single table:
Example 1

Say you intend to use three partition columns (c1, c2, c3) on a table (t1) that contains 1TB of data:

« If the three columns evaluate to 5, 5, and 4 partitions each, the product of this partitioning scheme is 100 sub-partitions (5*5*4).

« 1TB of data/100 sub-partitions = 10GB of data per partition, which is a good number. (It is fine if some of these partitions are empty.)
Example 2
Say you intend to use two partition columns (c1, c2) on a table (t2) that contains 10TB of data:

« If the two columns evaluate to 100 and 1000 partitions each, the product of this partitioning scheme is 100,000 sub-partitions (100*1000).
« 10TB of data/100000 sub-partitions = 100MB of data per partition, which is much too small.

« You would need to think about reducing the number of partitions by using only one column or a different range, for example.
Example 3
Say you intend to use four partition columns (c1, c2, c3, c4) on a table (t3) that contains 20TB of data:

« |If the four columns evaluate to 100, 5, 8, and 200 partitions each, the product of this partitioning scheme is 800000 sub-partitions (10*5*8*200).

« This number of partitions exceeds the system limit, and you will not be able to create the table at all. The CREATE TABLE statement will return an error.
« [f you partition on the first three columns only, the product will be 4000 (100*5*8).

« 20TB of data/4000 sub-partitions = 5GB of data per partition, which is a reasonable number but on the low side.

« It might be optimal to partition this table on only two columns. Pick the two that best fit the criteria described earlier in this section for selecting partition columns.
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System Columns in Tables

Yellowbrick Documentation > How-to Guides > Create Tables > System Columns in Tables

Platforms: All platforms
Parent topic: Create Tables
Every table in a Yellowbrick database contains four system columns that contain metadata:

e ROWTXID : the transaction ID that created a row (BIGINT)
+ ROWUPDATED : a Boolean value that indicates whether a row has been modified
« ROWUNIQUE :a monotonically increasing 64-bit number that uniquely identifies a row in a table (BIGINT)

e ROWID : numeric values that identify rows, but may not always be unique

The first three columns are used internally to support backup and restore operations and database replication. The values in the ROWUNIQUE column are immutable; this column is

a reliable means of determining unique rows in tables.

Important: ROWID values are notimmutable and may change over time. Therefore, they are useful only within the scope of a single SQL statement, and not within transaction
blocks. It is possible for a given row to have a different row ID in between different statements within the same transaction. Also, there is no direct correlation between row IDs and

the order in which rows were added to the table; recently inserted rows may have IDs that are lower than IDs for previously inserted rows.

Values in all four system columns cannot be modified; however, they can be selected (and inserted into other tables if needed).

Examples with ROWUNIQUE, ROWTXID, and ROWUPDATED

Select the unique value for each row in the awayteam table:

premdb=# rowunique, * awayteam

rowunique | atid |

Swindon Town
Tottenham Hotspur
watford

West Bromwich Albion
West Ham United
wigan Athletic
wimbledon
Wolverhampton Wanderers
[NULL]

[NULL]

[NULL]

Arsenal

Aston Villa

Barnsley

Run queries that select ROWUNIQUE , ROWTXID ,and ROWUPDATED fromthe newmatchstats table:

premdb=# rowunique, rowtxid, rowupdated newmatchstats

rowunique | rowtxid | rowupdated
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premdb=# count(*) newmatchstats rowupdated=

count

765934
(1 )

premdb=# count ( (rowtxid)) newmatchstats;
count

premdb=# newmatchstats_rowunique rowunique rownumber newmatchstats;
774540

Examples with ROWID Functions

Row IDs can be decomposed into information that is useful for monitoring database activity. For example, based on a row ID, you can find out which compute node processed a

particular row or where it is physically stored. Rows that have not yet been flushed to the column store also have valid row IDs, but they are displayed as negative values.
The following system functions provide ways to query and extract information from row IDs:

o sys.worker_id_from_rowid(rowid): Return the worker ID for a row.
o sys.filesys number_from_rowid(rowid): Return the file system number (SSD) for a row.
e sys.node_number_from_rowid(rowid): Return the inode number (shard) for a row.

e sys.row_number_from_row_id(rowid): Return the row number (unique per worker, SSD, and shard).

These functions accept either the string rowid as their input or a specific rowid value. In most cases you will use the string rowid to return the specific row ID for each row

in a set of rows. (If you specify an individual row ID as the input to the function, make sure it is valid; the system does not detect row IDs that are not valid or do not exist.)

For example, the following query returns specific row IDs and row numbers for a set of rows in the match table:

premdb=# sys.row_number_from_rowid(rowid), * seasonid=21 10;

rowid _number_from_rowid | seasonid | matchday | htid | atid | ftscore | htscore

52
63
67
68
73
74
75
7
78
82

1126011584388774
1126011584388775
1126011584388776
1126011584388777
1126011584388778
1126011584388779
1126011584388780
1126011584388781
1126011584388782
1126011584388783
(10 )

21 2013-02-23
21 2012-09-29
21 2013-04-16
21 2012-11-10
21 2013-01-30
21 2013-01-13
21 2013-04-28
21 2012-12-29
21 2013-04-13
21 2012-10-27

N NN NNNNNNN

The following example finds out where (on which compute node) the rows in the matchstats table are stored:

yellowbrick_test=# sys.worker_id_from_rowid(rowid), count(*)
matchstats sys.worker_id_from_rowid(rowid) ilp

worker_id_from_rowid | count

| 24437
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To return the UUID for each compute node instead of its logical ID, use the sys.worker_uuid function:

yellowbrick_test=# sys.worker_uuid(sys.worker_id_from_rowid(rowid)), count(*)
crdm_giftcard sys.worker_id_from_rowid(rowid) sys.worker_id_from_rowid(rowid);

worker_u | count

00000000-0000-0000-0000-38b8ebd00154 24437
00000000-0000-0000-0000-38b8ebdeBOdC 24244
00000000-0000-0000-0000-38b8ebd002c6 24761
00000000-0000-0000-0000-38b8ebd00O69 24361
00000000-0000-0000-0000-38b8ebd00041 24000
00000000-0000-0000-0000-38b8ebd0OO91 24348
00000000-0000-0000-0000-38b8ebdO0daa
00000000-0000-0000-0000-38b8ebd0O3c5
00000000-0000-0000-0000-38b8ebdd0O9b
00000000-0000-0000-0000-38b8ebd00997
00000000-0000-0000-0000-38b8ebde02bc
00000000-0000-0000-0000-38b8ebd003a2
00000000-0000-0000-0000-38b8ebd00028
00000000-0000-0000-0000-38b8ebd00212
00000000-0000-0000-0000-38b8ebd0025d

(15 )
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Loading Tables

Yellowbrick Documentation > How-to Guides > Load Tables

Platforms: All platforms
Parent topic: How-to Guides
In this section:
Bulk Loading Tables
Load Data with SQL
Loading Data from Object Storage
Loading Tables with Spark
Trickle Loading Data via JDBC

This section covers how to bulk load data into Yellowbrick tables by using the ybload client.

Alternatively, on cloud platforms see SOQL-Based Loads from External Storage and the LOAD TABLE command.
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Bulk Loading Tables

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables

Platforms: All platforms
Parent topic: Load Tables
In this section:
Bulk Load Examples
Running a Bulk Load

ybload Command
The Yellowbrick bulk loader ( ybload ) is a Java-based bulk data loader that you start from a client system. You can load very large data files from remote systems by running this
utility. Yellowbrick recommends using the bulk loader to load all of your database tables.

The loader distributes the data in parallel directly to compute nodes, based on the distribution key in the CREATE TABLE statement. The utility loads a single destination table that
you specify, by default appending the loaded rows to any existing rows in the table (including any duplicate rows). You can also use ybload to update, delete, or "upsert" rows. An

upsert updates existing rows or inserts new rows in a table as part of a single ybload operation. For updates and upserts, you can manage how duplicate rows are processed.

Yellowbrick recommends that you upgrade to the latest version of the ybtools clients when you upgrade the cluster so that your client and server versions correspond. The client

tools are backward-compatible but not always forward-compatible.
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Bulk Load Examples

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Bulk Load Examples

Platforms: All platforms
Parent topic: Bulk Loading Tables
In this section:
Bulk Load Insert Examples
Delete, Update, and Upsert Examples

Examples with Duplicate Rows

The examples in this section show how to use various ybload options in conjunction with different types of loads: inserts, deletes, updates, and upserts.

Note: The output includes a printout of the command-line options that you used; however, do not try to copy and reuse this command information as printed. Quotes may be

removed, variables substituted, wildcard characters expanded, and so on.

The first insert example shows the ABOUT CLIENT message block, which is always returned to the console unless the --quiet option and associated logging options are

used. Subsequent examples omit this output.

See also Parquet Load Examples, S3 Object Storage Examples, and Azure Blob Storage Examples.
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Bulk Load Insert Examples

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Bulk Load Examples > Bulk Load Insert Examples

Platforms: All platforms

Parent topic: Bulk Load Examples

The following examples show how to use various ybload options in the context of a default INSERT load. See also Parquet Load Examples and Deletes, Updates, and

Upserts.

Load the match table with the -d option from a single CSV file

$ ybload -d premdb
user bobr:
18:18:32.650 [ INFO] ABOUT CLIENT:
app.cli_args = -d premdb
app.name_and_version ybload 2.0.0-10711
java.home /usr/1ib/jvm/java-8-oracle/jre
java.version 1.8.0_101
jvm.memory 981.50 MB (max=14.22 GB)

jvm.name_and_version Java HotSpot(TM) 64- VM (build 25.101-b13, mode)

jvm.options -Xmx16g, -Xmslg, -ea, -Dapp.name=ybload, -Dapp.pid=19168, -Dapp.repo=/usr/lib/ybtools/1lib,

jvm.vendor Oracle Corporation
os.name_and_version Linux 4.4.0-31-generic (amdé4)

132.697 INFO] Gathering metadata input files
132,914 INFO] Assuming source matches

132.946 INFO] Starting 1 source PreReaders

132.967 INFO] -detected separator =

132.977 INFO] (record/field separation):

Internal scanner : RecordScannerQuote_1_1

:133.004 INFO] locale: C

LATINS

:133.84 INFO] Bad will be written /home/bobr/match.csv.20190129181833.

:133.854 INFO] Starting import of 1 files
INFO] Starting 4 segment readers
INFO] Opening #1...
INFO] Opened #1
INFO] Flushing of 8606

INFO] Committing 8606 #1..

#1

INFO] #1 a total of 292604 bytes 8606 good
INFO] :305.8KB(193.0KB/s). G/B: 8606/0( 5.30K/s). WRITE:285.7KB(180.3KB/s)

INFO] SUCCESSFUL BULK : Loaded 8606 good

Load the same table from a CSV file with a single header line

Yellowbrick Data Warehouse Version 7.3.0

E/R:
0:00:01 ( : 193.0KB/s WRITE: 180.3KB/s)

0:00:01/

-Dapp . home=/u|
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$ ybload -d premdb
user bobr:

INFO] Gathering metadata input files

INFO] Assuming source matches : LATIN9
INFO] Starting 1 source PreReaders

INFO] -detected separator =

INFO] (record/field separation):

Internal scanner : RecordScannerQuote_1_1

139:25.290 [ INFO] locale: C

139:26.047 [ INFO] Bad will be written /home/bobr/match_with_header.csv.20190129183926.bad

139:26.055 [ INFO] Starting import of 1 files

139:26.326 INFO] Starting 4 segment readers

139:26.327 INFO] Opening #1...

139:26.374 INFO] Opened #1

139:26.411 INFO] Flushing of 8606

139:26.414 INFO] Committing 8606 #1..

139:26.433 INFO] #1 a total of 292604 bytes 8606 good

:39:26.452 INFO] :305.8KB(194.7KB/S) . G/B: 8606/0( 5.35K/s). WRITE:285.7KB(181.9KB/s). E/R: 0:00:01/
:39:26.453 INFO] SUCCESSFUL BULK : Loaded 8606 good 0:00:01 ( 1 194.7KB/s WRITE: 181.9KB/s)

Load the same table from multiple CSV files

$ ybload -d premdb
user bobr:

18:50:39.278 [ INFO] -detected separator =
18:50:39.288 [ INFO] (record/field separation):

Internal scanner : RecordScannerQuote_1_1

150:39.320 INFO] locale: C

150:40.119 INFO] Bad will be written /home/bobr/ybload.20190129185040.bad

150:40.127 INFO] Starting import of 3 files

150:40.416 INFO] Starting 4 segment readers

150:40.417 INFO] Opening #1...

:50:40.461 INFO] Opened #1

:50:40.557 INFO] Flushing of 25818 #1

:50:40.561 INFO] Committing 25818 #1..

150:40.586 INFO] #1 a total of 877812 bytes 25818 good

:50:40.607 INFO] 1917.4KB(570.9KB/s) . G/B: 25818/0(15.69K/s). WRITE:857.2KB(533.5KB/s). E/R: 0:00:01/
:50:40.607 INFO] SUCCESSFUL BULK : Loaded 25818 good 0:00:01 ( : 570.9KB/s WRITE: 533.5KB/s)
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Load a table with console logging turned off

This example turns off console logging, sends the output to a file, and sets the log level for the output that goes to that file.

$ ybload -d premdb
user bobr:

$ more load_match_log

2019-01-30 16:00:21.830
app.cli_args
app.name_and_version

java.home

java.version

jvm.memory
jvm.name_and_version
jvm.options
jvm.vendor

0s.name_and_version

2019-01-30 16:00:21.831

2019-01-30 16:00:23.580

Stop and roll back a load if >3 bad rows are found and log the errors

$ ybload -d premdb
user bobr:

brumsby@brumsby:~$ more
2019-01-30 16:10:46.559
Bad =
2019-01-30 16:10:46.561
Bad =
2019-01-30 146.561
Bad =
2019-01-3 46.562
Bad =
2019-01-30 3 46.562
2019-01-30 46.620

INFO] <main>
-d premdb
ybload
/usr/1ib/jvm/java-8-oracle/jre
1.8.0_101

981.50 MB (max=14.22 GB)

Java HotSpot(TM) 64-

-Xmx16g,

Oracle Corporation

ABOUT CLIENT:

2.0.0-10711

-Xmslg, -ea,

Linux 4.4.0-31-generic (amd64)

INFO] <main> Logfile written

INFO] <main> SUCCESSFUL BULK

load_team_log

[ERROR] <main> Unable separate

[ERROR] <main> Unable separate

[ERROR] <main> Unable separate

[ERROR] <main> Unable separate

of bad
FAILED BULK

[FATAL] <main>

[FATAL] <main>

Load a table from a text file with a special escape character

$ ybload -d premdb
user bobr:

-Dapp.name=ybload,

VM (build 25.101-b13,
-Dapp.pid=12595,

load_match_log

Loaded 8606 good

exceeded maximum (3)
: Nothing

fields

fields

fields

fields

mode)

parsing:

parsing:

parsing:

parsing:

-Dapp.repo=/usr/1lib/ybtools/1lib,

0:00:01 (

fields

fields

fields

fields

-Dapp.home=/u

179.2KB/s WRITE: 167.5KB/S|

Load a table from a pipe-delimited file with literal "null” values

$ ybload -d premdb
user bobr:

Load a table from a CSV file that has an extra field
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This example loads a table from a source file that has an extra field at the end of each line, which is removed (not loaded). To achieve this result, the ybload command specifies

the --parse-header-line and --on-extra-field remove options.

The season table has four columns, but the source file in this example has five values per line (comma-separated):

$ more season_five_cols.csv

SEASONID, SEASON_NAME, NUMTEAMS, WINNERS
25,2016-2017,20,Chelsea, 380
26,2017-2018, 20, Manchester City, 380

27,2018-2019, 20, Manchester City, 380
28,2019-2020, 20, Liverpool, 380

29,2020-2021,20,Manchester City, 380
30,2021-2022,20,Manchester City, 380

The following load detects the mismatch in the number of columns compared to fields, but succeeds in loading the table by removing the last field for each row:

$ ybload -d premdb -t season -U yellowbrick -w

user yellowbrick:

(record/field separation):
format : CSV
delimiter H
linesep : \n

loteChar

trimwhite
trimTrailingWhite
skipBlankLines
onMissingField
onExtraField
onUnescapedEmbeddedQuote:

The resulting rows look like this:

premdb=# * season seasonid

seasonid | season_name | numteams | winners

2016-2017 Chelsea

2017-2018 Manchester
2018-2019 Manchester
2019-2020 Liverpool
2020-2021 Manchester
2021-2022 Manchester

Load a table from a CSV file with a missing field

This example loads a table from a source file that has a missing field at the end of each line, which is filled in with NULL values. The season table has four columns, but the

source file in this example has only three values (comma-separated). The winners column is defined in the header, but no winners values are present in each line:

$ more season_three_cols.csv
SEASONID, SEASON_NAME, NUMTEAMS, WINNERS
25,2016-2017, 20

26,2017-2018, 20
27,2018-2019, 20
28,2019-2020, 20
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29,2020-2021, 20
30,2021-2022, 20

To load data from this file, the ybload command specifies the --parse-header-line and --on-missing-field supplynull options. The table is loaded with NULL

values for the missing column.

$ ybload -d premdb -t season -U yellowbrick -w
user yellowbrick:

(record/field separation):
format : CSV
delimiter g
linesep : \n
quoteChar

trimwhite : false
trimTrailingWhite : false
skipBlankLines . true
onMissingField : SUPPLYNULL
onExtraField : ERROR
onUnescapedEmbeddedQuote: ERROR

The resulting rows look like this

premdb=# * season seasonid

seasonid | season_name | numteams | winners

2016-2017 [NULL]
2017-2018 [NULL]
2018-2019 [NULL]
2019-2020 [NULL]
2020-2021 [NULL]
2021-2022 [NULL]

Load a calendar table with a specific date format

The --date-style optionissetto MDY , which meansthat ybload can parse and load incoming date values such as 08-13-2018 .

$ ybload -d premdb

Load a table with a case-sensitive name

Note the -t syntax required to load a table that was created with a quoted identifier:

$ ybload -d premdb

19:02.492 [ INFO] Bulk Loading /home/premdata/awayteam.csv 5 2018-10-27T12:19:01.757-07:00[
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Delete, Update, and Upsert Examples

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Bulk Load Examples > Delete, Update, and Upsert Examples

Platforms: All platforms
Parent topic: Bulk Load Examples
This section contains examples of loads that use the --write-op delete , update ,and upsert modes.

UPDATE and UPSERT Example

For example, table five_seasons contains:

premdb=# * five_seasons;

seasonid | season_name | numteams | winners

1992-1993 Manchester United
1993-1994 Manchester United
1994-1995 Blackburn Rovers
1995-1996 Manchester United
1996-1997 Manchester United

Assume that the source file for the load contains ten rows in which the winners value always ends with FC :

1,1992-1993,22,Manchester United FC
2,1993-1994,22,Manchester United FC
3,1994-1995, 22, Blackburn Rovers FC
4,1995-1996, 20, Manchester United FC
5,1996-1997, 20, Manchester United FC
6,1997-1998, 20, Arsenal FC
7,1998-1999, 20, Manchester United FC
8,1999-2000, 20, Manchester United FC
9,2000-2001, 20, Manchester United FC
10,2001-2002, 20, Arsenal FC

If the seasonid column is the primary key of the table and is used to match rows in the table with rows in the source file,a --write-op update load would resultin the

modification of all five existing rows. Rows 6 through 10 would be read but not loaded.

Starting with the same five-row table and source file as the first UPDATE example,a --write-op upsert load would update five rows but also append the five new rows. The

result would be a ten-row table.

premdb=# * five_seasons 1;
seasonid | season_name | numteams | winners

1992-1993 Manchester United FC
1993-1994 Manchester United FC
1994-1995 Blackburn Rovers FC

1995-1996 Manchester United FC
1996-1997 Manchester United FC
1997-1998 Arsenal FC

1998-1999 Manchester United FC
1999-2000 Manchester United FC
2000-2001 Manchester United FC
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10 | 2001-2002 20 | Arsenal FC
(10 )

DELETE Example

For this example, assume that the five_seasons table has the following 12 rows in it:

premdb=# * five_seasons 1;
seasonid | season_name | numteams | winners

1991-1992 22 | [NULL]

1992-1993 22 | Manchester United
1993-1994 22 Manchester United
1994-1995 22 Blackburn Rovers
1995-1996 20 | Manchester United
1996-1997 20 Manchester United
1997-1998 20 Arsenal

1998-1999 20 | Manchester United
1999-2000 20 Manchester United
2000-2001 20 Manchester United
2001-2002 20 Arsenal

2020-2021 20 [NULL]

© ® N o 0 h W N R O

w
© o

Assume that the source file contains 7 records as follows:

0,,,

3,1994-1995, 22, Blackburn Rovers
6,1997-1998, 20, Arsenal
10,2001-2002,20,Arsenal

11, ,,

2, 5

30,2020-2021, 20,

Using the seasonid key field,a --write-op delete load would delete 5 of these records (those with seasonid 0, 3, 6, 10, and 30). The resulting table would have 7

rows:

premdb=# * five_seasons ilp

seasonid | season_name | numteams | winners

1992-1993 Manchester United
1993-1994 Manchester United
1995-1996 Manchester United
1996-1997 Manchester United
1998-1999 Manchester United
1999-2000 Manchester United
2000-2001 Manchester United

1
2
4
5
7
8
9
)

UPSERT Example with ybload Output and System View Queries

This example shows the ybload command and output for a very small upsert load. Then it shows how to query sys.log_load and sys.log_query togetmore

information about the load operation.

Atable called minimatch contains 15 rows:
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* minimatch

| htid

premdb=# seasonid, htid,atid;

seasonid | matchday | atid | ftscore
2014-03-29
2014-02-12
2014-04-28
2013-10-19
2013-11-23
2013-09-22
2014-02-22
2014-03-25
2013-09-01
2014-05-04
2020-10-24
2020-10-24
2020-10-24
2020-10-25
2020-10-25

74
75
77
78
86
87
88
89
91
93
75
76
87
89
91

N o o0 Bh W N NNNNNNNNDNN

The source file for an upsert load looks like this:

$ more minimatch_upsert.csv
22,2014-02-12 15:00:00,2,75,0-0,0-0
22,2013-10-19 15:00:00,2,78,4-1,1-0
22,2013-09-22 15:00:00,2,87,3-1,2-1
22,2014-03-25 15:00:00,2,89,2-2,0-1
22,2014-05-04 15:00:00,2,93,1-0,1-0
22,2014-03-29 15:00:00,2,74,1-1,0-1
22,2014-04-28 15:00:00,2,77,3-0,2-0
22,2013-11-23 15:00:00,2,86,2-0,1-0
22,2014-02-22 15:00:00,2,88,4-1,3-0
22,2013-09-01 15:00:00,2,91,1-0,1-0
25,2020-10-24 13:00:00,3,75,1-1,1-0
25,2020-10-24 12:30:00,4,76,6-2,2-2
25,2020-10-24 15:00:00,5,87,1-4,1-2
25,2020-10-25 :00:00,6,89,0-3,0-1
25,2020-10-25 13:00:00,7,91,3-0,1-0
30,2020-10-26

:00:00,8,88,4-2,2-2

The file contains
timestamp for the matchday column.

An upsert loadreadsthe 16 rows from the source file, using three key fields:

$ ybload -d premdb

20:34:57.

:576
20:34:57.
20:34:57.
20:34:57.

159 [ INFO] Flushing
.0 B(333.6 B/s).

16 (of 16 total)
G/B: 16/0( 9.27 /s). WRITE:544.
514 [ INFO] #1
531 [ INFO] 1576.0 B(278.5 B/s).
533 [ INFO] SUCCESSFUL BULK

G/B: 16/0(
16 good

To find out more about the results of this load, query sys.log_load :

premdb=# session_key, table_name, username, end_time,

sys.log_load username= table_name=
end_time

session_key

Yellowbrick Data Warehouse Version 7.3

a total of 544 bytes

| htscore

ows, including a new row with seasonid 30 . 10 rows in the file match the rows that are already in the table. 5 other rows match, except for a change in the

#1
© B(315.1 B/s).

minimatch
E/R: 0:00:01/
16 good minimatch
7.74 /s). WRITE:544.0 B(263.0 B/s).
(©) 0:00:02 (

E/R: 0:00:02/

the source 278.5 B/s WRITE: 263.0 B/

transaction_first, inserted_rows

error_string
| table_name |

username end_time
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BrJIx6HcnNQKNOGXxorNSPD76G-br5LQwqtgcM5HPDCc1Cej400LAagwzcd9wF1dnK | minimatch | bobr | 2020-10-29 20:34:57.552-07 |

Given the transaction ID for the load in question, you can query the sys.log_query view for more details and statistics. (Alternatively, do this in one step by joining the

sys.log_load viewtothe sys.log_query viewon transaction_first=transaction_id .)

premdb=# substr(query_text,1,25), rows_inserted
sys.log_query transaction_1id=92925 done_time
substr | rows_inserted

YBULKLOAD
premdb public
premdb pub |
ANALYZE HLL public.minima |
ID pg_temp_10. |
(5

Note that an upsert load is processed in five separate steps:

e YBULKLOAD into a temporary table.
e UPDATE the target table.

e INSERT INTO the target table.

e ANALYZE the target table.

e DROP the temporary table.

Based on the results of this query, you know that 16 rows were read from the source file, 15 rows were updated, and 1 completely new row was inserted.

Note that 15 rows are updated because 15 rows matched on the key fields: seasonid, htid,atid . Only 5 of these rows were actually modified (their matchday values were
changed), but all of them were written to the database. That is, 10 existing rows were written to the database with the exact same information that was stored before, and 5 existing

rows were written with a change to one column.

The updated table now contains the following 16 rows:

premdb=# * minimatch seasonid, htid, atid;

seasonid | matchday | htid | atid | ftscore | htscore

2014-03-29
2014-02-12
2014-04-28
2013-10-19
2013-11-23
2013-09-22
2014-02-22
2014-03-25
2013-09-01
2014-05-04
2020-10-24
2020-10-24
2020-10-24
2020-10-25
2020-10-25
2020-10-26

74 1-1

75 0-0
7 3-0
78 4-1
86 2-0
87 3-1
88 4-1

2-2

N B RN O O

N © B NN O O O KK O KK 0 o0 0 O K

W N O O A WNDNNNDNDNDDNDDNNN
N B @ B N R RER PR O ®
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Examples with Duplicate Rows

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Bulk Load Examples > Examples with Duplicate Rows

Platforms: All platforms

Parent topic: Bulk Load Examples

The following examples demonstrate the behavior of different types of ybload operations whenthe --duplicate-handler option is used.

UPSERT Example

For example, table five_seasons contains:

premdb=# * five_seasons;

seasonid | season_name | numteams | winners

1992-1993 Manchester United
1993-1994 Manchester United
1994-1995 Blackburn Rovers
1995-1996 Manchester United
1996-1997 Manchester United

Assume that a source file contains the following 15 records. Note that there are duplicate records for seasonid 3, 6 ,and 10 .The winners column values are differentin

these duplicate rows.

0,1991-1992, 22,
1,1992-1993,22,Manchester United
2,1993-1994,22,Manchester United
3,1994-1995, 22, Blackburn Rovers
3,1994-1995,22,Blackburn Rovers FC
4,1995-1996, 20, Manchester United
5,1996-1997, 20, Manchester United
6,1997-1998, 20, Arsenal
6,1997-1998, 20, Arsenal FC
7,1998-1999, 20, Manchester United
8,1999-2000,20,Manchester United
9,2000-2001,20,Manchester United
10,2001-2002, 20, Arsenal
10,2001-2002, 20, Arsenal FC
30,2020-2021, 20,

If it does not matter which of the duplicates is used for key matching, you can set --duplicate-handler to none or random . If you want a deterministic approach to

matching duplicates, use an ORDER BY clause inthe ybload command. For example:

For the 15 records shown here, order by winners asc will produce different results from order by winners desc .Ascending order means that Arsenal sorts above

Arsenal FC ,and Blackburn Rovers sorts above Blackburn Rovers FC .

If order by winners asc is used, the rows where winners values do notendin FC will be the chosen duplicate rows. The results of an UPSERT load will be:
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premdb=# * five_seasons 1

seasonid | season_name | numteams | winners

1991-1992 [NULL]

1992-1993 Manchester United
1993-1994 Manchester United
1994-1995 Blackburn Rovers
1995-1996 Manchester United
1996-1997 Manchester United
1997-1998 Arsenal

1998-1999 Manchester United
1999-2000 Manchester United
2000-2001 Manchester United
2001-2002 Arsenal

2020-2021 [NULL]

If order by winners desc is used instead for the same upsert load,the winners valuesthatendin FC will be chosen for seasonid 3, 6 ,and 10 .
Note that you cannot use a declared key column as an ORDER BY columninthe ybload command.

See also ybload Options.

INSERT Example

For example, consider the following source file, which contains 16 records, including three rows with a seasonid of 6 :

0,1991-1992, 22,
1,1992-1993, 22, Manchester United
2,1993-1994,22,Manchester United
3,1994-1995,22,Blackburn Rovers
3,1994-1995, 22, Blackburn Rovers FC
4,1995-1996, 20, Manchester United
5,1996-1997, 20, Manchester United
6,1997-1998, 20, Arsenal
6,1997-1998, 20, Arsenal FC
6,1997-1998,20,Arsenal FC
7,1998-1999, 20, Manchester United
8,1999-2000,20,Manchester United
9,2000-2001,20,Manchester United
10,2001-2002, 20, Arsenal

10, 2001-2002, 20, Arsenal FC
30,2020-2021, 20,

Before the insert load, table five_seasons contains:

premdb=# * five_seasons;

seasonid | season_name | numteams | winners

1992-1993 22 Manchester United
1993-1994 22 | Manchester United

1994-1995 22 Blackburn Rovers
1995-1996 20 Manchester United
1996-1997 20 | Manchester United

An insert load without duplicate handling results in 21 rows:
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premdb=# * five_seasons 1;

seasonid | season_name | numteams |

1991-1992
1992-1993
1992-1993
1993-1994
1993-1994
1994-1995
1994-1995
1994-1995

W W NN R RO

w

1995-1996
1995-1996
1996-1997
1996-1997
1997-1998
1997-1998
1997-1998
1998-1999
1999-2000

~ o o o 0 g b~ N

©

2000-2001
2001-2002
2001-2002

2020-2021

The same load with --duplicate-handler "order by winners asc"

22
22
22
22
22
22
22
22
20
20
20
20
20
20
20
20
20
20
20
20
20

[NULL]

Manchester
Manchester
Manchester
Manchester

winners

United
United
United
United

Blackburn Rovers

Blackburn Rovers

Blackburn Rovers FC

Manchester
Manchester
Manchester
Manchester
Arsenal
Arsenal FC
Arsenal FC
Manchester
Manchester
Manchester
Arsenal
Arsenal FC
[NULL]

premdb=# * five_seasons 1;

seasonid | season_name | numteams |

1991-1992
SLO02EE1903
1992-1993
1993-1994
1993-1994
1994-1995
1994-1995
1995-1996
1995-1996
1996-1997
1996-1997
1997-1998
1998-1999
1999-2000

N o o0 o b~ D W ®WNNRR

©

2000-2001
2001-2002
2020-2021

The only duplicates that are discarded are the rows with FC in the winners column. The duplicates for seasonid values 1 through 5 are loaded. They were already in the table

22
22
22
22
22
22
22
20
20
20
20
20
20
20
20
20
20

[NULL]

Manchester
Manchester
Manchester
Manchester

United
United
United
United

United
United
United

winners

United
United
United
United

Blackburn Rovers

Blackburn Rovers

Manchester
Manchester
Manchester

Manchester

Arsenal
Manchester
Manchester
Manchester
Arsenal
[NULL]

and are not affected by the duplicate handling of new source rows.
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United
United
United
United

United
United
United

results in 17 rows:
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Running a Bulk Load

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load

Platforms: All platforms

Parent topic: Bulk Loading Tables

In this section:
Loading Tables from Parquet Files
Analyzing Rejected Rows
Deletes, Updates, and Upserts
Handling Duplicate Rows
Loading Data Exported from SQL Server
Loading Generated Key Values
Monitoring Load Operations
Resuming a Partial Load
Saving Load Options to a File
Setting the Commit Interval
Specifying NULL Behavior for Different Columns

Using the Dry Run Option

This section summarizes the steps required to run a bulk load into a Yellowbrick table. For more details, see ybload Command and ybload Options.

To run a bulk load:
1. Make sure the target Yellowbrick database is up and running and the ybload clientis installed (as part of the ybtools package).
2. Create the table in the database before running the load operation. Use the CREATE TABLE statement (or CREATE TABLE AS or SELECT INTO).
3. Determine the exact location and format of the source file (or set of source files) for the load. The following source types are supported:

Files local to the client system where you are running ybload

stdin

.

+ Named pipes
+ Amazon Simple Storage Service (Amazon S3) files. See Loading from Amazon S3.

« Azure Blob object stores. See Loading from Azure Blob Storage. Note: Try to export the data from the source system in the character set that you used when you created the
Yellowbrick database. For example, load exported UTF8 data into a UTF8 database. Any required character set translation is likely to have an impact on import performance

during the load.

4. From a client system where the ybtools clients are installed, run the ybload command, as a user account that is not a superuser. Superuser accounts may not have

sufficient memory to run bulk load operations.

You must define a few essential pieces of information. On an as-needed basis, you can also specify a range of other processing, logging, and parsing options.

ybload [options] -t [SCHEMA.]TABLENAME SOURCE [SOURCE]...

« [options] : You will need to set some database connection values if they are not already set with environment variables. Other options depend on the nature of the data, the
type of load operation you want to run, and related formatting requirements. Consider using the --dryrun option for a new load operation; this will help you determine the set
of options you need in order to load the table successfully. If you want to delete, update, or upsert rows, specify the --write-op option. For more details, see ybload Options

or the online help text.

Important: Setting the --format option is strongly recommended for all load operations.
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« TABLENAME : the target table, including its schema name (optional but recommended). If you do not specify the schema name, the table is assumed to be in the public

schema. The schema of the target table is not based on the user's search_path , regardless of how it is set.
Important: The user who runs the load must have ~ BULK LOAD permissions on the database and INSERT permissions on the table (but not ownership of the table).

* SOURCEFILE :one or more source files and their path (locally or on a supported object storage site). Each source file should be a flat file with a consistent field delimiter
(comma-separated or tab-delimited, for example) or a parquet file. Use spaces to separate multiple file references. You can also use wildcard characters (suchas * ) to

refer to multiple files or a whole directory of files. Single quotes around source file names are optional.
For flat files, compressed gzip , bzip2 , xz , pack200 ,and 1z4 formats may be detected based on their file extensions:

e .9z = gzip
e .bzip2 or .bz2 = bzip
¢ .XZ = Xz
e .pack200 = pack200
e .1z4 = 1z4 ybload can also detect compression headers within regular compressed files, but the file extension mapping overrides this header detection. The - -
source-compression option, if specified, overrides both of these detection methods.
Note: 1z4 compression is not as compactas gzip but takes less time to both compress and decompress.

For parquet files, compression is detected automatically based on metadata in the files.

At a minimum, each source file should contain fields for every non-nullable column in the table. Files do not have to match the target table exactly, one to one, in terms of fields
mapping to columns and the order of the fields. Options are available to work around these mismatches. If the fields in your source file do not align with the columns in the target

table, use either --field-names or --parse-header-line to map fields to columns.
Note: To load columns with  DEFAULT values, use the --field-names option and omit those columns from the list. See ybload Options.
Empty source files do not prevent bulk loads from proceeding. If ybload encounters an empty source file, the load operation skips to the next file, if any.

e Toload from stdin (standard input, an unnamed pipe), enter the single-dash character (-) at the end of the ybload command. This must be the last character on the

command line, and it must be prefixed with -- to indicate that option parsing is complete. For example: ./ybload -d premdb --username bobr -t match™ "-- -

« If your workflow involves multiple processes communicating through named pipes, ybload can consume directly from your producer processes. Simply specify the named
pipes on the ybload command line in the same way that you would name regular files. Mixing pipe and non-pipe data sources for a load is not recommended; this could

cause a deadlock with the program that the pipes communicate with.
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Loading Tables from Parquet Files

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Loading Tables from Parquet Files

Platforms: All platforms
Parent topic: Running a Bulk Load
In this section:
Parquet Date and Time Conversion
Parquet Load Examples

Parquet Schema Mapping and Type Casting

This section explains how to load a table from Apache Parquet source files (a structured, columnar storage format). Certain load options and parameters that work for flat files are

not supported for parquet format loads, and a few options are specific to parquet loads.

Parquet Schema Support
Before attempting to load parquet data into a Yellowbrick table:

o Download parquet-tools (Apache Parquet command-line tools and utilities) so that you have a convenient way to inspect the schema of specific files, including data types,

input column names, and the structure of individual fields.
These tools are not provided by Yellowbrick; you can download them from various sites. For example, for macOS clients, go to: https:/formulae.brew.sh/formula/parquet-tools

« Make sure that the target column names in the table DDL match the names in the parquet schema. Source fields (input columns) and target table columns (DDL column
names) are matched by name.
» Check the data types used in the source files and the overall structure of the data. Native parquet data types are automatically mapped (and cast) to the standard set of

Yellowbrick data types; you do not need to specify any mapping. See Parquet Schema Mapping and Type Casting for details.

However, if your source files contain unsupported types or a schema that ybload does not recognize, by default ybload returns expected errors. Certain primitive types,

logical annotations, and nested structures are not supported:

o INTERVAL logical type

« Nested fields (nested data is not loaded by default, but can be serialized and loaded). For example:

{

optional group employee {

optional int64 age;

}

e Nested LIST and MAP logical types

« Fields with a repetition level of repeated that occurs outside the context of a LIST logical type. For example, the following schema is not supported:

{
repeated int64 int64_list;

However, the following schema is supported:
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{
optional group int64_list (LIST) {
repeated group list {

optional int64 item;

In addition, the Apache Parquet specification is constantly evolving, and various implementations exist in the field, some of which do not follow the specification strictly. In turn,

ybload may not support certain source files.

The --ignore-unsupported-schema optionis a means of bypassing errors for unsupported types and schemas. This option takes effect when the Parquet metadata is read,
and removes the unsupported fields from the source file schema before any mapping is done. You need to be aware of the implications of this behavior. For example, if a field is

ignored in the parquet file, but required (declared NOT NULL ) in the table, ybload returns an error.

Although nested data is not supported by default, the --serialize-nested-as-json option serializes nested parquet datain JSON format so that it can be loaded.

Serialized JSON strings can be loaded into  VARCHAR columns.

» Always specify the --format parquet optioninthe ybload command. No other special parquet format parameters are required.
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Parquet Date and Time Conversion

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Loading Tables from Parquet Files > Parquet Date and

Time Conversion

Platforms: All platforms

Parent topic: Loading Tables from Parquet Files

This section shows how date and time logical types are converted and formatted as VARCHAR columns when parquet source files are loaded into Yellowbrick tables. These

conversions conform to the ISO-8601 standard.

The TIME and TIMESTAMP conversions produce the shortest string that contains the full time value, with any omitted parts implied to be zero.

Parquet Type VARCHAR Column Format Examples

DATE

uuuu-MM-dd

TIME

HH:

HH:

HH:

HH:

HH:

mm

mm:

mm:

mm:

Ss

EiSSH

Ss

SSS

.SSSSSS

.SSSSSSSSS
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Parquet Type VARCHAR Column Format Examples

TIMESTAMP
uuuu-MM-dd ' T'HH : mmXXXXX 2022-03-10T17:52:26.219Z
uuuu-MM-dd' T'HH:mm: sSXXXXX 2022-02-17T23:29:57.713215Z

uuuu-MM-dd'T'HH:mm: ss . SSSXXXXX

uuuu-MM-dd'T'HH:mm:ss.SSSSSSXXXXX

uuuu-MM-dd'T'HH:mm:ss.SSSSSSSSSXXXXX

TIMESTAMP
uuuu-MM-dd'T'HH:mm 2022-03-10T17:52:26.260

uuuu-MM-dd'T'HH:mm:ss

uuuu-MM-dd'T'HH:mm:ss.SSS

uuuu-MM-dd'T'HH:mm:ss.SSSSSS

uuuu-MM-dd'T'HH:mm:ss.SSSSSSSSS
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Parquet Load Examples

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Loading Tables from Parquet Files > Parquet Load

Examples

Platforms: All platforms

Parent topic: Loading Tables from Parquet Files

This section shows a few examples of ybload commands that load from parquet source files.

Simple parquet load from the local file system

The following command loads the match table from a local file called match.snappy.parquet :

$ ybload -d premdb
user yellowbrick:

INFO] Logfile written /tmp/match.log

INFO] Gathering metadata input files
INFO] Bad will be written /tmp/match.snappy.parquet.20211215101540.bad

INFO] Flushing 8606 (of 8606 total) #1
INFO] Committing 8606 #1
INFO] #1 a total of 292604 bytes 8606 good

INFO] 141.07KB(17.49KB/s). G/B: 8606/0( 3.58K/s). WRITE:285.7KB(121.7KB/s).
INFO] SUCCESSFUL BULK : Loaded 8606 good 1 source(s) 0:00:02 (

Loading a table when source and target column names do not align

This example demonstrates a potential problem (and a solution) when the parquet schema and the DDL for the target table do not have identical column names. Here is the

schema of a table called newmatch :

premdb=# \d newmatch

Column | Modifiers
seasonid
ETEN [ EY
htid

atid
ftscore

|
[
|
|
[
htscore

(seasonid)
Here is the schema of the match.snappy.parquet file:

-tools match.snappy.
spark_schema {

optional int32 seasonid;
optional matchday (STRING);

17.49KB/s WRITE: 121.7KB/s)

optional int32 htid;
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optional int32 atid;
optional ftscore (STRING);
optional htscore (STRING);

Note that the second column newmatchday in the table is called matchday inthe parquet file. Consequently, when youload newmatch from this file, the load completes

but puts NULL values into the newmatchday column

premdb=# * newmatch seasonid=12
seasonid | newmatchday | htid | atid | ftscore | htscore

[NULL] 4 75
[NULL] ; 76
[NULL] 4 77
[NULL] 4 81
[NULL] ; 86

The solution in this case is to use the --field-defs option to override the default field names specified by the source file. You must specify all of the source fields, but you can

rename matchday as newmatchday so that the target table accepts it.

$ ybload -d premdb

/home/brumsby/premdb-snappy - /match.snappy.
user bobr:

Parquet load with nested data inserted as a JSON string

The following example loads a source file with the following schema to demonstrate how nested data structures in parquet data can be serialized into a single column in the

target table:

-tools person_data_1.parquet
{
optional (STRING);
optional int64 age;
optional group languages {
optional mother_language (STRING);
optional group other_languages (LIST) {
repeated group list {
optional item (STRING);

The target table for the load, person_lang_not_null_default , has the following DDL:

premdb=# \d person_lang_not_null_default;

Column Modifiers

languages
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Note that the third column, languages , is declared NOT NULL and has a default value. This column is intended to map to the nested languages structure inthe parquet

file, which consists of languages , mother_language ,and other_languages values.

The following ybload command usesthe --serialize-nested-as-json option to load the nested data as a JSON string into a single  VARCHAR column:

$ ./ybload -d premdb -t person_lang_not_null_default -W

user bobr:

15:46:02.550 [ INFO] #1 a total of 260 bytes 3 good person_lang_not_null_default
15:46:02.562 [ INFO] : 1.80KB( 1.63KB/s). G/B: 3/0( 2.73 /s). WRITE:260.0 B(236.2 B/s). E/R: 0:00:01/
15:46:02.562 [ INFO] SUCCESSFUL BULK : Loaded 3 good 1 source(s) 0:00:01 ( : 1.63KB/s WRITE: 236.2 B/s)

After the load, the table contains these three rows:

premdb=# person_lang_not_null_default;
| age languages

SHM| 8 :["English", "German", "French"]}
:["German", "French"]}

:["German", "French"]}

The same ybload command withoutthe --serialize-nested-as-json option would cause the load to fail:

$ ./ybload -d premdb -t person_lang_not_null default -W
user bobr:

15:54:54.851 [ INFO] Gathering metadata input files
15:54:55.235 [FATAL] Error: Nested structure
optional group languages {
optional mother_language (STRING);
optional group other_languages (LIST) {
repeated group list {
optional item (STRING);

See the following example for details about working around this issue by ignoring the unsupported nested schema.

Parquet load with nested data, ignoring unsupported data types
This example uses the same source file and target table as the previous example. In this case, the --ignore-unsupported-schema is used to ignore the nested data and

instead load the third column of the table with its declared DEFAULT value.

$ ./ybload -d premdb -t person_lang_not_null_default -W

user bobr:

16:32:19.326 [ INFO] SUCCESSFUL BULK : Loaded 3 good 1 source(s) 0:00:01 ( : 1.59KB/s WRITE: 40.65 B/s)

The following rows are loaded:
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premdb=# * person_lang_not_null_default;
| age languages

English

English
English

If the languages column does not have a DEFAULT value and cannot be NULL , the same load fails:

premdb=# \d person_lang_not_null
Column | Modifiers
\ (25) |

age | I
languages | (100) |

$ ./ybload -d premdb -t person_lang_not_null -W
user bobr:
16:43:27.146 [ INFO] Gathering metadata input files
16:43:27.539 [FATAL] source field found the destination columns:
languages

Source Fields:

age

Destination Columns:
age
languages

If the languages column is nullable, the same load succeeds, and NULL values are loaded into the languages column:

premdb=# \d person_lang
Column | Modifiers
\ (25) |

age \ |

languages | (100) |

$ ./ybload -d premdb -t person_lang -W

user bobr:

16:50:24.463 [ INFO] SUCCESSFUL BULK : Loaded 3 good 1 source(s) 0:00:01 ( : 1.64KB/s WRITE: 41.95 B/s)

premdb=# * person_lang;
| age | languages

| [NULL]
| [NULL]
| [NULL]
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Parquet Schema Mapping and Type Casting

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Loading Tables from Parquet Files > Parquet Schema

Mapping and Type Casting

Platforms: All platforms

Parent topic: Loading Tables from Parquet Files

This section lays out the mapping and casting support for parquet types to Yellowbrick data types (data types supported for storage in columns in Yellowbrick tables).

Mapping for Parquet Boolean Type

The parquet boolean type maps directly to the Yellowbrick boolean data type. No other mappings are supported.

Mappings for Parquet INT32 Types
The following table indicates which parquet INT32 data types map to Yellowbrick data types, either directly or with casting.

The first row in the table refers to the parquet primitive type, and the subsequent rows to annotated logical types.

CHAR, VARCHAR BOOLEAN SMALLINT INT BIGINT REAL DOUBLE DECIMAL DATE
INT32 Yes, with cast No Yes, with Yes Yes, with Yes, Yes, with Yes, with No
cast cast with cast cast
cast
INT/UINT Yes, with cast No Yes: Yes: Yes: Yes, Yes, with Yes, with No
(8/16/32, INT(8), UINT(16),INT(32) UINT(32) with cast cast
sign) UINT(8), cast
INT(16)
DECIMAL Yes, with cast No Yes, with Yes, with cast Yes, with Yes, Yes, with Yes No
(1-9) cast cast with cast
cast
DATE Yes, with cast No No No No No No No Yes
TIME Yes, with cast No No No No No No No No

(MILLIS)

Mappings for Parquet INT64 Types
The following table indicates which parquet INT64 data types map to Yellowbrick data types, either directly or with casting.

The first row in the table refers to the parquet primitive type, and the subsequent rows to annotated logical types.

CHAR, VARCHAR BOOLEAN SMALLINT INT BIGINT REAL DOUBLE DECIMAL DATE TIME
INT64 Yes, with cast No Yes, with Yes, Yes, Yes, Yes, with Yes, with No No
cast with with with cast cast
cast cast cast
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TIME
(MICROS,
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TIMESTAMP
(UTC, unit)

CHAR, VARCHAR

Yes, with cast

Yes, with cast

Yes, with cast

Yes, with cast
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BOOLEAN

No

No

No

No

SMALLINT

Yes, with

cast

Yes, with

cast

No

Mapping for Parquet FLOAT, DOUBLE, and INT96 Types

INT

Yes,
with

cast

Yes,
with

cast

No

No

BIGINT

Yes:

INT(64)

Yes,
with

cast

No

No

REAL

Yes,
with

cast

Yes,
with

cast

No

No

DOUBLE

Yes, with

cast

Yes, with

cast

No

No

DECIMAL

Yes:

UINT(64)

Yes

No

No

DATE

No

Yes,
with

cast

The following table indicates which parquet FLOAT , DOUBLE ,and INT96 data types map to Yellowbrick data types, either directly or with casting.

FLOAT

DOUBLE

INT96
(--int96-as-

timestamp)

INT96
(--no-int96-
as-

timestamp)

CHAR, VARCHAR

Yes, with cast

Yes, with cast

Yes, with cast

Yes, with cast

BOOLEAN

No

Mapping for Parquet Byte Array Types

SMALLINT

No

No

No

Yes, with

cast

INT

Yes,
with

cast

BIGINT

No

Yes,
with

cast

REAL

Yes

Yes,
with

cast

No

Yes,
with

cast

DOUBLE

Yes, with

cast

Yes

Yes, with

cast

The following table indicates which parquet byte array data types map to Yellowbrick data types, either directly or with casting.

The first row in the table refers to the parquet primitive type, and the subsequent rows to annotated logical types.

BYTE
ARRAY

STRING/UTF-
8

ENUM

CHAR, VARCHAR

Yes

Yes

Yes
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BOOLEAN

No

Yes, with

cast

No

SMALLINT

No

Yes, with

cast

No

INT

No

Yes,
with

cast

No

BIGINT

No

Yes,
with

cast

No

REAL

No

Yes,
with

cast

No

DOUBLE

No

Yes, with

cast

No

DECIMAL

No

No

No

Yes

DECIMAL

No

Yes, with

cast

No

DATE

No

Yes,
with

cast

No

DATE

No

Yes,
with

cast

No

TIME

Yes

Yes,
with

cast

TIME

No

Yes,
with

cast

No

TIME

No

Yes,
with

cast

No

TIMI

No

No

Yes

TIMES

No

No

Yes

No

TIV

No

Yes

No
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CHAR, VARCHAR

DECIMAL(N) Yes, with cast
JSON Yes
BSON Yes

Note: When loading data from parquet bytea array to a bytea column or varchar column, leading and trailing whitespaces are preserved.
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BOOLEAN

No

No

No

SMALLINT

Yes, with

cast

No

No

Mapping for Parquet Fixed-Length Byte-Array Types

INT

Yes,
with

cast

BIGINT

Yes,
with

cast

No

No

REAL

Yes,
with

cast

No

No

DOUBLE

Yes, with

cast

No

No

DECIMAL

Yes

No

No

The following table indicates which parquet fixed-length byte-array data types map to Yellowbrick data types, either directly or with casting.

The first row in the table refers to the parquet primitive type, and the subsequent rows to annotated logical types.

CHAR, VARCHAR

FIXED- Yes

LENGTH

BYTE-ARRAY

16/UUID Yes, with cast
N/DECIMAL(N) Yes, with cast
12/Interval No
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BOOLEAN

No

No

No

No

SMALLINT

No

No

Yes, with

cast

No

INT

No

No

Yes,
with

cast

No

BIGINT

No

REAL

Yes,
with

cast

DOUBLE

No

No

Yes, with

cast

No

DECIMAL

No

Yes

DATE

No

No

No

DATE

No

No

No

No

TIME

No

No

No

TIME

No

No

No

No

TIV

No

TI

Ni

N

N

Ni
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Analyzing Rejected Rows

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Analyzing Rejected Rows

Platforms: All platforms

Parent topic: Running a Bulk Load

This section describes some common cases in which rows are rejected and explains how to interpret and fix the errors. Common error conditions include:

o Incorrect field delimiter specified in the ybload command

« Incorrect line separator specified in the ybload command

« Mismatch between number of columns in table and number of fields in input data

« Mismatch between data types in table and values in input data fields
« Blank lines in source files (or unexpected header/footer information)
« Out-of-range values in source files (for numeric data)

» Incorrect format for dates and timestamps

o Incorrect format for NULL values

Incorrect Number of Fields

The following example is a simple case where the number of fields in the source file (6) is greater than the number of columns in the target table (5).

$ more match.csv.20160707112858.bad
# Bulk Loading /home/premdata/match.csv

#error: lineByteRange(0-35)
#reason: Too many fields (6 > 5)
1,1992-08-01 00:00:00,2,52,0-1, -

#error: lineByteRange(35-70)

#reason: Too many fields (6 > 5)
1,1992-08-01 00:00:00,2,55,0-1, -

#error: lineByteRange(70-105)
#reason: Too many fields (6 > 5)
1,1992-08-01 00:00:00,2,63,2-1, -

To fix this load, you can modify the target table, modify the source file, or use the

Incorrect Field Delimiter

Note the location in the row ( .. .<--- ) where the error is occurring. The arrow points to a sequence of dots ( ... ), which represent the extent of the field that generated the

error.

matchstats

2016-07-07T11:28:58.607-07:00[America/Los_Angeles]

--csv-allow-too-many-fields optioninthe ybload command.

In this case, the problem is the field delimiter for the rows, not the date format of the first column. The load was attempted with a default comma delimiter, but the source file uses a

pipe character as its delimiter. The bulk loader ignores the pipe characters, attempts to read all five columns as a single date column, and fails (predictably) on the date format.

The fieldinfo line in the output contains the following information:

Yellowbrick Data Warehouse Version 7.3.0
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» destName : the name of the destination table column that the field in the source file is being parsed into.

« destType :the data type of the destination table column.

#error: lineByteRange(810-890):fieldByteRange(1-75)
#reason: Doesn

1993-08-14 | Liverpool

#error: lineByteRange(890-970):fieldByteRange(1-75)
#reason: Doesn

1993-08-14 | Southampton | Everton

| Sheffield wednesday

any of the allowed

any of the allowed

To fix this load, add the delimiter option to the ybload command: --csv-delimiter '|'

Incorrect Date Format

In this example, the incoming dates do not match any of the default formats. See ybload Date Formats.

#error: lineByteRange(0-58):fieldByteRange(38-56)
#reason: Doesn

1]1|36861 (21191 787218754 |728|109.2|2/18/2008 02:36:48

#error: lineByteRange(571-628):fieldByteRange(38-55)
#reason: Doesn

111245635 |8435|4769|2042|2|130|19.5|8/4/2008 03:06:36

Incorrect Format for NULL Values

any of the allowed formats: YMD,DMONY, MONDY

any of the allowed formats: YMD, DMONY, MO

In this example, the parser does not recognize that the \N string is intended to be the null string. The parser expects an integer value for the column.

#error: lineByteRange(7035-7069):fieldByteRange(30-32)
#reason: Non-digit

#fieldinfo: srcIndex:5 destName:venueseats destType:

# 00

250 |Sahara Hotel|Las Vegas|NV|\N

#error: lineByteRange(7136-7170):fieldByteRange(30-32)
#reason: Non-digit

#fieldinfo: srcIndex:5 destName:venueseats destType:

# 00

253|Mirage Hotel|Las Vegas|NV|\N

This example can be fixed with the --nullmarker option:

$ ybload

options:{}

options:{}

Yellowbrick Data Warehouse Version 7.3.0

Page 124 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Fields Not Allowed To Be Null

In this example, the DDL for the table declared that some Boolean columns could not be null:

#error: lineByteRange(1324-1403):fieldByteRange(58-58)

#reason: Field allowed be

#fieldinfo: srcIndex:9 destName:likesports destType: options:{}
# <

12 | FVK28WAS |Bruce |Beck |Kona|OH|ac@velit.ca| (617) 527-9908]| | |FALSE| | |FALSE]| |||

#error: lineByteRange(135-267):fieldByteRange(100-100)

#reason: Field allowed be

#fieldinfo: srcIndex:9 destName:likesports destType: options:{}

# <

2|PGLO8LJII|V1adimir |Humphrey |Murfreesboro|SK|Suspendisse.tristique@nonnisiAenean.edu|(783) 492-1886]| || |TRUE|TRUE| | | TRUE | FALSE | TRUE]

#error: lineByteRange(1403-1532):fieldByteRange(102-102)
#reason: Field allowed be

#fieldinfo: srcIndex:9 destName:likesports destType: options:{}
# <
13|QTF33MCG |Henry|Cochran|Bossier City|QC|Aliquam.vulputate.ullamcorper@amalesuada.org|(783) 105-0989| |TRUE| || ||TRUE|TRUE|TRUE|
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Deletes, Updates, and Upserts

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Deletes, Updates, and Upserts

Platforms: All platforms

Parent topic: Running a Bulk Load

In addition to default append (or insert ) loads, you can use ybload to delete, update, or "upsert" the rows in a table. You can setthe --write-op option to one of the

following settings:

e insert : Default "append" behavior occurs.

o delete : Rows in the table that match rows in source files are deleted.

« update : Rows in the table that match rows in source files are updated (column values are modified as needed).

e upsert : Rows in the table that match rows in source files are updated, and rows in the source file that do not already exist in the table are inserted as new rows (appended).

This mode combines the ybload insert and update modes into one operation.

Note: When rows are updated, every qualifying row for the update is written to the database, whether the contents of the row changed or not. ybload does not distinguish
between matching rows that contain changed column values and matching rows that are exactly the same as existing rows. All updated rows are written to the database. Therefore,
itis important to use update and upsert loads only when you know the source data includes a significant number of updated rows (rows in which at least one column value

changes).

Deletes, updates, and upserts all depend on key fields for matching target table rows with source file rows, as explained in the following section.
Key Fields
The source files for a load are read in order to find rows that should be deleted, updated, or updated and inserted (upserted). One or more designated key fields are used to match

table rows to source file records. If the target table for a non-insert load does not have a primary key, the ybload operation must specify one or more key fields explicitly in the

command line, using either the --key-field-names optionorthe --field-defs option. For example:

See also Delete, Update, and Upsert Examples and Examples with Duplicate Rows.
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Handling Duplicate Rows

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Handling Duplicate Rows

Platforms: All platforms

Parent topic: Running a Bulk Load

Whenthe --write-op optionissetto insert , update ,or upsert ,adecision has to be made about matching rows when duplicates are found in the source files. If

duplicates exist, ybload matches on one of them in order to insert, update, or upsert the row in question.

Yellowbrick tables do not enforce primary key and uniqueness constraints; therefore, duplicate rows are generally allowed to be bulk-loaded or inserted. For all loads, duplicate
handling applies to new source rows; existing duplicate rows in the table are not affected. For update and upsert loads, rows in the source file may be deduplicated,

depending on the duplicate-handling method that you choose.
The --duplicate-handler option provides different ways to manage duplicates:

o order by (SQL clause): source rows are sorted, and the first matching row that is found is chosen to update each row in the target table.

e none :source rows are assumed to be unique; the ybload behavior is undefined if duplicate source rows exist. Sometimes the load will fail if duplicate rows are found in the
source file. This option is non-deterministic and not recommended if you know the source file has duplicates. If you know that the source file cannot have duplicates, none is

recommended because the load will run faster.

« random : non-deterministic; a random matching source row is used to update each row in the target table.

The following tables describe the behavior when different duplicate-handling methods are used for each type of load.

INSERT Loads
Number of matching rows in source file Behavior
0 No rows inserted.
1 Single row inserted.
>l and --duplicate-handler none Each matching source row is inserted.
>l and --duplicate-handler order by | Single row inserted (the source row to insert is selected based on the chosen --duplicate-handler
random option).
UPDATE Loads
Number of matching rows in source file Number of matching rows in target table Behavior
0 0,1,o0r>1 No updates.
1 0 No updates.
1 1 The target row is updated with column values from the source row.
1 >1 Each matching target row is updated with column values from the source
row.
>l and --duplicate-handler none 0 No updates.
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Number of matching rows in source file

>l and --duplicate-handler none

>l and --duplicate-handler

order by | random

>land --duplicate-handler

order by | random

>l and --duplicate-handler

order by | random

UPSERT Loads

Number of matching rows in source file

>l and --duplicate-handler none

>l and --duplicate-handler none

>land --duplicate-handler

order by | random

>land --duplicate-handler

order by | random

>land --duplicate-handler

order by | random

DELETE Loads

Yellowbrick Data Warehouse Version 7.3.0

Yellowbrick Data Warehouse | Yellowbrick Data

Number of matching rows in target table

lor>1

>1

Number of matching rows in target table

0,1,0r>1

>1

lor>1

>1

Behavior

Not recommended, non-deterministic. Possible outcomes:

- Matching target rows get updated with column values from one of the
source rows (but which source row is unknown).
- ybload operation fails with an error such as "attempted to update a row

multiple times."

No updates.

The target row is updated with column values from one source row (the
source row to update from is defined by the --duplicate-handler

option).

Each matching target row is updated with column values from one source
row (the source row to update from is defined by the --duplicate-

handler option).

Behavior

No updates or inserts.

1 target row inserted.

The target row is updated with column values from the source row.

Each matching target row is updated with column values from the source

row.

Multiple target rows are inserted (one for each matching source row).

Not recommended, non-deterministic. Possible outcomes:

- Matching target rows get updated with column values from one of the
source rows (but which source row is unknown).
- ybload operation fails with an error such as "attempted to update a row

multiple times."

A single target row is inserted (the source row to insert is defined by the -

-duplicate-handler option.

The target row is updated with column values from one source row (the
source row to update from is defined by the --duplicate-handler

option.

Each matching target row is updated with column values from one source
row (the source row to update from is defined by the --duplicate-

handler option.
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The --duplicate-handler optionisignored for delete loads.

Number of matching rows in source file Number of matching rows in target table Behavior

0 0,1,0r>1 No deletes.

1 0 No deletes.

lor>1 lor>1 All matching target rows are deleted.
>1 0 No deletes.

>1 lor>1 All matching target rows are deleted.
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Loading Data Exported from SQL Server

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Loading Data Exported from SQL Server

Platforms: All platforms

Parent topic: Running a Bulk Load

This section covers best practices for loading data into a Yellowbrick database when the source of the data is a table in a Microsoft SQL Server database. There are specific

recommendations for both exporting the data from SQL Server and loading the data with the ybload client.

Best Practices for Exporting Data from SQL Server
Yellowbrick strongly recommends that you prepare a clean csv file before trying to load it, especially if your character strings contain any of the following:

« The same character that is used as the field separator, such as commas or pipe symbols
« The same character that is used as the row separator, such as EOL markers

« Quotes

If you intend to use the SQL Server bcp utility to export data, use the "query" option to select the data out of the table and escape quotes and other characters that may cause
problems when you load. By default, the bcp utility does not escape quotes and separators that are found in character strings. If you use a simple "copy table to file" approach and
your data has the characteristics listed above, you will need to set some special options in the ybload command to parse the incoming data successfully. In general, it is more

efficient to clean up the data on its way out of the source table than to work around data problems when you set up and run the ybload operation.

For example, you can use @ bcp command that looks something like this:

queryout <

where -t, exports a comma-delimited file and "query" is a SELECT statement. If column2 in tablel has character strings that contain quotes, your query should look

like this:

columni, + REPLACE(column2, column2

The purpose of the REPLACE function is to replace double quotes within strings with escaped double quotes ( '\""' ). The entire character string will also be enclosed by double

quotes.

Note: If you have a pre-2016 version of SQL Server, which does not export data in the UTF-8 encoding, use the -w optioninthe bcp command (instead of the -c option).

The -w option runs the export using Unicode characters.

By using the -w optioninthe bcp command and the --encoding utf16 optioninthe ybload command, you will be able to export and load your data. Also make sure

that your Yellowbrick database uses the utf8 encoding, not the default latin9 encoding.

For details about bcp syntax and options, see the Microsoft SQL Server documentation.

bcp Example on Windows

The following example works on Windows platforms:
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bcp DW.dbo.DimDate dw.dbo_DimDate.csv -S ABCDE\PROD -T -c -t Ox1F -r OXOA -a 32768

The following ybload command will work with this bcp command:

ybload -d dw -t dbo.dimdate

bcp Example on Linux

A bcp for Linux utility is available for extracting data from SQL Server. Here is an example bcp Linux command:

queryout -S dw.abcd.com -c -t -a 32768

The same ybload command thatis shown in the Windows example will work in this case.

Workarounds for Loading Exported Data

If you are unable to produce clean exported source files for bulk loading purposes, the ybload program provides some options that can parse the data and work around

problems:

Null Bytes
Null-byte strings ( exee ) may be exported in your data, either representing complete empty fields or empty strings within fields.
You can use the --emptymarker \@ option to replace exee with empty strings, and the --ignorenullbytes option to ignore oxee
within strings.

Hexadecimal Values
Timestamps may be exported as 64-bit hexadecimal values. The ybload program can parse and load these values if you use the
inhex option for the appropriate fields.

For details about bulk load syntax and options, see ybload Options.
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Loading Generated Key Values

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Loading Generated Key Values

Platforms: All platforms

Parent topic: Running a Bulk Load

This section explains how to use a sequence as a generated key when bulk loading a table with the ybload command. Follow these steps:

1. Create a sequence. For example:

premdb=# matchid;

2. Create a table with a BIGINT column that hasa DEFAULT column constraint. Define the default value as the result of the NEXTVAL function.

For example:

premdb=# matchstats(matchkey nextval(

seasonid , matchday , htid , moment
premdb=# \d matchstats

Column | Modifiers

matchkey nextval( 1 iregclass)
seasonid
matchday
htid
atid
moment

(matchkey)

3. Make sure the user who will run the load has INSERT privilege on the table and UPDATE privilege (or ALL privileges) on the sequence.

4. Bulk load the table with the --field-defs option, listing all columns except the first column in the table, which will be generated from the sequence. Make sure the source

file contains data for the columns that you list. For example:

$ ybload -d premdb

5. Check the results of the load. For example:

premdb=# * matchstats ’ Bp
matchkey | seasonid | matchday | htid moment

789709825 1995-02-22
789708801 1995-01-02

789707777 1994-09-10

789706753 1994-12-10

789705729 1994-08-27
(5 rous)
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6. Verify that the generated matchkey values are unique. For example:

premdb=# count( matchkey), count(*) matchstats;

count | count

1049932 | 1049932
(1 )
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Monitoring Load Operations

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Monitoring Load Operations

Platforms: All platforms

Parent topic: Running a Bulk Load

You can monitor active bulk load operations in Yellowbrick Manager. The Load Assistant reports progress periodically, with a brief summary when the load is complete. See Loading

a Table via the Load Assistant.

Regardless of the method you choose for loading tables, you can filter the rows under Query Activity and switch between Active and Historical views. Filter on ybulkload to

see information about bulk load operations. Note that, by default, rejected rows do not stop a load from running to completion. They are logged to a file (and its location is reported).
You can also run queries against the following system views:

e sys.load
e sys.log_load
e sys.query

e sys.log_query

For example, assume that user bobr runs the following load of 25 million rows into the newmatchstats table:

$ ybload -d premdb
user bobr:

.841 [ INFO] Flushing 6818022 (of 24785280 total) newmatchstats

.1MB(94.58MB/s) . G/B: 24785280/0( 3.73M/s). WRITE:661.8MB(104.3MB/s). E/R: 0:00:06/ 0:00:0013:30:45.153 [ IN
.535 [ INFO] #1 a total of 693987840 bytes 24785280 good newmatchstats

.560 [ INFO] 1600.1MB(77.65MB/s) . G/B: 24785280/0( 3.06M/s). WRITE:661.8MB(85.64MB/s). E/R: 0:00:07/ 0:0
.561 [ INFO] SUCCESSFUL BULK : Loaded 24785280 good 0:00:07 ( : 77.65MB/s WRITE: 85.64MB/s)

Using the transaction ID ( transaction_first=slq.transaction_id ), the following join of sys.log_load and sys.log_query returns detailed information about that

load:

premdb=# sll.table_name, sll.username, sll.end_time, sll.transaction_first, sll.inserted_rows, substr(slg.query_text,1,50)
sys.log_load sll sys.log_query slq sll.transaction_first=slq.transaction_id
sll.username= sll.table_name=
4 ’
table_name | username | end_time | transaction_first | inserted_rows command

newmatchstats | bobr | 2020-10-30 13:30:46.579-07 | 96045 | 24785280 | YBULKLOAD
(1 )

See also Delete, Update, and Upsert Examples.

Note that the application_name fora ybload operation, available inthe sys.query and sys.log_query views,is ybload <version> . For example:

ybload 6.0.0-a8363f32.1792
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Resuming a Partial Load

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Resuming a Partial Load

Platforms: All platforms

Parent topic: Running a Bulk Load

If a bulk load consists of multiple transactions and fails after some transactions have been committed, you can resume the load. Use the --resume-partial-load-from-

offset option to resume at a specific byte offset, as reported by the load messages. For example:

2018-01-17 17:02:59.989 [FATAL] <main> FAILED BULK 3 occurred 300 good
2018-01-17 17:02:59.989 [ WARN] <main> the of the

300 good (s) had been

3 bad (s) had been skipped
1 source(s) had been partially loaded

2018-01-17 17:02:59.989 [ WARN] <main>
loading the position, invoke ybload follows:

1) ybload <original options>

2018-01-17 17:02:59.989 [ WARN] <main> BEWARE: Additional bad were written the bad
2018-01-17 17:02:59.989 [ WARN] <main> fixing the bad o any bad
2018-01-17 17:02:59.990 [ WARN] <main> suc 1 commit after 3 bad ro

the
that follow this

In the following example, the load can restart from the beginning of the fourth file. Therefore the --resume-partial-load-from-offset option is not necessary:

2018-01-17 17:03:06.949 [FATAL] <main> FAILED BULK 3 occurred 300 good
2018-01-17 17:03:06.949 [ WARN] <main> the of the

300 good (s) had been

3 bad (s) had been skipped

3 source(s) had been completely loaded

6 source(s) had

2018-01-17 17:03:06.950 [ WARN] <main>
loading the position, invoke ybload follows:
1) ybload <original options> \
/tests/tmp4. \
/tests/tmp5.
/tests/tmp6.
/tests/tmp7.
/tests/tmp8.
/tests/tmp9.

2018-01-17 17:03:06.950 [ WARN] <main> BEWARE: Additional bad were written the bad
2018-01-17 17:03:06.950 [ WARN] <main> fixing the bad o
2018-01-17 17:03:06.950 [ WARN] <main> s ful commit af < d

In the third example, two separate ybload operations need to be run to complete the load:

2018-01-17 17:03:12.118 [FATAL] <main> FAILED BULK 3 occurred 800 good

2018-01-17 17:03:12.118 [ WARN] <main> the of the
800 good (s) had been
8 bad (s) had been skipped

the
that follow this
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1 source(s) had been completely loaded
1 source(s) had been partially loaded

1 source(s) had

2018-01-17 17:03:12.119 [ WARN] <main>
loading the invoke ybload follows:
1) ybload <original options>
2) ybload <original options>
J /tests/big3.csv

2018-01-17 17:03:12.119 [ WARN] <main> BEWARE: Additional bad were written the bad the
2018-01-17 17:03:12.119 [ WARN] <main> fixing the bad . any bad that follow this
2018-01-17 17:03:12.119 [ WARN] <main>
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Saving Load Options to a File

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Saving Load Options to a File

Platforms: All platforms

Parent topic: Running a Bulk Load
You can use the @file option to save a set of reusable format settings fora ybload operation. This feature facilitates reuse of options for parsing and processing source files.
You cannot use @file to save and re-run an entire ybload specification.
To save and use an options file:
1. Determine the set of formatting options that works to load a particular table.
2. Check that these options are appropriate by loading the table once or by using the --dryrun option.

3. Save the options to a text file in the same location as your source file (or a similar accessible location). For example:

$ more ybload_options_file

MDY

SUPPLYNULL

Note: The name of an option and its value must be on separate lines in the file. You can also include database connection options in the file.

4. Runthe ybload command withthe @file option. For example:

$ ybload -d premdb @/home/yb100/premdata/season_load_options.txt
-t season_date /home/yb100/premdata/season_dates.txt

You can set up different files to satisfy the requirements of different ybload operations for all of your tables. If needed, you can use more than one file in the same load operation:

ybload @filel @file2
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Setting the Commit Interval

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Setting the Commit Interval

Platforms: All platforms

Parent topic: Running a Bulk Load

Bulk load operations commit rows to the database based on settings for the following two options. You can override these thresholds in the ybload command:

e --rows-per-transaction defaultsto 263 — 1 rows (9223372036854775807), which is effectively unlimited.

e --bytes-per-transaction defaultsto 1TB (1099511627776 bytes).

The threshold that is met first is applied. Given these defaults, a 1TB source file would be committed all at once at the end of a load. However, these settings are guidelines for
ybload , not hard rules. When ybload detects that one of the thresholds has been reached, the load will commit soon after that. Do not expect individual commits

(transactions) to process exactly the number of rows or bytes that the settings specify.

Although other databases may perform faster with a smaller commit interval and a larger number of commits, ybload performs best with a larger interval and a smaller number of
commits. The only real purpose for setting a smaller commit interval is to improve "data visibility," not performance. For example, if you want incoming queries to see the latest data

as it commits, and you are not concerned if the load has not completed when those queries are run, you could use a much smaller commit interval, such as 10GB or 100GB.
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Specifying NULL Behavior for Different Columns

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Specifying NULL Behavior for Different Columns

Platforms: All platforms

Parent topic: Running a Bulk Load
This section explains how you can use the --nullmarker option in different ways in the same bulk load. You may run into a situation where different columns in the same table
must be loaded with NULL values, but the source file for the load defines NULL in different ways.

By default, ybload treats adjacent delimiters without text between them as NULL values and adjacent quotes within delimiters as empty strings. For example, assume that a

line in a comma-delimited source file looks like this:

123,,456,"",789

This line represents 5 fields or columns:

e Column1:123

e Column2: NULL (If this column is not nullable, ybload returns an error.)

o Column 3: 456

o Column 4: empty string (If this column cannot contain an empty string, ybload returns an error; only CHAR and VARCHAR columns can contain empty strings.)

e Column 5: 789

If the fields in your source files and their corresponding table columns conform with this pattern with respectto NULL values and empty strings, ybload will load the data
correctly by default. However, if your data contains special values that are intended to represent NULL , read the rest of this section to understand how to load those values

correctly (or discard them as appropriate). See also the description of the --emptymarker option under ybload Options.

Consider the DDL for the following table:

team_with_nulls(
teamid 0
htid
atid
(30),
nickname (20),
city (20),
stadium (50),
debut )
distribute replicate;

Note that the four VARCHAR columns are nullable, and the final DATE column is also nullable. Now consider the following 5 lines in the source file:

46,47,96,Wimbledon, Dons, London, Selhurst Park,1991/08/01
47,48,97,Wolverhampton Wanderers,Wolves,Wolverhampton,Molineux Stadium,2003/08/01
48,49,98,, i

49,50,99,, i
50, 51,100, , P

» Columns 4, 6, and 7 have consecutive delimiters, implying NULL values.

e Column 5 contains an explicit null character string, but this string must be stored as NULL .
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e Column8has ----/--/-- insome rows. This value also needs to be loaded as NULL .

Fortunately, ybload has options that work for all fields in the source file, for all fields with a given data type, or for specific named fields. For example, within the same ybload
command, you could set the --nullmarker option globally, for all VARCHAR fields, and for one or more specific fields. The per-type and per-field options, if present, override

the global settings.

In this case, the per-type option will not solve the issue with the VARCHAR columns because one of them has a different marker for NULL . However, the global default - -
nullmarker option takes care of the columns where adjacent delimiters indicate NULL , and you can specify a different NULL value for column 5. For column 8, the only

DATE column in the table, you can use either a per-field option or a per-type option:

e Column5:load null as NULL , using:

e Column8:load ----/--/-- as NULL ,using:

The complete ybload command looks like this:

$ ybload -d premdb -t team_with_nulls

The global --nullmarker '' option is not required because consecutive delimiters represent the default null marker.

The resulting rows in the table look like this:

$ ybsql premdb
display

premdb=# * team_with_nulls;
teamid | htid | atid | | nickname | city stadium debut
Wimbledon Dons London Selhurst Park 1991-08-01
2003-08-01

| |

Wolverhampton Wanderers | |
[NULL] | [NULL] [NULL] [NULL] | [NULL]

| |

\ |

Wolves Wolverhampton Molineux Stadium

[NULL] [NULL] [NULL] [NULL] [NULL]
[NULL] [NULL]

[NULL] [NULL] [NULL]

Note that in this ybsql session NULL values are intentionally displayed as [NULL] for readability. (See ybsql Display Properties for information about the \pset

command.)
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Using the Dry Run Option

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > Running a Bulk Load > Using the Dry Run Option

Platforms: All platforms

Parent topic: Running a Bulk Load

Use the --dryrun optiontotestthe ybload options you are setting before doing the actual load. For example:

$ ybload
user bobr:
17:03:07.065 [ INFO] ABOUT CLIENT:
app.cli_args
app.name_and_version ybload 2.0.0-10711
java.home /usr/1ib/jvm/java-8-oracle/jre
java.version 1.8.0_101
jvm.memory 981.50 MB (max=14.22 GB)

jvm.name_and_version Java HotSpot(TM) 64- VM (build 25.101-b13,
-Dapp.pid=2823,

jvm.options -Xmx16g, -Xmslg, -ea, -Dapp.name=ybload,
jvm.vendor Oracle Corporation

os.name_and_version Linux 4.4.0-31-generic (amd64)

103:07.144 INFO] Gathering metadata input files

103:07.487 INFO] Assuming source matches
107.759 INFO] Starting 1 source PreReaders
3:07.777 INFO] -detected separator = '\n
107.784 INFO] (record/field separation):

Internal scanner 1 RecordScannerQuote_1_1
103:07. INFO] locale: C

mode)

LATINO

103:07. INFO] Bad will be written /home/bobr/match.csv.20190204170307 .bad

:03:07.93 WARN] Running
103:07. INFO] Starting import of 1 files
INFO] Starting 4 segment readers
INFO] Opening #1...
INFO] Opened #1
INFO] Flushing of 8606
INFO] Committing © #1...

INFO] #1 a total of 292604 bytes
INFO] :1305.8KB(224.0KB/S) . G/B: 8606/0( 6.16K/s). WRITE:285.7KB(209.3KB/s). E/R:

INFO] SUCCESSFUL BULK (

8606 good

Based on this information, you know that you are ready to run the load without the --dryrun option and actually commit rows to the match table:

$ $ ybload -d premdb -t

user bobr:

-Dapp.repo=/usr/1lib/ybtools/1lib,

0:00:01/

-Dapp.home=/us|
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If you use the --dryrun option and your load is not set up correctly, you will see messages that help you identify the problem. For example, in this case, the wrong table name

( newmatchstats ) is specified, and none of the rows from the source file ( match.csv ) can be loaded:

$ ybload

user bobr:

17:35:19.139 [ERROR] Unable separate fields parsing: Too many fields (6 > 5)
Bad = «1,1992-08-01 00:00:00,2,52,0-1,- »

If necessary, you can go to the specified bad rows file to understand why these rows do not qualify for loading into this table. In this example, the source file contains one more

column than the specified table:

$ more match.csv.20180521173518.bad

#error: lineByteRange(0-35)
#reason: Too many fields (6 > 5)
1,1992-08-01 00:00:00,2,52,0-1, -

#error: lineByteRange(35-70)

#reason: Too many fields (6 > 5)
1,1992-08-01 00:00:00,2,55,0-1, -
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ybload Command

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command

Platforms: All platforms

Parent topic: Bulk Loading Tables

In this section:
Character Escape Sequences
Escaping Quotes in Windows Clients
NULL and Empty Markers
Setting --format for Flat Files
ybload Advanced Processing Options
ybload Date Formats
ybload Field Options
ybload Options
ybload Time Formats

ybload Timestamp Formats

Each ybload command defines:

» The target table, which must exist in the database
« An absolute or relative path to an input file or multiple input files (local or S3)
« Database connection options

» Options for processing the load, returning output, and parsing the input data

Note: The ybload user musthave INSERT privileges on the target table but does not have to own the table.

Basic Syntax

ybload [options] -t [SCHEMA.]TABLENAME SOURCE [SOURCE]...

The -t option supports either TABLENAME or SCHEMA.TABLENAME . If you do not specify the schema name, the table is assumed to be in the public schema. The

schema of the target table is not based on the user's search_path , regardless of how it is set.
DATABASE . SCHEMA . TABLENAME is not supported. If you want to specify the database name for a table, use the -d option.

Note: If you used a quoted case-sensitive identifier to create the target table, you must quote the table name and escape the quotes in the ybload command line. For example, if

your table is named PremLeagueStats :

The ybload client tool assumes that the character encoding of the source file (LATIN9 or UTF-8, for example) matches the encoding of the target database. If this not the case,

see the --encoding option.

Calling the ybload Utility

The ybload command connects to the database via JDBC as a Java client application. After you have downloaded and installed the bulk loader client (as part of the ybtools

package), you can run the Linux and Windows executable programs:
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e ybload on Linux

¢ ybload.exe on Windows

Getting Online Help
Use the following ybload options to return online help text:

e -? or --help forausage summary and coverage of the basic options.

o --help-advanced forausage summary and a list of advanced options only; to see all options, specify both --help and --help-advanced :

$ ./ybload

The following command runs the bulk loader and returns basic help text for load options.

$ ./ybload
ybload 5.4.0-20220314113018

ybload loads files an existing a Yellowbrick

All files must have the same field layout.

Bulk Load Manager and Data Transfer Ports
In addition to the YBPORT setting for the database connection, the bulk loader uses the following default ports:

o Bulk Load Manager port: 11111 for managing load transactions and progress.

« Data transfer ports: 31000-41000 . On a cluster with 15 active compute nodes, 30 ports in this range are used to load the data across the cluster (2 per active node).

Setting Other Options

The bulk loader includes a large number of options that define ways to process the load, log results, and parse incoming data correctly. See ybload Options and Common Options in
ybtools for details. Frequently used settings include null markers and expected formats for dates and times. You can define some of the more advanced parsing options for specific

data types and fields very flexibly by using JSON objects.

Note: By default, ybload appends rows to tables (also referred to as inserting rows). However, you can use the --write-op option to set up a load that deletes, updates, or

"upserts" rows.
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Character Escape Sequences

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > Character Escape Sequences

Platforms: All platforms

Parent topic: ybload Command

Several ybload and ybunload options support the following escape sequences as option values:

o \t
« \b
e \n
o \r
o \f
o \!'
o \"
o \\
« \0

: tab

: backspace

: newline

: carriage return

: formfeed

: single quotation mark
: double quotation mark
: backslash

: null byte

e \us :ASCIl unit separator

e \rs :ASCIl record separator

You can specify these escape sequences as shown in this list, or you can use the equivalent hexadecimal or Unicode escape sequences.

Hexadecimal escape sequences must start with Ox (lowercase X ). Any number of hex digits may follow. Unicode escape sequences start with u+ or U+ . The capitalization

and number of hex digits are both flexible: u+1f , U+01F , and u+001F are all equivalent.

The following table shows two examples. The three escape sequence columns show how you would specify the valuesina ybload or ybunload command. The ASCII

decimal values are shown for reference; you cannot specify these values in the command.

ASCII Decimal Value

31

Escape Sequence

\us

\t

Hexadecimal Escape Sequence

Ox1F

0x09

See also Escape Sequences for Non-Printable Characters.
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U+001F

U+0009

Page 145 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Escaping Quotes in Windows Clients

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > Escaping Quotes in Windows Clients

Platforms: All platforms

Parent topic: ybload Command

This section explains how to escape quotes when you are running ybload and ybunload tools onthe Windows command line ( cmd.exe ) or in Windows PowerShell.

For example, consider the following option setting:

To specify this kind of setting in UNIX and Linux shells, such as sh and bash , you can use standard JSON wrapped in a pair of single quotes. For example, to specify the

nullmarker setting for all date fields:

However, Windows platforms do not support single quotes on the command line, so the option must be wrapped in double quotes. Also, because the syntax already contains some
double quotes, they must be escaped. Note that the rules for escaping double quotes are different for cmd.exe / .BAT files and Windows PowerShell. See the following

examples.

If you are running interactively via cmd.exe or froma .sat file:

--date-field-options "{"nullmarker":"00/00/0000"}"

The this example has a backslash front of all the double quote characters, the whole string wrapped

you are running interactively via PowerShell:

\" NI

For PowerShell, you have to place a backslash and a double quotation mark in front of all the double quotation mark characters.
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NULL and Empty Markers

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > NULL and Empty Markers

Platforms: All platforms

Parent topic: ybload Command
Any column that is declared nullable ina CREATE TABLE statement can store a NULL value. A null marker is a character string that defines the presence ofa NULL value.
Typical null markers are the 4-character string NULL and the 2-character string \N .

Only CHAR and VARCHAR columns can store an empty value (a zero-length string). An empty marker is a string that defines the presence of an empty string between adjacent

fields.

Depending on the format of the exported source data that you are going to load, you may have to use ybload options that define how NULL values or empty strings are
marked. These options are called --nullmarker and --emptymarker .Insome cases, you may need to specify one of these options so that ybload can distinguish
intended NULL values from intended empty strings. In practice, you should not have to specify both of these options in any ybload command; most exported data is formatted

such that either one type of marker is needed or no markers are needed.

The need for these options depends in part on the --format setting you use:

e CSV :standard CSV files do not need markers to be identified, but custom CSV files may require them. A standard CSV file identifies:

« Empty strings by placing two quotes inside two field delimiters: <delimiter>''<delimiter> . For example, if the field delimiter is a comma: ,"",

e NULL values by placing field delimiters immediately next to each other: <delimiter><delimiter> . For example, if the field delimiter is a comma: ,, Asample CSV

data row with five fields might look like this:

In this example, the second field contains an empty string, and the fourth field contains a NULL value. If your source files look like this, you do not need to specify - -

nullmarker or --emptymarker .

e TEXT :you may need to specify a null marker or an empty marker. The exported data may specify empty strings with adjacent delimiters and NULL values with either \N or

the string NULL (for example). The ybload null marker defaultis \N .

Check the format of the exported TEXT data and make sure you know how each marker is represented. Some flat file formats do not natively distinguish between NULL s and

empty strings; therefore, you need to discover the format of the exported data and specify the appropriate ybload options.

e BCP :Ifyouareusing --format BCP , you should not specify a null marker or an empty marker in the ybload command. The default empty markeris \0 , which

matches the BCP exported data. Adjacent delimiters define NULL s in BCP format.

ybload Behavior If Both Markers Are Specified

The following tables demonstrate the ybload processing rules that apply if you specify both a null marker and an empty marker ina ybload command. In general, specifying

both markers is not necessary, and the command output will contain a warning message to that effect.

Note: The examples in the first table apply to the CSV format only.

Source Data for Three Adjacent Fields Data Type of Second Field ybload Marker Settings Second Field Parsed As? Notes
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abc,"", def

abc,"", def

abc, "FOO", def
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Data Type of Second Field

CHAR/VARCHAR

Non-string

CHAR/VARCHAR

Note: The examples in the second table apply to all three formats.

Source Data for Three Adjacent Fields

abc, , def

abc, , def

abc, , def

abc, , def

abc, , def

abc, FOO, def

abc, FOO, def

abc, foo, def

abc, foo, def

abc, foo, def

abc, foo, def

Yellowbrick Data Warehouse Version 7.3.0

Data Type of Second Field

Non-string

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

CHAR/VARCHAR

ybload Marker Settings

N/A

N/A

--nullmarker 'FOO'
and --emptymarker

'FOO"'

ybload Marker Settings

N/A

Not defined

--nullmarker is set

--emptymarker is set

--nullmarker and --

emptymarker both set

--nullmarker 'FOO'

--emptymarker 'FOO'

--nullmarker 'FOO' and --
ignore-nullmarker-case is

set

--nullmarker 'FOO' and --
ignore-nullmarker-case is

not set

--emptymarker 'FOO' and -
ignore-emptymarker-case is

set

--emptymarker 'FOO' and -
ignore-emptymarker-case is

not set

Second Field Parsed As? Notes

Empty string --nullmarker
and --
emptymarker
settings are ignored.

NULL --nullmarker
and --
emptymarker

settings are ignored.

The string FOO The quotes "protect”
the string FOO from
being interpreted as a

marker.

Second Field Parsed As? Notes
NULL --
nullmarker
and --
emptymarker
settings are
ignored.
NULL
Empty string
NULL
NULL
NULL
Empty string
NULL

The string foo

Empty string

The string foo
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Setting --format for Flat Files

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > Setting --format for Flat Files

Platforms: All platforms

Parent topic: ybload Command

The --format optionis a mechanism for specifying the expected format of ybload source files, given some assumptions about the standard behavior of the export program
that produced those files. Specifying the --format option is always recommended for flat files, but the setting you choose must be based on knowledge of the data and the

export program that produced the data.

Note: This section does not apply to structured Parquet files; to load these files, always specify --format parquet inthe ybload command. Auto-detection of Parquet files is

not supported.

In general, ybload tries to import raw data intelligently, given some assumptions about which characters need to be read in exactly as they are and which characters need to be
interpreted as having a special function. These special characters often have to be removed from the source rather than loaded, in a sense undoing what the exporter had done to

prepare the data.

In particular, the --format option defines the expected layout of flat files with respect to line separators and field delimiters. Line separators mark the ends of rows, and field
delimiters mark the separators between columns. If ybload does not handle these separators and delimiters correctly, the load may fail or reject rows. One of the main problems
that choosing the correct format can solve is the handling of embedded delimiter characters, where the delimiter character appears inside actual data values and must be loaded, not

removed. A typical example is a comma that appears, on purpose, within character strings in a CSV file.
The --format option has three flat-file settings:

e CSV : comma-separated values file. This format assumes that embedded delimiters are protected by the use of quotes to wrap entire fields. Whena CSV file is loaded,

quotes that surround field values will be removed, not loaded.

For example, the string "Citizens, or Blues" canbeloadedas Citizens, or Blues intothe nickname column ofthe team table, despite the fact that the field

delimiter is a comma.

e TEXT : flat text file. This format assumes that delimiters in field values were protected by being preceded with a backslash ( \ ). Whena TEXT file is loaded, backslash

characters that precede delimiter characters will be removed, not loaded.
For example, if the field delimiter is a comma, the string Citizens\, or Blues can be loaded into the nickname columnofthe team tableas Citizens, or Blues .

e BCP : as exported from the Microsoft SQL Server bcp utility. This format assumes that delimiters in fields were not protected; therefore, the incoming data must not have

embedded delimiters. The incoming data is read exactly as it is.

Defaults for Other Options When --format Is Set

When the --format optionis set, other ybload options have specific default values, as shown in the following table. Regardless of the --format setting, and evenif --
format is not specified at all, ybload tries to automatically detect the --delimiter and --linesep characters. If the attempt at auto-detection fails, the load continues

but uses fallback characters, which may or may not suit the incoming data.

Option csv TEXT BCP
--delimiter , \t ’
--linesep LF LF CRLF
--quote-char " N/A N/A
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Option Csv

--escape-char "

--nullmarker empty/none
--emptymarker empty/none
--convert-c-escape false

See also ybhload Options.
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TEXT

\N (two characters)

empty/none

true

Notes on --format TEXT Escape Sequences

BCP

N/A

empty/none

\0@ (1 character)

false

When you use the TEXT option, ybload does not recognize all escape sequences. For example, the string abc\wdef is loaded literally as abc\wdef , not respecting \w

as an escape sequence. (Note that the equivalent ybsql \copy from command withthe format text option does recognize this escape sequence, and others like it.)

The --format TEXT option recognizes only the following escape sequences:

e escape_char escape_char = escape_char

For example: \\

o escape_char delimiter = delimiter

For example: \|

e escape_char linesep = linesep

For example: \\n

The ybload escape character defaults to the backslash character ( \ ), but you can change it by setting the --escape-char option.

When you use the TEXT option, ybload defaultsto usingthe --convert-c-escape option. However, this option recognizes and converts only the following escape

sequences:
e \\ : backslash

e \b : backspace

o \f :formfeed

e \n :newline

e \r :carriage return
o \t :tab

e \v :vertical tab

All other escape sequences are not converted.

Note: If you change the escape character ( --escape-char )anduse --format TEXT ,the --convert-c-escape option still only looks for backslash \ sequences.
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ybload Advanced Processing Options

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > ybload Advanced Processing Options

Platforms: All platforms

Parent topic: ybload Command

The options described in this section are advanced data processing options that you can use to optimize bulk load performance. You can run a specific load operation with default
settings and capture statistics for comparison. You may need to try several different configurations before finding the optimal combination of option settings. Before using these

options, you need a basic understanding of the phases of a bulk load operation.

Phases of a Bulk Load Operation
A ybload operation consists of five main data-processing phases that all occur on the client machine:

1. Read (or "slurp"): read raw bytes, separate into rows and fields

2. Parse: interpret field strings and convert them into a machine-readable binary representation. The parse phase is more resource-intensive than the read phase and takes longer

to do; it is beneficial to add parallelism at this stage.
3. Encode: combine multiple parsed rows into a binary packet that can be sent to the database
4. Compress (optional): compress binary packets before sending

5. Send: send packets over the network
The main performance goal is to maximize the write rate in the final send stage (as reported at the end of every successful ybload operation).
Factors that can limit the write rate include:

« Speed of network card or other network hardware:

« A 1GB network card will never be able to write more than ~120MB/sec

.

Sharing the network with other network-intensive tasks reduces the ybload capacity

Complexity of data types in source files: for example, a file with many TIMESTAMP fields will parse slower than a file with many integers.

Complexity of CSV options required to properly load the source file: for example, --allowcontrolascii requires extra processing.

« Speed of disk where the source files are stored: network disk (such as NFS) is slower than HDD, and HDD is slower than SSD.

To compensate for these factors, ybload operations can be tuned to exercise more cores during the read and parse phases. All of the available cores should be used to their

saturation point. The following section explains how to set some options for parallel reading and parsing.

Parallel Reading of Source Files
Reading files in parallel maximizes throughput during a load. A ybload operation can assign parallel reader processes to a set of source files in two different ways:

« Readers can be spread within source files. This method is known as "striding." Multiple readers start reading the same file from different points in the file, then “leap-frog" each
other through the file until the whole file is read. Source files are processed sequentially.
« Readers can be spread across files, such that multiple readers read individual files separately, from beginning to end (without striding). In this case, the source files are read

concurrently, with different readers starting work on different files at the same time.

In some cases, especially when running on very large computers, ybload will use both of these methods to obtain even faster load speeds. The --read-sources-

concurrently option can be used to achieve this behavior.
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The --read-sources-concurrently option defines a policy for parallel reading of source files, which is a way to control the amount of load concurrency (resulting in

potentially faster load speed). However, faster loads may have to be balanced against the need to preserve data locality (resulting in potentially faster query speed).

For example, to maximize query performance very large tables often require tuning (in the form of effective distribution and/or partitioning choices). You might partition a table by
event_date so that queries that filter on that column run faster. If you are doing this kind of tuning, you would also want to load data in sorted order (for example, one file per day

with records inside each file sorted by time). If ybload can preserve the sorted order of the data while bulk-inserting rows, the data will cluster well in the new shards on the

storage system, in turn preserving fast query performance. However, if ybload were to insert a handful of rows from one date, followed by rows from a different date, and then go

back to the first date, the data in the new shards would be mixed and query performance would suffer.

Default ALLOW Setting

When you setthe --read-sources-concurrently option, you need to consider whether data locality is an issue; it may be relevant to some workloads or some tables, but
not all. Given that ybload cannot know whether data locality or load speed is more important for a given table, the default setting ( ALLOW ) supports a hybrid approach to

concurrency that is based on the following assumptions:

Separate files contain data from separate periods; therefore, loading them one at a time will best preserve data locality.

)

Preserving data locality (by reading one source file at a time) is more important provided that load performance does not suffer too much. How much performance will suffer is a

function of the ratio of “slow” files to “fast” files. If more than 50% of the sources are “slow”, they will be read concurrently. In this context, "slow" files are:
« Compressed files: slower to read than uncompressed files because of the CPU cost of decompression

« Remote files loaded via NFS or from object storage ( nfs:// , s3:// , azure:// ): often slower to read than local files because of file server load and network overhead.

Streamed files ( STDIN or named pipes): often slower to read because the data is being generated dynamically by another program.

ALLOW is a good choice when you are not sure about the data you are loading and you want ybload to make a decision for you. The ybload operation will attempt to keep
the client system busy by using a combination of concurrent reading across files and parallel reading within files. It will favor sequential file reading in order to preserve data locality,

but will allow concurrent file reading in order to keep the client system busy.

Note that the size and number of source files are not factors that you should consider when choosing between concurrent and sequential reading.

Alternative Settings for --read-sources-concurrently
The default ALLOW setting is appropriate for most bulk loads, but the following choices are also available:

e ALWAYS : always read a set of files concurrently, without striding within files. This is required when ybload is reading from multiple named pipes. In rare cases it can also be
used to increase ybload throughput when ALLOW is not aggressive enough in the decisions it makes. This option maximizes load speed (at the cost of data locality and
future query speed). ybload will automatically choose the actual number of sources to read concurrently (in an attempt to maximize load speed). For example, even if you

have 1,000 source files, ybload may choose to concurrently read from only 3 of them at a time.

e <NUMBER> : similar behavior to ALWAYS , but the user specifies how many of the source files to read concurrently.

Note: This option is an advanced feature that should only be used to fine-tune load speed. The proper number to specify should be determined from test runs with different numbers.

More is not always better, even when the goal is to maximize load speed.

If ybload is sharing a computer with other CPU-intensive or disk-intensive programs, you might even use this mechanism to reduce the read concurrency used by ybload and

leave some disk/CPU resources for other programs to consume.

« NEVER : never read a set of files concurrently; use striding to finish reading each file in sequence. This option is a good choice when temporal locality of the data is important. If
you have source files that are pre-sorted by a time-based column and the table you are loading has a SORT constraint defined on that column, reading files sequentially one at
a time (while allocating parallel readers to work within each file) will maintain the order of the data and provide better load performance. Data locality and future read speed are

maximized at the cost of load speed.

Number of Readers and Parsers per Reader
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In the context of a ybload operation, the number of readers ( --num-readers ) defines the degree of parallel reading on the client system. In the multi-striding case, this

means the number of parallel readers per file; in the non-striding case, it means the number of readers available to process a set of files concurrently.

You can increase parallelism during the parse phase by setting the number of parsers per reader ( --num-parsers-per-reader ). The number of readers and number of

parsers per reader both affect the shape of the pipeline: how the data is consumed from the source and processed before being sent over the network:

« If both options are set to 1 (--num-readers 1 --num-parsers-per-reader 1), the shape looks like this:

-> PARSE -> ENCODE -> COMPRESS ->

Parallel reading is disabled in this case.

« If you increase the number of parsers (--num-readers 1 --num-parsers-per-reader 2), the shape changes as follows:

/-> PARSE -> ENCODE -> COMPRESS -\
- ->

\-> PARSE -> ENCODE -> COMPRESS -/

The parse phase runs in parallel.

« If you also increase the number of readers (--num-readers 2 --num-parsers-per-reader 2), the shape changes as follows:

ENCODE -> COMPRESS

ENCODE -> COMPRESS

ENCODE -> COMPRESS

ENCODE -> COMPRESS

The read and parsing phases both run in parallel.

Best Practices for Optimizing Parallel Reading

By default, --num-readers is setto the number of cores divided by 2. For example, on a client system with 8 cores, the default number of readers is 4, and on a system with 16

cores, the default is 8. (To disable parallel reading, set --num-readers to 1.) By default, --num-parsers-per-reader issetto2.

You need to determine the best settings for these options per table that you load, given the variation in size (of the table and its source files) and the data types of the columns. If
multiple clients are being used, you also need to consider any variations in the client systems themselves. Additionally, you need to revisit the load configuration whenever a client

system changes: for example, after upgrading a client machine from 8 cores with a 1Gb network card to 18 cores with a 10Gb network.
Follow these steps to find the optimal strategy for setting the parallel reading options:

1. Run a load of a moderately sized file with the following options:

Run the load through to completion for a minimum of 3 to 5 minutes to make sure you capture reasonably accurate timings. Watch (and record) the write rate as reported by

ybload .

2. Re-run the same load with the same file, incrementing --num-parsers-per-reader . Check the write rate again.

3. Repeat the same load with larger (or smaller) --num-parsers-per-reader settings until you identify the value that returns the highest write rate.
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4. Repeat the same load with an incremented value for --num-readers . Calculate this incremented value as follows:

of cores / chosen of parsers per reader

Round down the result. For example:

16 cores / 4 parsers per reader

18 cores / 5 parsers per reader

Record the write rate.

5. If you are already at maximum network capacity, reduce the number of readers to its lowest number while maintaining that maximum speed. If you have not reached maximum
network capacity, increase the number of readers until you reach the maximum or do not see any improvement. Choose the largest --num-readers value that showed

improvement over the next smaller one.

6. Optionally, run the load two more times, using:

« Number of readers from the previous step and parsers per reader +1

« Number of readers from the previous step and parsers per reader -1 Pick the combination that returns the best write rate. Sometimes the best parsers per reader number will

be slightly different when readers=1 compared to when readers=the value chosen in this procedure.

Setting a Compression Policy

The --compression-policy option defines how the data buffers are formatted on the client before being sent over the network to the compute nodes. This option has three

settings:

e AUTO : the default; if sockets are busy on the target system, compress the data. This is the optimal setting for most bulk loads.

e ALWAYS : always compress the data before sending it. This setting is sometimes a good choice when other applications require network capacity (as well as ybload ), and

potentially slowing down bulk loads is not an issue.

Note: Do not use the ALWAYS setting for data protection. Some packets may still be sent without compression (for example, in the rare case that the compressed packet is larger

than the uncompressed packet). Also, LZ4 encryption, which is used for compression, is very easy to reverse and cannot be used to protect the data. To protect the data, run

ybload withthe --secured option.
e NEVER : never compress the data before sending. This option is rarely used but may be applicable if compression does not reduce network bandwidth when loading a particular
table.
Reset commit timeout for bulk loading

The --reset-commit-timeout-on-update-status option allows the commit/ rollback timeout to be reset after each updateStatus RPC. The timeout is 60 seconds

and ensures that the server waits for a commit message to arrive from the bulk client before rolling back a transaction.

In some scenarios, bulk loading may complete successfully, but the commit message is delayed. To handle such situations and reduce the likelihood of a premature rollback, you

can use this option to extend the commit / rollback timeout.
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ybload Date Formats

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > ybload Date Formats

Platforms: All platforms

Parent topic: ybload Command

This section describes the date formats supported by ybload operations. A ybload date format consists of two parts:

« Adate style, which describes how a date value is expressed. For example, YMD style means that a date value is expected to have year, month, and day pieces, in that order.

« Adate delimiter, which is the character that separates the date parts, such as a hyphen ( - ) or a backslash ( / ).

You can define acceptable date formats within --date-field-options , using the following syntax. In this example, MONDY2 is the date style and - is the delimiter:

([{"style":"MDY", "delim":"-"}]

You can also define date formats within --per-field-options , when the field in question is being loaded into a DATE column.

As a shortcut, you can define date styles with the --date-style option, but you cannot set the delimiter with that option.

Supported Date Styles

The following table lists the legal date styles that you can use within --date-field-options , --per-field-options ,and --date-style .
Date Mask Examples
YMD 2016-08-13
DMY 13-08-2016
MDY 08/13/2016
MONDY Aug 13 2016
DMONY 13 Aug 2016
Y2MD 16-08-13
DMY2 13-08-16
MDY2 08/13/16
MONDY2 Aug 13 16
DMONY2 13 Aug 16

Note: If you do not specify date styles explicitly, the default styles that are accepted are YMD , DMONY , and MONDY .

Note the following requirements for defining date styles:

« If you are using a date style with a two-digit year ( Y2 ), you need to set the --y2base option.
o The bulk load parser recognizes YMD , DMONY ,and MONDY automatically, but the other styles need to be set explicitly.

e The DMY and MDY date styles are ambiguous and cannot be specified together in one ybload command.
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Supported Date Delimiters

The delim setting defines the delimiter between the day, month, and year parts of a date. You can use default supported delimiters within the date string or set a different

delimiter.

The following delimiters are supported:

e« auto (the default), which means any one of the following: "

e Empty string ( "" ). Note that auto also allows the empty string ( "" ) when style issetto YMD .

« Any other explicitly specified character sequence. You may have fields to load that have special delimiter strings.

Examples

The following --date-field-options setting allows dates with two different date styles to be loaded from the same file:

In this case, dates such as 2016-10-05 and 10-05-2016 can be loaded.

The following example extends the first by specifying that the delimiter for both date styles must be a tab character ( \t ):

In this case, dates suchas 2016 10 05 and 10 05 2016 , where the white space represents a tab, can be loaded.

The following example sets the y2base year to 1968 and the date style to MDY2 :

In this case, dates suchas 10-11-10 are understood to refer to the year 2010.
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ybload Field Options

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > ybload Field Options

Platforms: All platforms

Parent topic: ybload Command

The ybload command supports advanced options for parsing fields with different data types. This section covers these options, which you specify in JSON format.

There are three ways to specify field options:

« On a per-field basis, naming specific fields either by ordinal position in the file or by destination column name in the table.
« On a per-type basis, defining behavior for all of the fields that have a given data type.

« Using default settings, when no per-field or per-type settings are defined.

Per-field options, if set, override per-type options. Per-field and per-type options, if set, override default field options.

Default Field Options (--default-field-options)
Use --default-field-options '{"nullmarker": STRING}' to specify field options for fields that do not have their own per-field options or per-type options.

Default: '{}'

Field Options per Data Type
For every data type that Yellowbrick supports, you can define parsing behavior for all fields of that type. These options are used in the absence of option settings for specific fields.

The integer types ( SMALLINT , INTEGER , BIGINT ) all supportan inhex option. When you use this option for one or more fields, ybload parses the incoming data in

those fields as hexadecimal numbers (instead of decimal values).
e BIGINT : --bigint-field-options '{"nullmarker": STRING, "inhex": "TRUE" | "FALSE"}'

Default: '{"inhex":false}"'

o BOOLEAN : --boolean-field-options '{"nullmarker": STRING}'
Default: '{}"'
e BYTEA : --bytea-field-options '{'"convertCEscape": TRUE | FALSE}'

Default: '{"convertCEscape":true}"'

e CHAR and VARCHAR : --char-field-options '{"nullmarker": STRING, "emptymarker": STRING, "onZeroChar": REMOVE | ERROR,

"convertAsciiControl": BOOLEAN, "convertCEscape": BOOLEAN, '"castToVarchar": HEX | ESCAPE, "bytea_output": HEX | ESCAPE"}'

Default: '{}"'

e JSON : --json-field-options '{"validateJson": "TRUE" | "FALSE"}'
Default: '{}"'

e JSONB : --jsonb-field-options '{"validateJson": "TRUE" | "FALSE"}'
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Default: '{"validateJson": true}'
e DATE : --date-field-options '{"nullmarker": STRING, "y2base": NUMBER, "formats": [<DateFormat>...]}'
Default: '{"formats":[{"style":"YMD", "delim":"auto"}, {"style":"DMONY", "delim":"auto"}, {"style":"MONDY", "delim":"auto"}]}"'

See ybload Date Formats.

e DECIMAL : --decimal-field-options '{"nullmarker": STRING}'

Default: '{}"'

e DOUBLE : --double-field-options '{"nullmarker": STRING}'

Default: '{}"'

e GEOGRAPHY : --geography-field-options '{"nullmarker": STRING}'

Default: ' {}'

e INTEGER : --integer-field-options '{"nullmarker": STRING, "inhex": "TRUE" | "FALSE"}'

Default: '{"inhex":false}'

e IPV4 : --ipv4-field-options '{"nullmarker": STRING}'

Default: '{}"'

e IPV6 : --ipv6-field-options '{"nullmarker": STRING}'

Default: '{}'

e MACADDR : --macaddr-field-options '{"nullmarker": STRING}'
Default: '{}"'

e MACADDRS8 : --macaddr8-field-options '{"nullmarker": STRING}'
Default: '{}"'

e REAL : --real-field-options '{"nullmarker": STRING}'

Default: ' {}'

e SMALLINT : --smallint-field-options '{"nullmarker": STRING, "inhex": "TRUE" | "FALSE"}'

Default: '{"inhex":false}"'

e TIME : --time-field-options '{"nullmarker": STRING, "timeformats": [<TimeFormat>...]}'

Default: '{"timeformats":[{"style":"HMSs", "delim":"auto"}, {"style":"HMS",6 "delim":"auto"}, {"style":"HM", "delim": "auto"}]}"'
See ybload Time Formats.

e TIMESTAMP WITHOUT TIME ZONE : '{"nullmarker": STRING, "y2base": NUMBER, "dateformats": [<DateFormat>...], "timeformats":

[<TimeFormat>...]}'
Unspecified <TimestampFieldOptions> fields are populated from the matching fieldsin --date-field-options .

Default: '{"timeformats":[{"style":"HMSs", "delim":"auto"}, {"style":"HMS", "delim":"auto"}, {"style":"HM",6 "delim":"auto"},

{"style":"None", "delim":"auto"}]}"'
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See ybload Timestamp Formats and ybload Time Formats.

e TIMESTAMPTZ : '{"nullmarker": STRING, "y2base": NUMBER, "dateformats": [<DateFormat>...], "timeformats": [<TimeFormat>...],

"timezone": STRING}'

Unspecified <TimestampTzFieldOptions> fields are populated from the matching fields in --timestamp-field-options .
Default: '{}'

See ybload Timestamp Formats and ybload Time Formats.
e UUID : --uuid-field-options '{"nullmarker": STRING}'

Default: '{}'

Options per Field (--per-field-options)

You can specify --per-field-options multiple timesin asingle ybload command. The JSON object keys are either source field numbers (1-based) or destination column

names. The value for each key mustbe a <...FieldOptions> object thatis appropriate for the data type of the field.

The following example sets DATE field options specifically for the salesdate field:

The following example accounts for field 5 in the source file:

The following example applies to field 1 , an integer field, and specifies that ybload should parse the field values as hexadecimal numbers.
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ybload Options

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > ybload Options

Platforms: All platforms
Parent topic: ybload Command
This section contains detailed descriptions of the bulk load options. Note the following points about the format of these options and their values:
« Options are listed in alphabetical order for quick reference.

« Option names are shown in lowercase; they are case-sensitive.

« Specific valid option values (such as true and false ) are shown in lowercase. Variables for option values, such as STRING , are shown in uppercase. Option values are

not case-sensitive.

« The requirements for quoting option strings vary by client platform. Values are shown without quotes, but quotes are sometimes required. For example, if you specify the #

character in a Linux shell, it must be enclosed by single or double quotes. If you are using a Windows client, see also Escaping Quotes in Windows Clients.

e See also Common Options in ybtools.

o (stdin) : Load from stdin (standard input). To load from stdin instead of named source files, enter the single-dash character (-) at the end of the ybload command.
This must be the last character on the command line, and it must be prefixed with - - to indicate that option parsing is complete. For example: ./ybload -d premdb --

username bobr -t match -- -
@file
Specify a file that includes a set of options and values to use for the operation. See Saving Load Options to a File and Saving Unload Options to a File.
You can use this option and the --select-file optioninthe same ybunload command.
--bad-row-file STRING

Define the location and name of a file where rejected rows will be logged. If you do not specify this option, the file defaults to the name

SOURCE_FILENAME.TIMESTAMP.bad and is written to a location that is reported early in the console or log file output. If the file already exists, it is truncated.
Note:

1. When object storage is used for loading data, bad rows must be written to the local file system. Specifying a bad row file in a
2. Bad row files are not supported for the “GEOGRAPHY  data type. If a "GEOGRAPHY  column contains malformed or unsupported input
--bigint-field-options
See ybload Field Options.
--boolean-field-options
See ybload Field Options.

--bytes-per-transaction

Set the number of bytes to load per commit. The default is 1TB (1099511627776 bytes). You can set this option to modify the frequency of commits when bulk loads are

running. This option works in conjunction with --rows-per-transaction . The threshold that is met first is applied.

--char-field-options

Yellowbrick Data Warehouse Version 7.3.0 Page 160 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

See ybload Field Options.
--comment-char ASCIl_CHARACTER

Define the comment character that is used in source files. The default value is the pound sign (#). The value must be a single ASCII character or a valid escape sequence. If

--skip-comment-1lines is set, commented rows in the source file are skipped, not rejected, and do not appear in the bad rows file.
When the --format option is set, the comment character may be a single-byte or multi-byte character.
--compression-policy
Define the compression policy for data buffers before they are sent from the client to the compute nodes. See ybload Advanced Processing Options.
--convert-ascii-control, --no-convert-ascii-control

Allow the caret control ASCII character 7A@ to be parsed as a single-byte representation of null within a character string. The defaultis --no-convert-ascii-

control . See also ybload Field Options.

--convert-c-escape, --no-convert-c-escape

Convert (or do not convert) C-style escape sequences when they appear in CHAR and VARCHAR fields. For example, the two-character sequence \t can be converted

into a single tab character ( ©x09 ) or it can be loaded unchanged.

This option does not apply to fields with data types other than CHAR and VARCHAR . For example, in an INTEGER field, the value 4\x35 ,where \x3 isthe C-style

escape sequence for the number 5, returns an error:  '\' is invalid digit . (However, the ybsgl\copy command will convert C-style escape sequences in all fields.)

This option is only supported when the --format option is specified. If --format text isused, --convert-c-escape isthe default behavior. If --format

csv or --format bcp isused, --no-convert-c-escape isthe default.
--date-field-options
See ybload Date Formats.
--date-style YMD | DMY | MDY | MONDY | DMONY | Y2MD | DMY2 | MDY2 | MONDY2 | DMONY2

Define the date format in terms of the order and style of the date parts, to avoid any ambiguity in parsing dates. For example, --date-style MDY means accept date

values such as ©8-13-2016 .
If you specify one of the Y2 values, suchas DMY2 , you must also specify a --y2base value.

You can specify the --date-style option more than once in a single ybload command. For example:

Note that you can use JSON-style formatting to abbreviate this syntax.

If --date-style is not specified, the defaults derive from --date-field-options .
--decimal-field-options

See ybload Field Options.

Note that ybload accepts both the dot character (.) and the comma character (,) as the separator for decimal values.
--default-field-options {JSON formatted <FieldOptions>}

Specify the field options to use for fields that do not have their own per-field options or per-type options. See ybload Field Options. The default value is {3} .

--delimiter SPECIAL_CHARACTER
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Define the special character that the source file uses as its field delimiter. All of the following are supported:

« Asingle Unicode character
« Ahex value that corresponds to any ASCII control code (such as 0x1f )

o Avalid escape sequence

When the --format option is set, the delimiter may be a multi-byte character.

If you do not specify a field delimiter, ybload auto-detects it from among the following characters:

o \t
o \us
e \UFFFA

See also Setting --format for Flat Files.
--double-field-options
See ybload Field Options.
--dryrun
Do a dry run of the load operation without committing any data to the table. See Using the Dry Run Option.

--duplicate-handler NONE | RANDOM | ORDER BY <sql clause>

Specify how to handle duplicate source rows whenthe --write-op optionissetto insert , update ,or upsert .( --duplicate-handler isignored for --

write-op delete loads.)

o NONE (the default): source rows are assumed to be unique. The ybload behavior is undefined if duplicate source rows exist; UPDATE and UPSERT operations

will sometimes fail.
« RANDOM : a random matching source row is used to update each row in the target table.

« "ORDER BY <sql clause>" :source rows are sorted, and the first matching row that is found is used to update each row in the target table. For example: "ORDER

BY order_date DESC, order_time DESC" .Enclose the ORDER BY clause in double quotes.

See ORDER BY Clause for the complete syntax that is supported, with the exception that the --duplicate-handler option does not support ordinal numbers to

identify columns.
You cannot use a declared key column in the --duplicate-handler order by clause.

See also Handling Duplicate Rows and Examples with Duplicate Rows.

--emptymarker STRING_WITH_ESCAPES

Define a marker that matches the character used to represent an empty string in your source file (an empty CHAR or VARCHAR field). The value may be a string, a

character, or a valid escape sequence.
You may need to quote the emptymarker character. For example, you can use --emptymarker '\t' onthe command line, butnot --emptymarker \t .

Note: Touse " asthe emptymarker character, you have to quote strings with a different character ( " is the default). For example:
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If null bytes exist within strings, use the --on-zero-char REMOVE option.

See also NULL and Empty Markers.
--encoding ENCODING_NAME | -E ENCODING_NAME

Specify the source file's encoding (character set: UTF8 , LATIN9 , IS0-8859-1 , UTF16 ). If no encoding is specified, the encoding of the source file is assumed to
match the database encoding. If the encoding of the source file does not match the encoding of the destination database, ybload will use Java transcoding to "translate”

the source data to the encoding of the destination database.

Check the documentation for the version of Java you are using on the ybload client system. For example, if you are using the Oracle JVM, check this list of supported

character sets. Names from either of the first two columns can be used with the --encoding option. See also the discussion of encodings in Creating Databases.

For the fastest load performance under ybload , export the data from the source system in the character set of the destination database. For example, load exported

UTF8 dataintoa UTF8 database. Any required transcoding is likely to have an impact on load performance.
Note: To load UTF-16 data, create a UTF8 database and setthe --encoding optionto UTF16 .

--escape-char SPECIAL_CHARACTER

Specify an escape character: any single Unicode character. The behavior of this option depends on the --format choice:

« --format CSV :used to escape embedded quote characters inside quoted fields. The default escape characteris " .
o --format TEXT :used to escape embedded field delimiters and line separators. The default escape characteris \ .
« --format BCP :disallowed with BCP format, which does not use escape characters.

When the --format option is set, the escape character may be a multi-byte character.

--field-defs SQL_NAME | SQL_COLUMN_DEF,...

Define a comma-separated list of source field names or field definitions. A field name simply represents the name of the corresponding column in the table. A field definition
also includes the data type and any constraints on the column. Column definitions are used to create temporary table columns for source-only fields, as needed by the - -

duplicate-handler optionfor UPDATE and UPSERT loads.

You do not need to specify a list if the source fields match the order, number, and data type of the destination table columns. The --parse-header-1line option, which

only supports field names, overrides the --field-defs option.
Field names are case-insensitive unless they are quoted (same behavior as standard SQL).

For example:

If the target table has default values assigned for certain columns, you can specify a partial column list with this option and the default values will be loaded for the other
columns. For example, if atable t1 has three columns, c1, c2 ,and c¢3 ,and cl was created witha DEFAULT constraint, the --field-defs listcould be

c2, c3.

See also Loading Generated Key Values.
--format CSV | TEXT | BCP | PARQUET

Specify the formatting style of the incoming data (how the source files were formatted by the export or unload tool that produced them).
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For flat files, this option refers to how field delimiters are protected in the data:

e CSV : Delimiters in field values were protected by wrapping the field values in quotes. For example: "2012, Mini Cooper S, ALL4"
e TEXT : Delimiters in field values were protected by preceding them with a backslash escape character. For example: 2012\, Mini Cooper S\, ALL4

« BCP : Delimiters in fields were not protected (for compatibility with the Microsoft SQL Server bcp tool). For example: 2012, Mini Cooper S, ALL4
See also Setting --format for Flat Files and Loading Tables from Parquet Files.
--ignore-emptymarker-case, --no-ignore-emptymarker-case

The first option supports case-insensitive empty-marker comparisons. If you use --ignore-emptymarker-case ,values of EMPTY , Empty ,and empty are all
recognized as empty values when --emptymarker issetto NONE . These options apply globally; you cannot specify them per data type or per field. They are applied

globally regardless of how the --emptymarker option was specified.

--ignore-nullmarker-case, --no-ignore-nullmarker-case

The first option supports case-insensitive null-marker comparisons. If you use --ignore-nullmarker-case ,valuesof NULL , Null ,and null are all recognized
as null values when --nullmarker issetto NULL . These options apply globally; you cannot specify them per data type or per field. They are applied globally

regardless of how the --nullmarker option was specified.

--ignore-unsupported-schema, --no-ignore-unsupported-schema

If --ignore-unsupported-schema is specified, ybload proceeds witha parquet load when source fields contain unsupported data types or a nested structure.
See Parquet Load Examples. Note that the load may still fail when a target column for unsupported data is declared NOT NULL or hasno DEFAULT value. The failure

occurs because ybload proceeds as if the unsupported fields are not in the file.

When --no-ignore-unsupported-schema is specified (or neither option is specified, which is the default behavior), ybload returns an error when source fields

contain unsupported data types or a nested structure. See also Loading Tables from Parquet Files and Parquet Load Examples.

These options do not apply to loads of flat files.
--int96-as-timestamp, --no-int96-as-timestamp

Interpret INT96 data (without a logical type) as a timestamp to provide compatibility with third-party systems, such as Impala, Hive and Spark.
--integer-field-options

See ybload Field Options.

--ip-field-options
See ybload Field Options.

--key-field-names SQL_NAME,...

Comma separated list of source field names to be used as key fields for --write-op operations. Key field names must be declared as NOT NULL inthe CREATE

TABLE statement.

If this option is not specified, primary keys either specified with the --field-defs option or declared by the target table are used. If no key fields are specified and no

primary key exists, an attempt to load a table with --write-op delete , update ,or upsert will resultin an error.

Field names are case-insensitive unless they are quoted (same behavior as standard SQL). For example:

The --parse-header-line option cannot be used in conjunction with the --key-field-names option.

--linesep LINE_SEPARATOR
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Define the line separator (or row separator) that is used in source files: any single Unicode character or the \r\n escape sequence.

If you do not specify a line separator, ybload auto-detects it from among the following characters:

¢« \n

e \r\n

e \rs

o \UFFFB

When the --format option is set, the line separator may be a multi-byte character.

--locale LOCALE_NAME | -L LOCALE_NAME

The name of the locale to use for parsing dates, timestamps, and so on. If the locale is not specified, the database locale is assumedtobe C .

Locale names must be of the following form:

code>[_<country code>[_<variant code>]]

For example:

Variant codes are rarely used; for details, see the Java documentation.

--mac-field-options
Specify field options for MACADDR and MACADDRS8 fields. See ybload Field Options.

--max-bad-rows NUMBER

Set the maximum number of rejected rows that ybload will tolerate before aborting and starting to roll back the transaction. (Additional bad rows may be reported before

the transaction has finished aborting.) The defaultis -1 , which means do not cancel and roll back, regardless of the number of bad rows.
Note: --max-bad-rows 32 means 32 bad rows are allowed; the load will fail on the 33rd bad row.
Rejected rows are written to the location specified with the --bad-row-file option.

--nullmarker STRING

Define a string that matches the string used to represent null in your source file. If this option is unspecified or set to an empty string, adjacent delimiters without text

between them are parsed as NULL values. This option supports valid escape sequences.

You cannot load data in which more than one value in the same column is intended to be parsed as NULL . However, you can load data in which different columns have

different values for NULL . See Specifying NULL Behavior for Different Columns and NULL and Empty Markers.

--num-cores NUMBER_MIN_1

Set the number of CPU cores ybload will attempttouseto 1 or greater. By default, ybload tries to saturate all of the CPU cores on the host computer. For example,
the default values for - -num-readers and the number of actual concurrent readers used by --read-sources-concurrently ALWAYS are both based on the
number of cores on the host computer. The primary purpose of this setting is to restrict ybload to the use of fewer resources when it shares the host computer with other

programs.

--num-header-lines [ NUMBER ]
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Ignore one or more header lines at the top of the source file. (The first or only header line in a file is typically a list of field names.) The defaultis @ ,or 1 if --parse-

header-1line is specified. The maximum numberis 5 . If you specify multiple source files, the first line is skipped in all of them.
--num-readers
Define the behavior for reading input files in parallel. See ybload Advanced Processing Options.

Note: When you are loading from named pipes, setting this option equal to the number of pipes is recommended. Not loading from pipes concurrently may cause a deadlock

with the program that the pipes communicate with.
--num-parsers-per-reader

Define multiple parsers per reader. See ybload Advanced Processing Options.
--object-storage-*

See Object Storage Options. These options apply to loads and unloads from and to Azure, AWS S3, and S3-compatible systems.
--on-extra-field [ REMOVE | ERROR ]

Specify REMOVE to allow rows to be loaded when the source file ( CSV , TEXT , or BCP ) contains either more fields than the columns defined in the header, as detected

whenthe --parse-header-line option is used, or more fields than the columns defined with the --field-defs option.

If neither --parse-header-line nor --field-defs is specified, --on-extra-field has no effect; ybload expects the source file to have the same number

of fields as the number of columns in the target table. The --parse-header-1line option, if specified, overrides the --field-defs option.

This option takes effect only when the extra fields are at the end of the line in the source file. For example:

colA, colB, colC <- header

datal, data2, data3, data4 <- -extra-field

The default behavior ( ERROR ) is to reject rows with extra fields at the end of the line.
--on-invalid-char [ REPLACE | ERROR ]
Specify the action to take when the source file contains characters that cannot be represented in the database (or characters that are invalid in the source file itself):

« The replacement character for a LATINS database is the question mark: Ox3F ( ? ).

« The replacement character for a UTF8 database is the Unicode replacement character: U+FFFD (a question mark in a diamond).
The default is REPLACE .

--on-missing-field [ SUPPLYNULL | ERROR]

Specify SUPPLYNULL to allow rows to be loaded when the source file ( CSV , TEXT , or BCP ) contains either fewer fields than the columns defined in the header, as

detected when the --parse-header-1line option is used, or fewer fields than the columns defined with the --field-defs option.

If neither --parse-header-line nor --field-defs is specified, --on-missing-field has no effect; ybload expects the source file to have the same

number of fields as the number of columns in the target table. The --parse-header-1ine option, if specified, overrides the --field-defs option.

This option takes effect only when the missing fields are at the end of the line in the source file. For example:

colA, colB, colC <- header

datal, data2 <- -missing-field

The default behavior ( ERROR ) is to reject rows with missing fields at the end of the line.
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--on-string-too-long TRUNCATE | ERROR

Truncate character strings that are longer than the specified column width (or return an error). The defaultis ERROR .
--on-unescaped-embedded-quote [ PRESERVE | ERROR ]

Preserve or return an error when unescaped quotes are found inside quoted strings. The defaultis ERROR .
--on-zero-char [ REMOVE | ERROR ]

Remove null bytes ( ©x00 characters) that appear within strings in  CHAR and VARCHAR fields (or return an error). The defaultis ERROR .
--parse-header-line

Use the header line at the top of the source file (a list of field names) to determine the column names in the target table. This option overrides the --field-defs option.
--per-field-options {JSON Object}

Specify parsing options for individual fields. See ybload Field Options.
--pre-parse-buf-size NUMBER_MIN_1

Specify the size of the pre-parse buffers, which should be larger than the size of any single row in the source data. The default value is 192744 bytes. (The maximum

width of a row in a table is 64231 bytes.)
--quote-char SPECIAL_CHARACTER

Define the character that is used in source files to quote field values that contain embedded delimiters. Specify any single Unicode character. The defaultis " . This option

only applies when you are using --format CSV .

When --format CSV is set, the delimiter may be a multi-byte character.
--read-sources-concurrently ALWAYS | NEVER | ALLOW | <NUMBER>

Define the behavior for reading source files in parallel: ALWAYS , NEVER , ALLOW (the default), or a specific number of source files. See ybload Advanced Processing

Options.

Note: If you are loading from multiple pipes and this option is not setto ALWAYS , ybload setsitto ALWAYS andreturnsan INFO message stating that change. (Not

reading from pipes concurrently could cause a deadlock with the program that they communicate with.)
--real-field-options

See ybload Field Options.
--resume-partial-load-from-offset NUMBER

Skip the specified number of bytes in the source file in order to resume a failed bulk load. The default value is © . See Resuming a Partial Load.
--rows-per-transaction

Set the number of rows to load per commit. The default is set to the maximum number of rows that can be loaded (263 — 1). You can reduce this number to increase the

frequency of commits when bulk loads are running. This option works in conjunction with - -bytes-per-transaction . The threshold that is met first is applied.
--serialize-nested-as-json, --no-serialize-nested-as-json

If --serialize-nested-as-json is specified, ybload processes nested fieldsin complex parquet filesas JSON. If --no-serialize-nested-as-json is
specified (or neither option is specified), ybload returns an error when attempting to map complex nested fields to the columns in the target table. These options do not

apply to loads of flat files. See Loading Tables from Parquet Files and Parquet Load Examples.

--skip-blank-lines, --no-skip-blank-lines
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Skip blank lines in the source file ( true ) or detect blank rows as bad rows ( false ). The default value is true .
--skip-comment-lines, --no-skip-comment-lines
Skip lines that are commented out in the source file or detect them as bad rows. The default value is false (do not skip).

Note: If you use --skip-comment-lines , make sure the data does not contain any lines that begin with the comment character (which defaults to # but may bet set

to a different character with the --comment-char option).
--skip-missing-files, --no-skip-missing-files

If a file is removed after ybload has expanded the path to the source files into a list, skip the file and continue the load operation. This option is useful when millions of
source files (or serveral very large files) are being loaded over an extended period of time. As the load progresses, it is possible that an administrator may delete one or more

files from the source location. You may or may not want to stop the load in this situation. The default behavior is to not skip missing files.

When a load proceeds because a missing file is skipped, you will see a message like this:

Skipped [filepath] because the removed listing

--skip-open-failed-files, --no-skip-open-failed-files

If a file fails to open after ybload has expanded the path to the source files into a list, skip the file and continue the load operation. It is possible that the original file listing
contains one or more files that have been modified and cannot be opened (for example, if permissions on the file were changed after the load started). You may or may not

want to stop the load in this situation. The default behavior is to not skip files that fail to open.

When a load proceeds because a file that fails to open is skipped, you will see a message like this:

Skipped [filepath] because the can’t be opened

This option only works when no bytes have already been read from the file in question. Files read from object storage may be loaded in parts, but a load will fail rather than

skip a file that has been partially read.
--smallint-field-options
See ybload Field Options.
--source-compression NONE | AUTO | GZ | BZIP2 | XZ | PACK200 | LZ4

This option explicitly defines the type of compression used by source data and is primarily intended for data sources that do not have file names (such as STDIN ).

The default value is AUTO . When specified, this option overrides other compression detection methods. If this option is not specified, for flat files ybload auto-detects

the compression type based on their file name extension.

For parquet files, ybload auto-detects the compression type based on metadata in the files and supports the following compression types: SNAPPY , ZSTD , and

LZ0 . You do not need to specify the --source-compression optionfor parquet files.
--table (or -t)

Name the target table to load and optionally its schema: schema_name.table_name . If you do not specify the schema name, the table is assumed to be in the
public schema. The schema of the target table is not based on the user's search_path , regardless of how it is set. The table must exist in the database that you are

connecting to for the load. (Do not try to specify the database name as part of the table name. Use the YBDATABASE environment variable, -d ,or --dbname .)

Note: If you used a quoted case-sensitive identifier to create the target table, you must quote the table name and escape the quotes in the ybload command line. For

example, if your table is named PremLeagueStats :
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--time-field-options
See ybload Field Options.
--timestamp-field-options
See ybload Field Options.
--timestamptz-field-options
See ybload Field Options.
--trim-white, --no-trim-white

Trim or retain leading and trailing whitespace characters in each field. With --format csv , whitespace characters inside of quotes are always preserved. The default

valueis false (preserved).
--trim-trailing-white, --no-trim-trailing-white

Trim or retain trailing whitespace characters in each field. With --format csv , whitespace characters inside of quotes are always preserved. The default value is

false (preserved).
--truncate-before-insert, --no-truncate-before-insert

Truncate the target table before inserting new rows. Use this option if you want to ensure that the load runs against an empty table. The TRUNCATE statement is executed

in the first transaction of the bulk load session. If the bulk load fails before that transaction is committed, the  TRUNCATE is rolled back.

To use this option, you must have DELETE , TRUNCATE , and INSERT privileges on the target table (in addition to BULK LOAD privilege on the database).
--uuid-field-options

See ybload Field Options.
--write-op INSERT | UPDATE | DELETE | UPSERT

How the source rows should be written to the target table.

e« INSERT (the default): insert source rows as new rows (append them to the table).
e UPDATE : update rows that match source rows.
e DELETE : delete rows that match source rows.

e UPSERT : update rows that match source rows, and insert new rows.
Updates, deletes, and upserts require primary keys or declared key fields to match against the target table. See --key-field-names .

By default, source rows are inserted (appended to the table) and duplicate rows are not discarded. Incoming rows are assumed to be unique. Updates and upserts may

require duplicate handling. See the --duplicate-handler option.

Note: Make sure the user running ybload has BULK LOAD privileges on the database and appropriate additional privileges on the target table:

o INSERT for default loads
e UPDATE and SELECT for --write-op update and --write-op upsert loads

e DELETE and SELECT for --write-op delete loads
See also Deletes, Updates, and Upserts and Delete, Update, and Upsert Examples.

--y2base YEAR
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Define the pivot year (such as 1970 ) for two-digit year values (suchas 97 and 16 ). For example, if --y2base issetto 1970 , two-digit years of 70 and later are

assumed to be in the 1900s. Values of 69 and earlier are assumed to be in the 2000s.

If you want to specify one of the Y2 values for --date-style ,suchas DMY2 , you must also specify a --y2base value.
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ybload Time Formats

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > ybload Time Formats

Platforms: All platforms

Parent topic: ybload Command

This section describes the time formats supported by ybload operations.

Avalid time value expresses the time of day without a date or a time zone. The value consists of hours, minutes, and seconds of the form HH:MM:SS.ssssss , where ssssss

refers to a maximum of six digits for fractional seconds. Time values must fall in the range of 00:00:00 to 24:00:00 .

Time values may also include the am or pm designation. For example:

02:02:45.6789 am

The space character before the am or pm label is optional.

In --time-field-options , you can specify timeformats with one of the following style entries. (The same style choices can be applied with --timestamp-field-

options and --timestamptz-field-options .)

Time Format Examples

HMSs
00:05:30.000001

23:59:59.999

HMS
00:05:30
235595159
HM
00:05
23:59

For example, your ybload command could specify the following syntax:

This example specifies that all TIME columns in the table you are loading will accept time values only if they contain fractional seconds. Therefore, a row that contains

00:05:30.000001 ina TIME column would be loaded, but a row that contains 00:05:30 would be rejected.
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ybload Timestamp Formats

Yellowbrick Documentation > How-to Guides > Load Tables > Bulk Loading Tables > ybload Command > ybload Timestamp Formats

Platforms: All platforms

Parent topic: ybload Command

This section describes the timestamp and timestamptz formats supported by ybload operations. These formats consist of the following parts:

» Adate style, which describes how a date value is expressed. See date formats.

A date delimiter, which is the character that separates the date parts. See date formats.

An optional time component, which expresses the time of day. If no time is expressed in the loaded value, the default time value that ybsql returnsis 00:00:00 fora

timestamp columnor 00:00:00-07 fora timestamptz column (where 07 represents the time zone of the current session).

An optional time zone string ( timestamptz only), expressed as a UTC offset value with the following format: +xx:xx or -xx:xx . Yellowbrick recommends that you

export timestamptz data in this format before attempting to load it.

If no time zone is expressed in the loaded value, the default value that ybsql returns is exactly the timestamp you loaded with no offset. If a time zone is expressed, the value that
ybsqgl returns is an offset of the timestamp you loaded based on the specified time zone. See the examples in the following table. See also Differences in Time Zone Parsing for

Bulk Loads and INSERTs.

The space in between the time component and the time zone string (UTC offset) is optional. For example, all of the following values are valid:

2017-01-01 :01:01 +05:00
2017-01-01 :01:01+05:00

1:01:01 -05:00
2017-01-01 :01:01-05:00

Note: The ybload utility supports IANA time zone names, such as US/Pacific and Europe/Dublin , but does not support other typical time zone abbreviations such as

PST or PDT .

For example, the following value is valid:

2017-01-01 01:01:01 US/Pacific

The following value is not valid:

2017-01-01 01:01:01 PDT

The following examples show several supported timestamptz values as they appear in the source file for a bulk load and as they are returned in query results:

Timestamp Value in ybload Source File Value as Returned by ybsql (US/Pacific time zone for the session)
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Timestamp Value in ybload Source File Value as Returned by ybsql (US/Pacific time zone for the session)
2017-05-06 15:00:00 2017-05-06 15:00:00-07
2017-05-06 15:00:00 -05:00 2017-05-06 13:00:00-07
2017-05-06 15:00:00 +05:00 2017-05-06 03:00:00-07
2017-05-06 15:00:00-05:00 2017-05-06 13:00:00-07
2017-05-06 15:00:00+05:00 2017-05-06 03:00:00-07
2017-05-06 15:00:00 Europe/Dublin 2017-05-06 07:00:00-07

You can define a mask for acceptable timestamp and timestamptz formats within --date-field-options , using the following syntax:

For example, the following load sets the time zone for all timestamptz fields:

./ybload -d premdb

You can also define masks for timestamp formats within --per-field-options , when the field in question is being loaded into a TIMESTAMP or TIMESTAMPTZ column.

Differences in Time Zone Parsing for Bulk Loads and INSERTs

ybload and INSERT operations interpret some time zone strings in timestamps differently, resulting in different values being stored and returned for what may appear to be the

same source values:

« In accordance with the ISO 8601 standard, the ybload clientinterprets time zone strings such as GMT+05 , UTC+05 ,or +05 as offsets that are east of Greenwich Mean

Time.

e Whenyourun INSERT statements, the parser uses the POSIX standard for time zones. Therefore, strings such as GMT+05 and UTC+05 are interpreted as west of

Greenwich. The abbreviated form, +05 , is an exception to this behavior; it is interpreted as east of Greenwich, in agreement with ybload parsing.
Because of these differences, you may need to take special care when you are either loading tables with timestamptz columns or inserting values into those columns.

The following table shows some examples of equivalent time zone strings, as specified via ybload and INSERT commands.

Time Zone String in ybload Equivalent Time Zone String in INSERT
GMT+05 GMT-05
uTC+01 UTC-01
GMT-10 GMT+10
uTC-07 UTC+07
+05 +05 (same as ybload )
-07 -07 (sameas ybload )

To put these differences in context, assume that the following three rows are loaded via ybload into atable loadtz :

Yellowbrick Data Warehouse Version 7.3.0 Page 173 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

The results will be three identical timestamps:

premdb=# * loadtz
c2

2017-05-06 03:00:00-07
2017-05-06 03:00:00-07
2017-05-06 03:00:00-07

If you use INSERT statements to append three more rows to the table, using constant values for the same timestamps, the results will be as follows:

premdb=# loadtz
01

premdb=# loadtz
01

premdb=# loadtz
01

premdb=# loadtz
cl

2017-05-06

2017-05-06

2017-05-06

2017-05-06

2017-05-06

2017-05-06
)

Note that only row 6 matches the loaded rows. Rows 4 and 5 match each other.
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SQL-Based Loads from External Storage

Yellowbrick Documentation > How-to Guides > Load Tables > Load Data with SQL

Platforms: EE: All cloud platforms
Parent topic: Load Tables
In this section:

LOAD TABLE Steps

Loading a Table via the Load Assistant

This section covers commands that support SQL-based data loads from source files stored outside the database in object stores. These SQL commands provide “data movement"
functionality that is accessible directly from database applications. Users can connect to object storage via SQL objects and load tables from data that is stored and updated

externally.

Important: For efficient data loading from object storage, your target tables must be regular user tables, as defined with standard CREATE TABLE statements.

For details about loading tables with the ybload client, see Bulk Loading Tables.
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LOAD TABLE Steps

Yellowbrick Documentation > How-to Guides > Load Tables > Load Data with SQL > LOAD TABLE Steps

Platforms: EE: All cloud platforms

Parent topic: Load Data with SQL

Follow these steps to set up a load from an object storage bucket into a regular table by using a series of related SQL commands. This is a generally more flexible approach than

using the Load Assisant in Yellowbrick Manager because the SQL can be scripted and reused.

[

Make sure you have an active cloud storage account and know your endpoint URL, security credentials, bucket or storage account name, and so on.

N

Upload the source files that you want to load from into the bucket or container if they are not already there. Make note of their file type ( CSV or gzip , for example).

w

If the target table for the load does not already exist, create a regular user table that you can load from the source files. Use a CREATE TABLE or CTAS statement. Make

sure that the columns and data types align with the source data.

>

Create the following external objects. If you are creating them for the first time, create them in this order to avoid dependency issues:

o

An external storage object that defines your object storage endpoint, region, and account credentials. See CREATE EXTERNAL STORAGE.

o

An external format object that defines the file type and the load options that describe the format of the source files, such as the delimiter and how to handle different field types.
(These options have a different naming convention but they correspond in behavior to a subset of the options that are used by the ybload client.) See CREATE EXTERNAL

FORMAT.

~

An external location object that specifies the bucket or container for the source files and provides references to the external storage and format objects that you already created.

See CREATE EXTERNAL LOCATION.

©

Load the target table, using a LOAD TABLE statement. Specify the set of files you want to load, the external location, and the external format. You can also specify some load-

processing options; again, these options correspond in behavior to a subset of the options that are used by the ybload client.

©

. Monitor and check the results of the load by running system view queries ( sys.load , sys.query ). You can also use the activity reports in the Yellowbrick Manager.

Tip: For more details about creating target tables and using ybload options, see Loading Tables.
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Loading a Table via the Load Assistant

Yellowbrick Documentation > How-to Guides > Load Tables > Load Data with SQL > Loading a Table via the Load Assistant

Platforms: EE: All cloud platforms

Parent topic: Load Data with SQL
You can use the Yellowbrick Manager Load Assistant to automate the process of loading a table from files in object storage. In the background, SQL commands are generated and
run to complete this procedure, culminating with a step that loads the table from qualifying source files in the specified bucket or container.
You can see the syntax of the SQL commands as you go along. To get more information about these commands, or if you prefer to run them manually, see SOL Commands.

Note: Normally you would need your account information and credentials ready at hand before loading tables. When you are loading anonymously from a public bucket or container,

as in this tutorial, no credentials are required. This example loads from AWS S3 data, but the steps are the same when you load from Azure object storage.

1. Create the premdb sample database and run both setup scripts, as described in step 3 of the walkthrough.
2. Navigate to the Load Assistant (1 icon in the leftmost pane)

3. Select your instance, the yellowbrick_trial database, andthe small-load cluster,

4. Select the external location called premdbs3data .

5. Clear the Suffix field (defaultsto /).

6. Select Specific Files, then enter the string /premdb/newmatch in the File Prefix field.

Important: If you do not filter by Specific Files or Pattern, the system will attempt to load all the files in the specified location. In turn, the load will only proceed if files are found that

have the correct layout of source fields and data types for the target table.
Select this file and click Next to proceed.
See also Notes on the Manage External Resources Option.

7. On the Format Data page, accept the default format and click Next.

In the context of this tutorial, using the default format ( premdbs3format ) that is associated with the external location ( premdbs3data ) is recommended. Alternatively, you can

click Customize Format and explicitly set the format options you want to use.
8. Select the target schema ( premdb ) and table ( newmatchstats ), accept the default values for error handling and load options, and click Load.

9. Run the load and watch its progress. When it is complete, you will see a load summary indicating that the load is complete, with approximately 24.7M additional rows. Click the

Log button if you want to download and inspect the log file for the load.

10. Finally, in the Query Editor, select the table to check its updated contents.

Notes on the Manage External Resources Option

In this tutorial you used external resources (objects) that were already created for you in the script you ran to create the premdb tables. Alternatively, in the Load Assistant, you

could click Manage External Resources and work through the setup of three different objects:

« An external storage object
« An optional external format object that describes the format of the source files in the bucket or container

« An external location that defines the bucket or container name

Tip: When you are creating these objects for the first time in Yellowbrick Manager, start by creating an external storage object. For example:
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Manage External Resources

Locations Storage Formats

Add Storage

Name

premdbS3

Type

Amazon S3 or Compatible

Endpoint

https://s3.us-west-2.amazonaws.com

Region

us-west-2

. Anonymous identity/credentials

» Advanced

In the format section, click Next to use the default format (the format you just created). Alternatively, you could select another format from the drop-down list, or an alternative

customized format (Customize Format).
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Loading Data from Object Storage

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage

Platforms: All platforms

Parent topic: Load Tables

In this section:
Loading from Amazon S3
Loading from Azure Blob Storage

Loading from S3-Compatible Object Storage

This section describes how to use ybload to bulk load tables from supported object storage systems.
See also Object Storage Options and SQL-Based Loads from External Storage.

Note: When object storage is used for loading data, bad rows must be written to the local file system. Specifying a bad row file in an object storage location, such as an S3 bucket, is

not supported.
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Loading from Amazon S3

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Amazon S3

Platforms: All platforms
Parent topic: Loading Data from Object Storage
In this section:

S3 Authentication Methods

S3 Object Storage Examples

S3 Object Storage URIs
These instructions assume that you already have an Amazon Simple Storage Service (Amazon S3) account, know the S3 location of the files you want to load, and have your S3
credentials ready at hand. If not, follow the instructions on the AWS site before proceeding.
To bulk load a table from files in an Amazon S3 bucket:

1. Obtain your S3 security credentials (in this example, an access key ID, a secret access key, and the region). See S3 Authentication Methods for information about alternative

ways to authenticate.
2.Run aws configure oruse set commands to setthe environment variables for the S3 access keys and the region.

For example, on Linux:

$ aws configure
AWS Access ID [**x*akxxdiddxxidigUA]: XXXXXXXXXXXXXXXXXXXX

AWS Access [ S oon cooauoon Rl g S D DS D0 S SO SN S 0N SO0E SUNG e

region [None]: us-east-2
format [None]:

For example, on Windows:

AWS_ACCESS_KEY_ID=XXXXXXXXXXXXXXXXXXXX
AWS_SECRET_ACCESS_ KEYS** % %% %% % % %k & &% % %k k& A%k KKk A XK KKK KKK KKK K
AWS_REGION=us-east-2

You can also specify ybload command-line options to authenticate with access keys.

3. Record the S3 location of the file you want to load. For example:

s3://ybbob/premdb/matcho1.csv

where ybbob is the S3 bucket name and premdb is a folder in that bucket.

You can only access one object store per ybload operation. For example, you cannot specify connection details for both an S3 client and an Azure client in the same command,

and you cannot load data from multiple S3 endpoints or storage accounts.
For more details, see S3 Object Storage URIs.

4. Runthe ybload command in the usual way, providing the name of a bad row file on the local client system and the S3 path to the source file. For example:
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$ ybload -d premdb

To load multiple source files from the premdb folder with the prefix match , you could use:

s3://ybbob/premdb/

Alternatively, list each S3 file separately. For example:

s3://ybbob/premdb/matchst01.csv s3://ybbob/premdb/match@2.csv s3://ybbob/premdb/matchst03.csv

If you specify a log file, it must also be on the local file system (like the bad row file).
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S3 Authentication Methods

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Amazon S3 > S3 Authentication Methods

Platforms: All platforms

Parent topic: Loading from Amazon S3

There are several different ways to authenticate when you are using ybload to load data from AWS S3 or S3-compatible object storage. You can authenticate implicitly by using
supported S3-specific mechanisms, or explicitly by using ybload command-line options. Your organization's S3 administrator should provide instructions for the approach you

should use. See Best Practices for Managing AWS Access Keys for further recommendations.
S3 credentials must be provided in a manner supported by ybload and the AWS Java SDK:
« Secure methods (integrated into your organization's login/identity mechanism):

« EC2 roles (when running on Amazon EC2 instances)

SAML 2.0-compatible identity provider

« Custom identity provider bridge to AWS

Other methods:

.

Object Storage Options

« Environment variables: AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY . Other AWS environment variables are also supported, including AWS_SESSION_TOKEN ,

AWS_PROFILE , AWS_REGION ,and AWS_CREDENTIAL_PROFILES_FILE .

URI query parameters: aws_access_key_id and aws_secret_access_key

« Acredential file, typically located at ~/.aws/credentials (location may vary by platform)

.

Required Permissions

Note that ybload requires access to read both the object and object metadata. Metadata access is a grantable permission separate from read access. Attempting to load a

file from a public bucket with the option to download the file using an HTTP URL will cause ybload to fail and throw the following error:

Forbidden ( : Amazon S3; Code: 403; Error Code: 403 Forbidden; Request ID: XXXXXXXXXXXXXXXX)

An installation of the AWS CLI is not required, but it does provide the aws configure command, which is useful for setting credentials. For details, see the AWS Command Line

Interface documentation.

Order of Precedence for Authentication Methods

You may have multiple credential settings available to you, based on your AWS account setup and how you script the ybload command. Therefore it is important to know which
authentication mechanism takes precedence when the ybload command is run. Note that credentials set explicitly with ybload object storage options, if set (either on the

command line or in a properties file), always take precedence over implicit credentials set via aws configure or other methods.
The order of precedence is as follows:

1. Access key and access key ID specified with the --object-store-identity and --object-store-credential command-line options
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N

Access key and access key ID specified with the yb.file. prefix in one of the following:

w

URI parameter

IN

. Properties file named with the --object-store-provider-config command-line option

o

Access key and access key ID without the yb.file. prefix in one of the following:

o

URI parameter

~

Properties file named with the --object-store-provider-config command-line option

©

Implicit authentication via environment variables and supported AWS configuration files: ~/.aws/* files: ( ~/.aws/credentials or ~/.aws/config )
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S3 Object Storage Examples

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Amazon S3 > S3 Object Storage Examples

Platforms: All platforms

Parent topic: Loading from Amazon S3

The following examples show different ways to load a table from an S3 bucket:

Load a table from an AWS S3 bucket, using aws configure for authentication:

This example uses the aws configure command to set the access key, identity, and region:

$ aws configure
AWS Access ID [**xxkxxkdkkxxrdtgUA]: XXXXXXXXXXXXXXXXXXXX

AWS Access [FH*FFEAIEE AR EXID) L1 KA AR A XS A K I A A XA XS A XS A K S A XA AR A AR K%

region [None]: us-east-2
format [None]:

$ ybload -d premdb
s3://ybbob/premdb/match.csv

user bobr:
14:01:43.158 [ INFO] ABOUT CLIENT:

01:43.342 INFO] Assuming source matches : LATIN9
4:01:44. INFO] Starting source s3://ybbob/premdb/match.csv
4:01:45. INFO] locale: C

101:45. INFO] -detected separator =
4:01:45. INFO]

101:47. INFO] SUCCESSFUL BULK : Loaded 8606 good 0:00:04 ( : 69.12KB/s WRITE: 64.59KB/s)

Load the table again, using ybload --object-store options for authentication:

This example loads the same table again but uses ybload options to set the identity, credential, and region values:

$ ybload -d premdb

://ybbob/premdb/match.csv
user bobr:
120.736 [ INFO] ABOUT CLIENT:

[ INFO] Gathering metadata input files
[ INFO] Loaded handler s3://

[ INFO]

(S3 client):

region ! us-east-2

/ L oRERRRRRR

123:20.924 [ INFO] Assuming source matches : LATIN9
4:23:22.744 [ INFO] Starting source s3://ybbob/premdb/match.csv

Yellowbrick Data Warehouse Version 7.3.0 Page 184 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Load the table again, using a properties file for authentication:

This example loads the same table again but uses a Java properties file to set the identity, credential, and region values. First create the properties file, then name the file with the

-object-store-provider-config option

$ more ybbobrS3.properties

yb.file.region = us-east-2

yb.file. = XXXXXXXXXXXXXXXXXXXX

yb.file S kkkkkkkkkkkkkkkkkkkkkk ok ok ok k ok ok ok ok ok ok k ok ok k ok k ok k

$ ybload -d premdb

s3://ybbob/premdb/match.csv
user bobr:
16:58:02.579 [ INFO] ABOUT CLIENT:

:02.658 [ INFO] Gathering metadata
:02.673 [ INFO] Loaded handler
102.713 [ INFO]

(S3 client):

region : us-east-2

* ok Kk ok kK
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S3 Object Storage URIs

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Amazon S3 > S3 Object Storage URIs

Platforms: All platforms

Parent topic: Loading from Amazon S3

The ybload client supports several patterns for Amazon S3 and S3-compatible URIs. All of these patterns identify the location of the source data for a bulk load operation.

URI Pattern Loads Example

All keys (files) in the bucket
s3://BUCKET s3://premdb

Current version of the named

s3://BUCKET/KEY key s3://premdb/teamO1.csv

Specific version of the named
s3://BUCKET/KEY? key s3://premdb/team@1.csv?

versionId=VERSION versionId=w_B5qT8s5MkiT09.IRHay01W.PycsHTS

All keys that match the prefix
s3://BUCKET/KEY_PREFIX s3://premdb/team

You can specify multiple URIs on the ybload command line if you want to identify multiple source files explicitly. However, the sources must belong to the same S3 endpoint.

Avalid URI must not contain a space character unless it is encoded with the %20 escape sequence. For example, if you upload a season.csv source file into

ybbobr/premdb/new files , the following URI will work:

s3://ybbobr/premdb/new%20files/season.csv

Note: The following "path-based" URI patterns are not supported:

://SUB. s3.DOMAIN/BUCKET/ (or https)

://s3.DOMAIN/BUCKET/ ( https)

URI Parameters

As an alternative to specifying ybload --object-store options, you can specify the S3 configuration in the form of URI parameters. To use a URI parameter, drop the - -

object-store- prefix fromthe ybload option name. For example, the --object-store-endpoint option is specified in the following URl as endpoint= :
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s3://my_bucket/my_key? ://nycloadsrvi.nyc.yellowbrick.io:9000

Note: If you provide multiple source URIs in a single ybload command, only the first URI will be checked for configuration options.

Yellowbrick Data Warehouse Version 7.3.0 Page 187 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Loading from Azure Blob Storage

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Azure Blob Storage

Platforms: All platforms
Parent topic: Loading Data from Object Storage
In this section:

Azure Authentication Methods

Azure Blob Storage Examples

Azure Blob Storage URIs

This section explains how to use the ybload client to load tables from an Azure Blob object store.

These instructions assume that you already have access to an Azure Blob storage account that contains the data to be loaded. For example:

0 Search resources, services, and docs (G+/)

Home > ybbobr | Containers > premdb

j premdb

Container

‘/O Fearch (Cmd+/) |<< T Upload [ Change access level () Refresh [l Delete 2 Changetier & Acquire lease ¥ Break lease
1 Overview Authentication method: Access key (Switch to Azure AD User Account)

Location: premdb
A9 Access Control (IAM)

‘ Search blobs by prefix (case-sensitive)

Settings
Name Modified Access tier Blob type
Access policy
. X D =) match.csv 4/16/2020, 4:49:11 PM  Hot (Inferred) Block blob
I Properties
D | match01.csv 4/21/2020, 8:36:02 PM  Hot (Inferred) Block blob
© Metadata
\:‘ | match02.csv 4/21/2020, 8:36:02 PM  Hot (Inferred) Block blob
D E match03.csv 4/21/2020, 8:36:04 PM  Hot (Inferred) Block blob
D E match04.csv 4/21/2020, 8:36:03 PM  Hot (Inferred) Block blob
D E match05.csv 4/21/2020, 8:36:04 PM  Hot (Inferred) Block blob
D =) newteam.csv 4/16/2020, 4:49:10 PM  Hot (Inferred) Block blob
D | player.csv 4/16/2020, 6:44:44 PM  Hot (Inferred) Block blob
D | season.csv 4/16/2020, 4:49:10 PM  Hot (Inferred) Block blob

If you do not have access to a storage account, follow the instructions in the Microsoft documentation before proceeding with the information in this section.
To bulk load a table from data in an Azure Blob container:

1. Use one of the documented Azure Authentication Methods.
For example, to authenticate via the ybload command-line options, you will need:

« A storage account name (your “identity"). Specifying the Azure endpoint ( https://<storage account>.blob.core.windows.net ) in addition to the account name is

optional.

« An access key or a generated SAS token (your “credential”) You can only access one object store per ybload operation. For example, you cannot specify connection details

for both an Azure client and an S3 client in the same command, and you cannot load data from multiple Azure endpoints or storage accounts.

2. Identify the location in Azure of the data you want to load ( container/blob ).

At the end of the ybload command line, you will specify the source data in a URI, which is an abbreviated Azure path. For example:
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azure://premdb/match.csv

You can load multiple files by specifying a prefix for the blob instead of a complete file name. For example, the following command will find all files in the premdb container that

begin with matcho :

azure://premdb/match@

You can load data from multiple containers within the same ybload command if they belong to the same storage account.

3. Runthe ybload command in the usual way. Include the following details in the command line:

o Standard ybload optionssuchas --format and --delimiter

« Alocal path on the client system for the bad row file. (If you specify a log file, it must also be on the local file system.)

« Azure identity (storage account name) and credential (access key or SAS token)

These options are not needed if you are using the Azure CLI ( az login ) means of authentication. However, you will need to specify the --object-store-endpoint

option.

« Location(s) of the source data (specified last on the command line, without an option name) For example, the following command would load a single blob ( match.csv ) from

the premdb container:

$ ybload -d premdb
/home/brumsby/newazurebad

AR AKERE KRR AR AR E KRR R AR LR AR AR R KRR R AR kAR kA

ybbobr

Alternatively, you can save the identity and credential values to a Java properties file and name the file in the ybload command. See Object Storage Options and Azure Blob

Storage URIs.
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Azure Authentication Methods

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Azure Blob Storage > Azure Authentication

Methods

Platforms: All platforms

Parent topic: Loading from Azure Blob Storage

There are several different ways to authenticate when you are using ybload to load data from Azure Blob storage. You can authenticate implicitly by using supported Azure-
identity methods, such as service principals, or you can authenticate explicitly by using ybload command-line options. You can use the Azure CLI ( az login ) command or the

Azure web portal to create and manage user accounts, service principals, and so on.

Your organization's Azure administrator should provide instructions for the mechanism you should use. For more details about creating and managing Azure accounts, see the

Microsoft Azure documentation.

Order of Precedence for Authentication Methods

You may have multiple credential settings available to you, based on your Azure account setup and how you script the ybload command. Therefore it is important to know which
authentication mechanism takes precedence when the ybload command is run. Note that credentials set with ybload object storage options, if set (on the command line or in

a properties file), always take precedence over implicit Azure account credentials.
The order of precedence is as follows:

1. Access key or SAS token specified with the ybload --object-store-credential command-line option

N

Access key or SAS token specified with the yb.file. prefix in one of the following:

w

URI parameter

>

Properties file named with the --object-store-provider-config command-line option

o

Access key or SAS token specified without the yb.file. prefix in one of the following:

o

URI parameter

~

Properties file named with the --object-store-provider-config command-line option

©

Implicit authentication, using one of the following Azure-identity methods:

« Service principal environment variables

Managed identity credential (for use on Azure VMs)

Shared Token Cache Credential (provided by authentication to Azure with Visual Studio 2019)

Note: This mechanism used to be disabled by default for ybload before version 6.7 . Forversion 6.7 orabove, to disable this type of credential, unset any
AZURE_USERNAME environment variable. For version 6.6 or below, to enable this type of credential, specify the name of a Java properties file with the --object-store-

provider-config option. In the file, include the following entry:

allowSharedTokenCacheCredential = true

o Azure CLI credentials (authentication via az login )

Azure Role Assignments
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An Azure account that you intend to use for authentication when loading data from an Azure blob must have the following role assignments:

« Reader

« Storage Blob Data Reader

These are the minimum role assignments required by ybload operations. Your Azure user accounts may be configured with assignments that exceed these requirements.

Azure Environment Variables

ybload operations from Azure Blob storage support the following environment variables. You can set these variables and reference them when you are using a service principal

account for authentication:

e AZURE_CLIENT_ID :the application ID for a service principal
e AZURE_CLIENT_SECRET :the secret key for a service principal

e AZURE_TENANT_ID : the Azure Active Directory (AD) tenant for a service principal
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Azure Blob Storage Examples

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Azure Blob Storage > Azure Blob Storage

Examples

Platforms: All platforms

Parent topic: Loading from Azure Blob Storage

The following ybload examples show how to load Yellowbrick tables from Azure Blob storage.

Load a table from a single CSV file in an Azure container:

Here is an example of a load from Azure Blob storage. The Azure storage accountis ybbobr and the source file match.csv was uploaded to a container called premdb .

The --object-store-identity and

$ ybload -d premdb

azure://premdb/match

.CsV

user bobr:

18:49:56.744 [ INFO]
app.cli_args

app.name_and_version

java.version
jvm.memory

jvm.name_and_version

jvm.options
jvm.vendor
os.name_and_vers

:149:56.821 [ INFO]
149:56.831 [ INFO]
149:56.863 [ INFO]

(Azure

INFO]
INFO]
INFO]
INFO]
INFO]

ABOUT CLIENT:

"-d" "premdb" "--username" "<USER E>" "-w"
"ybload v

101"

rsion 4.0.1-2 !
) MB (max=1 GB)"
ot(TM) 64-Bit /er

-Dapp.name=yblo

"Oracle Corporation"

"Linux 4.4. 1-generic (amd6
Gathering metadata

Loaded handler

input files
azure://

client):
https://ybbobr.blob.core.windows.net/

*k K kK kK

Assuming source matches
Starting source azure://premdb/match.csv
locale: C

-detected separator = '\n'

(pipeline):

numSources

numReaders

1
4

--object-store-credential options must be specified, but the

numParsersPerReader: 2
(record/field separation):

(pre-parsing):

Yellowbrick Data Warehouse Version 7.3.0

--object-store-endpoint option is optional.

"match" "--format" ' "--delimiter"

VM (build 25.101-b13, mixed mode)"

-Dapp.repo=/opt/ybtools/lib, -

LATIN9

"--bad-row-

p.home=/opt
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tableName
keepAliveSeconds: 60
maxBadRows
sessionKey 1 DKkIwVzD4vaaAyCKu43oNuucwSpn-avzIRYo9xfdY6hmwWUNACIkiZ@awI0zj5S
( ):

transactionType : BySize
rowsPerTransaction
bytesPerTransaction: 1.0TB
149:59.618 [ INFO] Bad will be written /home/brumsby/newazurebad
:50:00.138 [ INFO] Opening #1
150:00.223 [ INFO] Opened #1
:150:00.231 [ INFO] Flushing 8606 (of 8606 total) #1

:305.8KB(88.83KB/s). G/B: 8606/0( 2.44K/s). WRITE:285.7KB(83.01KB/s). E/R: 0:00:03/
:50:01.446 [ INFO] #1 a total of 292604 bytes 8606 good
:50:01.464 [ INFO] :305.8KB(66.00KB/S) . G/B: 8606/0( 1.81K/s). WRITE:285.7KB(61.67KB/s). E/R: 0:00:04/
150:01.465 [ INFO] SUCCESSFUL BULK : Loaded 8606 good 0:00:04 ( : 66.00KB/s WRITE: 61.67KB/s)

Load a table from multiple CSV files in an Azure container:

In this example, the URI for the load is azure://premdb/match® . Five files are found in the premdb container with the prefix match® :

$ ybload -d premdb

user bobr:
[ INFO] ABOUT CLIENT:

[ INFO] Gathering metadata input files
[ INFO] Loaded handler azure://
[ INFO]

(Azure client):

* ok Kk ok kK Kk

140:03. INFO] Assuming source matches : LATINS
140:05. INFO] Expanded azure://premdb/match@ 5 sources
140:05. INFO] Choosing sources concurrently because most sources are likely be slow
140:05.829 INFO] Starting source azure://premdb/match04.
140:05.946 INFO] Starting source azure://premdb/match@3.
140:05.947 INFO] Starting source azure://premdb/match05.
140:05.949 INFO] Starting source azure://premdb/match@i.
140:05.950 INFO] Starting source azure://premdb/match02.
140:05.999 [ INFO] locale: C
140:06.004 INFO] -detected separator =
140:06.153 INFO]
(pipeline):
numSources
readSourcesConcurrently:
numReaders
numParsersPerReader 2 2
(record/field separation):

The same load could be run by specifying the five sources explicitly at the end of the command:

azure://premdb/match@1.csv

azure://premdb/match@2.csv
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azure://premdb/match@3.csv

azure://premdb/match@4.csv

azure://premdb/match@5.csv

Load a table from files in separate Azure containers:

The following command loads a table from two files, one in the premdb container and one in the premdbnew container:

$ ybload -d premdb

azure://premdb/match@5.csv

azure://premdbnew/match@1l.csv

Use a properties file to load a table from an Azure container:

First create a properties file on the client system. For example:

$ more ybbobr.properties

yb.file. https://ybbobr.blob.core.windows.net
yb.file. ybbobr

yb.file S ok kkkkkkkkk Kk kkkk kK k ok kk ok kK k ok kk ok kK k ok kk ok k kK

Now run the ybload command and name the ybbobr.properties fileinthe --object-store-provider-config option:

$ ybload -d premdb

azure://premdb/match@5.csv
user bobr:
21:51:15.868 [ INFO] ABOUT CLIENT:
app.cli_args =
app.name_and_version
java.version
jvm.memory
jvm.name_and_version
jvm.options
jvm.vendor

os.name_and_version

21:51:15.950 [ INFO] Gathering metadata input files
21:51:15.971 [ INFO] Loaded handler azure://
21:51:16.009 [ INFO]

(Azure client):

: https://ybbobr.blob.core.windows.net

* ok ok ok ok K Kk

Load a compressed file from an Azure container:

This example simply shows that ybload can load compressed .gz files from an object store. No compression options need to be specified. The file is recognized by its

extension.
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$ ybload -d premdb

azure://premdbnew/match01.gz

Use az login with an authentication code:

The az login command in this example prompts for authentication with a code (OIDC token) on the Microsoft web portal. After this is done, the ybload command can be run

without the --object-store-identity and --object-store-credential options.

a web browser the https://microsoft.com/devicelogin enter the code FJCDS23HP authenticate.

$ ybload -d premdb

azure://premdb/match.csv
user jbond:

Use the Azure CLI to create a service principal for authentication:

This example shows how to:

Create a service principal with the reader role (this can be done via the CLI or the web portal)

Set the following Azure environment variables:

AZURE_CLIENT_ID

AZURE_CLIENT_SECRET

AZURE_TENANT_ID

Assign the Storage Blob Data Reader role to  AZURE_CLIENT_ID (again this can be done via the CLI or the web portal)

Use the service principal (and associated environment variables) to authenticate with the az login command

$ az ad sp - -rbac -n “https://ybbobr”
$ EXPOrt AZURE_CLIENT. LDS"* % % %k k k5 %4 %5k ok k% %4 K4 kK KX 4K
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At this point, you can runa ybload command using implicit authentication via the established service principal identity and credential.
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Azure Blob Storage URIs

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from Azure Blob Storage > Azure Blob Storage URIs

Platforms: All platforms

Parent topic: Loading from Azure Blob Storage

The ybload client supports several patterns for Azure Blob storage URIs. All of these patterns identify the location of the source data for a bulk load operation. An Azure container

(like an S3 bucket) contains one or more "blobs" or "keys." From the point of view of a ybload operation, a blob is effectively a source file. Blobs are stored in “containers."

URI Pattern Loads Example

All blobs in the container

azure://CONTAINER azure://premdb

Current version of the named blob

azure://CONTAINER/BLOB azure://premdb/team@1.csv

Specific snapshot (version) of the
azure://CONTAINER/BLOB? named blob azure://premdb/team01.csv?snapshot=2020-04-

snapshot=SNAPSHOT 21T01:59:24.7012660Z

All blobs that match the prefix
azure://CONTAINER/BLOB_PREFIX azure://premdb/team

Avalid URI must not contain a space character unless it is encoded with the %20 escape sequence. For example, if you upload a season.csv source file into a folder named

premdb/new files , the following URI will work:

azure://premdb/new%20files/season.csv

You can specify multiple URIs on the ybload command line if you want to identify multiple source files explicitly. However, the sources must belong to the same storage account.

URI Parameters

As an alternative to specifying ybload --object-store options, you can specify the Azure configuration in the form of URI parameters. To use a URI parameter, drop the - -

object-store- prefix fromthe ybload option name. For example, the --object-store-endpoint option is specified in the following URl as endpoint= :

azure://my_container/my_blob? =https://mystorageaccount.blob.core.windows.net

Note: If you provide multiple source URIs in a single ybload command, only the first URI will be checked for configuration options.
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Loading from S3-Compatible Object Storage

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Data from Object Storage > Loading from S3-Compatible Object Storage

Platforms: All platforms

Parent topic: Loading Data from Object Storage

In general, follow the instructions in Loading from Amazon S3, using the S3 Object Storage URIs and S3 Authentication Methods. Before attempting to run ybload , you must
already have an account with the S3-compatible object storage provider, know the S3 location of the files you want to load, and have your S3 credentials ready at hand. Your storage

provider may have other requirements; please refer to the provider's documentation for details.

The ybload client supports S3 Java SDK v2, which requires that a region be supplied and configured even if your S3-compatible object store does not in itself require or support

regions. If a region is not provided, connections to the object store will fail. To work around this requirement, you can specify a "dummy" region.

For example, if you are working exclusively with S3-compatible object stores, you can use an AWS configuration file to provide the dummy value:

~/.aws/config
[default]

region = dummy

Note thatthe yb.file. prefix is not supported in this context.

You can only access one object store per ybload operation. For example, you cannot load data from multiple S3 endpoints or storage accounts in a single command.
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Loading Tables with Spark

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark

Platforms: All platforms

Parent topic: Load Tables

In this section:
Setting up and Running a Spark Job
Setting Up the ybrelay Service
Spark and ybrelay Glossary

ybrelay Options

This section describes how to bulk load data from source files that ybload cannot read directly, such as Avro and ORC files. Regardless of its source location (HDFS, NFS, S3,
and so on), you can load data in different formats by running Apache Spark jobs that use the Yellowbrick ybrelay service to call ybload . Exported data flows from the Spark

application platform to a ybrelay server runningthe ybrelay service, then is loaded into Yellowbrick database tables using ybload operations.

Follow these steps to bulk load Yellowbrick tables via Spark and ybrelay . Subsequent sections explain these steps in detail and provide examples.

1. Install and set up Apache Spark and the ybrelay service.

2. Define the parameters for a spark-submit command:

« Native Spark options

o Spark application options:
« Yellowbrick database connectivity
e ybrelay connectivity
o General options

e ybload options, if needed

3. Runthe spark-submit command.

4. Monitor the resulting ybload operation.
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Setting up and Running a Spark Job

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting up and Running a Spark Job

Platforms: All platforms
Parent topic: Loading Tables with Spark
In this section:

Error Tolerance

Examples of Spark Jobs

Output for a Spark Job

Spark Application Options

Spark Format for Reading Schemas

This section describes the setup required to run a Spark job that loads a Yellowbrick table.

Spark Application for Yellowbrick

When you install ybtools , the installation includes the following directory:

/opt/ybtools/integrati

This spark directory contains the application .jar file that you use to run Spark jobs via ybrelay .

For installation and operational information, see the Apache Spark documentation.

About Spark Jobs

Spark jobs can be submitted in various ways (standalone, cluster mode, using YARN as a resource manager, and so on). For details, see the Spark documentation.

In general, a Spark job consists of:

N + 1 compute (N executors, 1 driver)

The driver executes first:

o Driver can run inline with the CLI submission or on-grid.

« Driver plans and executes tasks on executors.
Executors run tasks, and each task is given a slice of the data. Executors only need 2 cores and 1GB of memory.

A Spark job for Yellowbrick submits an application that uses ybrelay to stream high volumes of data into the table in parallel. Any file format that the Spark application can read is
supported; ybrelay runs as a service that accepts row packages from Spark, then sends the data in parallel streams to ybload for fast bulk loading, as shown in the following

diagram.
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( HADOOP CLUSTER  (Spark export job)
Driver example:
- plans and create 5000+ tasks to read partitioned data >
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Summary of the spark-submit Command

A Spark job runs with a set of native Spark options and Spark application options. The source directory for the data must be specified, along with its format. Connectivity to both the
Yellowbrick system and the ybrelay client must also be specified. Many other optional settings may be provided, including column information for the table, pre- or post-

processing SQL to run, and options that are passed to ybload .
Note that ybrelay runs with its own set of options; these are not set in the Spark job. See ybrelay Options.
The spark-submit or spark2-submit command consists of multiple sets of parameters:

» Native Spark options, which vary by use case:

./bin/spark-submit \

The --class option must be setto:

« The Yellowbrick Spark application jar:

/opt/ybtools integratio spark/relay-integration-spark*shaded*.jar \

» Yellowbrick Spark application options that define the source directory and format of the data, connectivity to the Yellowbrick database, connectivity to the ybrelay service,

and other optional settings:
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e ybload options that can be passed through the spark-submit command if needed:

Setting SPARK_MAJOR_VERSION

If multiple versions of Spark are installed in the environment where the Spark job will run, you need to set the Spark version that you want to use for your job. You can do this by
setting the  SPARK_MAJOR_VERSION environment variable. For example, if Spark 1.6.2 and Spark 2.0 are both installed on a node, and you want to run your job with Spark 2.0

( spark2-submit ), set SPARK_MAJOR_VERSION to 2 :

export SPARK_MAJOR_VERSION=2
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Error Tolerance

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting up and Running a Spark Job > Error Tolerance

Platforms: All platforms

Parent topic: Setting up and Running a Spark Job
By default, Spark does not tolerate any errors for distributed Spark executors (tasks). Therefore, any error encountered by an executor will cause the entire Spark job to fail, rolling
back the data that was exported to the point of failure.

You can use the --task-failures option to modify this behavior; however, failed and restarted tasks are likely to cause data duplication during the load process. You can

manage data duplication for failed tasks in the following ways.

If an application key is present in each row of data (such asa primary_key_id ), you can deduplicate the data by running a simple DELETE command:

@{config.ybTableName} t
t.load_transaction_id =

rowid (

max (rowid)

@{config.ybTableName}
load_transaction_id =
primary_key_id

If a primary key is not available, you can use another technique, which requires three steps:

1. Add 3 new columns to the target table: partition_id , attempt_number ,and load_transaction_id . Define these three columnsas int , int ,and

varchar (64) :

COLUMN partition_id
COLUMN attempt_number 3
COLUMN load_transaction_id

2. Provide a computed-columns.properties file and reference it using the --computed-columns argument. This file should contain entries like these:

partition_id=taskContext.partitionId()
attempt_number=taskContext.attemptNumber ()
load_transaction_id=transactionId

Each row of data will be populated with the load transaction ID, the partition ID, and the attempt number. If an executor/task fails and is restarted by the Spark container, the task will

run again with a higher attempt number.

3. Runa DELETE statement to remove duplicates. For example:

@{config.ybTableName} t
(
partition_id, max(attempt_number) final_attempt
@{config.ybTableName}
load_transaction_id =
1

) final_attempts
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t.load_transaction_id =
t.partition_id = final_attempts.partition_id

t.attempt_number != final_attempts.final_attempt;

Note: You can specify this exact SQL statement as input to the --post-sql option.
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Examples of Spark Jobs

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting up and Running a Spark Job > Examples of Spark Jobs

Platforms: All platforms

Parent topic: Setting up and Running a Spark Job

These example job submissions are for a single standalone spark cluster, reading from a local file system using the file:// URI prefix. Other well-known protocols (such as S3,

NFS, HDFS) can be used.

This example submits a job that exports data from a CSV file with a header:

/opt/spark/spark-2.4.3-bin-hadoop2.7/bin/spark-submit \

/opt/ybtools/integrations/spark/relay-integration-spark-*-shaded.jar \

For spark to read the header line successfully, the referenced read-options-csv.properties file must contain:

header=true

The following example exports data from a JSON file:

/opt/spark/spark-2.4.3-bin-hadoop2.7/bin/spark-submit \

/opt/ybtools/integrations/spark/relay-integration-spark-*-shaded.jar \
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Depending on how well-formed the JSON document is, some manipulation might be needed. You might need to create a read-options-json.properties file that contains:

multiline=true

The incoming JSON data in this case looks like this:
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Output for a Spark Job

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting up and Running a Spark Job > Output for a Spark Job

Platforms: All platforms

Parent topic ing up and Running

This section presents an example of the output that is logged when you run a Spark job that uses ybrelay and ybload to load data into a Yellowbrick table.

2019-07-31 11:33:56.394 [ INFO] <main> ABOUT CLIENT:
app.cli_args =

"

-h" "ecol-ha.yellowbrick.io"

"agoade"

"-d" "agoade_demo"
"--read-sources-concurrently" "ALWAYS"
"--delimiter" "Ox7C"

"--quote-char" "Ox

" L

ape-char" "0x22

"--linesep" "LF"

"--num-readers" "4"

"--bad-row-file" "/var/log/ybrelay/logs/20190731113355-1ocal-1564598030512.bad"
"--logfile" "/var/log/ybrelay/logs/20190731113355-1ocal-1564598030512.10g"
"--remote-control-logfile" "/var/log/ybrelay/logs/20190731113355-1ocal-1564598030512.control.log"
"-t" "people2"

"--field-names" "playerid,birthyear,birthmonth,birthday, birthcountry,birthstate,birthcity, deathyear,deathmonth, deathday,deathcount
"--no-trim-white" "--log-level" "WARN"

"--logfile-log-level" "DEBUG"

"/var/1lib/ybrelay/work/local-156459803 .fifos/task.0"
"/var/lib/ybrelay/work/local-1564598030@ .fifos/task.1"
"/var/1lib/ybrelay/work/local-156459803€ .fifos/task.2"
"/var/1lib/ybrelay/work/local-1564598030512.fifos/task.3"

app.name_and_version "Yellowbrick Data Relay version 3.0.0-13610"

java.home "/usr/1ib/jvm/javall/jre"

java.version 11"

jvm.memory "'981.50 MB (max=14.22 GB)"

jvm.name_and_version "OpenJDK 64-Bit Server VM (build 25.212-b04, mixed mode)"
jvm.options "-Xmx16g, -Xmslg"

jvm.vendor "Oracle Corporation"

os.name_and_version "Linux 3.10.0-957.10.1.e17.x86_64 (amd64)"

2019-07-31 11:33:56.395 INFO] <main> Logfile written /var/ /ybrelay/logs/20190731113355- -1564598030512.
2019-07-31 133:56.437 [DEBUG] < -1-thread-1> BgTask "ybload db init"

2019-07-31 :33:56.459 [DEBUG] < -1-thread-2> BgTask "LFSourceContext"

2019-07-31 133:56.460 [DEBUG] < -1-thread-3> BgTask "LFConcurrencyContext"

2019-07-31 :33:56.460 [ INFO] <LFSourceContext> Gathering metadata input files

2019-07-31 :33:56.460 [DEBUG] < -1-thread-4> BgTask "Choosing apx source encoding"

2019-07-31 133:56.461 [DEBUG]
2019-07-31 :33:56.468 [DEBUG]
2019-07-31 :33:56.469 [DEBUG] < -1-thread-7> BgTask "Encoding rSep"
2019-07-31 133:56.469 [DEBUG] < -1-thread-8> BgTask "Encoding f

2019-07-31 133:56.470 [DEBUG] < -1-thread-9> BgTask "LFScanContext"
2019-07-31 :33:56.474 [DEBUG] <main> Wait source information

2019-07-31 133:56.474 [DEBUG] < -1-thread-10> BgTask "BulkSession init"
2019-07-31 :33:56.484 [DEBUG] <LFSourceContext> BgTask "LFSourceContext" exited

< -1-thread-5> BgTask "Determining actual source encoding"
< -1-thread-6> BgTask "TranscodeContext"

2019-07-31 :33:56.484 [DEBUG] <main> Received source information

2019-07-31 :33:56.485 [DEBUG] <LFConcurrencyContext> BgTask "LFConcurrencyContext" exited

2019-07-31 133:56.488 [DEBUG] <main> Setting noMoreData sourceInfoQueue

2019-07-31 :33:56.488 [DEBUG] <main> Wait concurrency information

2019-07-31 :33:56.488 [DEBUG] <main> Creating 13 segment permits

2019-07-31 :33:56.490 [DEBUG] <main> Pre-allocating 13 source buffers (total RAM 650.0MB)

2019-07-31 :33:56.726 [DEBUG] <ybload db > getTableSchema(input): "agoade_demo"."public"."people2"
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2019-07-31 133:56.726 [ INFO] <Choosing apx source > Assuming source matches : LATIN9
2019-07-31 :33:56.726 [DEBUG] <Choosing apx source > BgTask

2019-07-31 :33:56.748 [DEBUG] <ybload db > getTableSchema(normalized)

2019-07-31 :33:56.755 [DEBUG] <ybload db > BgTask exited

2019-07-31 :33:56.919 [ INFO] <main> Starting 4 source PreReaders

2019-07-31 3 :56.922 [DEBUG] <BgTask idle thread> BgTask

2019-07-31 :33:56.923 [DEBUG] <BgTask idle thread> BgTask

2019-07-31 :33:56.923 [DEBUG] <BgTask idle thread> BgTask

2019-07-31 3 :56.923 [DEBUG] <BgTask idle thread> BgTask

2019-07-31 133:56.923 [DEBUG] < -1-thread-11> BgTask

2019-07-31 133:56.924 [DEBUG] < -1-thread-12> BgTask

2019-07-31 3 :56.924 [DEBUG] -1-thread-13> BgTask

2019-07-31 :33:56.924 [DEBUG] -1-thread-14> BgTask

2019-07-31 133:56.925 [DEBUG] < -1-thread-15> BgTask

2019-07-31 3 :56.926 [DEBUG] < -1-thread-16> BgTask

2019-07-31 :33:58.753 [DEBUG] <PreReader #2> Starting pre-reading of /var/lib/ybrelay/work/ -1564598030512.fifos/task.3
2019-07-31 :33:58.754 [DEBUG] <PreReader #1> Starting pre-reading of /var/lib/ybrelay/work/ -1564598030512.fifos/task.0
2019-07-31 :33:58.754 [DEBUG] <PreReader #0> Starting pre-reading of /var/lib/ybrelay/work/ -1564598030512. fifos/task.1
2019-07-31 :33:58.754 [DEBUG] <PreReader #3> Starting pre-reading of /var/lib/ybrelay/work/ -1564598030512. fifos/task.2
2019-07-31 :34:00.591 [DEBUG] <Determining actual source > BgTask exited
2019-07-31 134:00.591 [DEBUG] <TranscodeContext> BgTask exited

2019-07-31 :34:00.593 [ INFO] <main> locale: C

2019-07-31 134:00.594 [DEBUG] < fSep> BgTask exited

2019-07-31 3 :00.594 [DEBUG] < rSep> BgTask exited

2019-07-31 :34:00.604 [ INFO] <LFScanContext> (record/field separation):

<
<

Internal-mode : QUOTE

Internal scanner : RecordScannerQuote_1_1
2019-07-31 11:34:00.604 [DEBUG] <LFScanContext> BgTask
2019-07-31 11:34:00.694 [DEBUG] <main> Destination

= (256)

(256)
(256)
(256)
(256)
(256)
(256)

2019-07-31 11:34:00.737 [ INFO] <main> (pre-parsing):
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2019-07-31 11:34:00.749 [ INFO] <main>

"

tableName : "agoade_demo"."public"."people2"
keepAliveSeconds: 60
maxBadRows -1
2019-07-31 134:01. [ INFO] <BulkSession > = CWL72YSdnTskgHuL2qzs8urbok9kQmG5TXj3EiZL7kCtds54Bd-kmUHZp2zfpgtn|
2019-07-31 134:01.331 [DEBUG] <BulkSession > Sending BulkService.init(#columns=24, columns="playerid", "birthyear", "birthm
2019-07-31 134:01.596 [DEBUG] <BulkSession > Received BulkService.init() response people2
2019-07-31 :34:01.597 [DEBUG] <BulkSession > BgTask "BulkSession init" exited
2019-07-31 :34:01.604 [ INFO] <main> Bad will be written /var/ /ybrelay/1ogs/20190731113355-
2019-07-31 134:01.617 [DEBUG] <main> Running 1.2GB of memory. Expandable 14.2GB
2019-07-31 134:01.619 [ INFO] <main> Starting import of 4 files
2019-07-31 :34:02.043 [ INFO] <main> Starting 4 segment readers
2019-07-31 :34:02.044 [DEBUG] <BgTask idle thread> BgTask "segment reader #1"
2019-07-31 :34:02.044 [DEBUG] <BgTask idle thread> BgTask "segment reader #0"
2019-07-31 :34:02.044 [DEBUG] <BgTask idle thread> BgTask '"segment reader #2"
2019-07-31 :34:02.044 [DEBUG] <BgTask idle thread> BgTask "segment reader #3"
2019-07-31 134:02.047 [ INFO] <main> Opening #1 people2
2019-07-31 :34:02.943 [ INFO] <main> Opened #1 people2

-1564598030512. bad

2019-07-31
2019-07-31
2019-07-31
2019-07-31
2019-07-31

134
134:
134:
134
134:

02.
02.
02.
02.
02.

2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.

2019-07-31
2019-07-31
2019-07-31
2019-07-31
2019-07-31

134:
134
134:
134:
134

02.
02.
02.
02.
02.

2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.
2019-07-31 134:02.

2019-07-31
2019-07-31
2019-07-31
2019-07-31
2019-07-31

134
134:
134:
134
134:

02.
02.
02.
02.
02.

952
952
953
953
954
954
955
055
955
954
055
957
957
957
957
957
957
955
962
961
960
960
960
960
050
958

[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]
[DEBUG]

<BgTask idle thread>
<BgTask idle thread>
IS -1-thread-17>
< -1-thread-18>
< -1-thread-19>

BgTask "sender 1.00"

BgTask "sender 1.01"
BgTask "sender 1.02"
BgTask "sender 1.03"
BgTask "sender 1.04"

<sender 1.02>
<sender 1.03>
<sender 1.04>
IS -1-threa;
<sender 1.01>
<sender 1.00>

Worker(/10.34.205.10:31272)
Worker(/10.34.205.10:31273)
Worker(/10.34.205.10:31274)
d-20> BgTask "sender 1.05"
Worker(/10.34.205.10:31271)
Worker(/10.34.205.10:31270)

IS -1-thread-26>
-1-thread-25>
-1-thread-24>
IS -1-thread-23>
< -1-thread-22>

<
<

L1t
.10"

BgTask "sender
BgTask "sender

BgTask "sender

1

1
BgTask "sender 1.09

1

1

BgTask "sender 1.07"

<sender 1.05>
IS -1-threa;
<sender 1.07>
<sender 1.08>

<sender 1.09>

Worker(/10.34.205.10:31275)
d-21> BgTask "sender 1.06"
Worker(/10.34.205.10:31277)
Worker(/10.34.205.10:31278)
Worker(/10.34.205.10:31279)

< -1-thread-29>
< -1-thread-28>
<sender 1.10> Worke
<sender 1.11> Worke
< -1-thread-27>

BgTask "sender 1.14"
BgTask "sender 1.13"
r(/10.34.205.10:31280)
r(/10.34.205.10:31281)
BgTask "sender 1.12"

2019-07-31 :34:02.965 [DEBUG] <sender 1.13> Worker(/10.34.205.10:31283)
2019-07-31 134:02.963 [DEBUG] <sender 1.14> Worker(/10. .205.10:31284)
2019-07-31 :34:02.963 [DEBUG] <sender 1.06> Worker(/10.34.205.10:31276)
2019-07-31 :34:02.965 [DEBUG] <sender 1.12> Worker(/10.34.205.10:31282)
2019-07-31 134:02.969 [DEBUG] <sender 1.04> Worker(/10. .205.10:31274)
2019-07-31 :34:02.969 [DEBUG] <sender 1.01> Worker(/10.34.205.10:31271)
2019-07-31 :34:02.969 [DEBUG] <sender 1.09> Worker(/10.34.205.10:31279)
2019-07-31 134:02.969 [DEBUG] <sender 1.08> Worker(/10. .205.10:31278)
2019-07-31 :34:02.969 [DEBUG] <sender 1.10> Worker(/10.34.205.10:31280)
2019-07-31 :34:02.969 [DEBUG] <sender 1.02> Worker(/10.34.205.10:31272)
2019-07-31 134:02.969 [DEBUG] <sender 1.03> Worker(/10. .205.10:31273)
2019-07-31 :34:02.969 [DEBUG] <sender 1.06> Worker(/10.34.205.10:31276)
2019-07-31 :34:02.969 [DEBUG] <sender 1.14> Worker(/10.34.205.10:31284)
2019-07-31 134:02.969 [DEBUG] <sender 1.12> Worker(/10. .205.10:31282)
2019-07-31 :34:02.969 [DEBUG] <sender 1.05> Worker(/10.34.205.10:31275)
2019-07-31 :34:02.969 [DEBUG] <sender 1.00> Worker(/10.34.205.10:31270)
2019-07-31 134:02.969 [DEBUG] <sender 1.11> Worker(/10. .205.10:31281)
2019-07-31 :34:02.969 [DEBUG] <sender 1.07> Worker(/10.34.205.10:31277)
2019-07-31 :34:02.969 [DEBUG] <sender 1.13> Worker(/10.34.205.10:31283)
2019-07-31 134:02.972 [DEBUG] <sender 1.03> Worker(/10. .205.10:31273)
2019-07-31 :34:02.972 [DEBUG] <sender 1.09> Worker(/10.34.205.10:31279)
2019-07-31 :34:02.972 [DEBUG] <sender 1.00> Worker(/10.34.205.10:31270)
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2019-07-31 134:02. [DEBUG] <sender
2019-07-31 134:02. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:02. [DEBUG] <sender 1.01> Worker(/10.34.205.10:31271)
2019-07-31 134:02. [DEBUG] <sender 1.11> Worker(/10.34.205.10:31281)

1.12> Worker(/10. .205.10:31282)
1
1
1
1
2019-07-31 134:02. [DEBUG] <sender 1.02> Worker(/10.34.205.10:31272)
1
1
1
1
1

.07> Worker(/10.34.205.10:31277)
.06> Worker(/10.34.205.10:31276)

2019-07-31 134:02. [DEBUG] <sender 1.04> Worker(/10.34.205.10:31274)

2019-07-31 134:02. [DEBUG] <sender 1.14> Worker(/10.34.205.10:31284)

2019-07-31 134:02. [DEBUG] <sender 1.13> Worker(/10.34.205.10:31283)

2019-07-31 134:02. [DEBUG] <sender 1.05> Worker(/10.34.205.10:31275)

2019-07-31 134:02. [DEBUG] <sender 1.08> Worker(/10.34.205.10:31278)

2019-07-31 134:02. [DEBUG] <sender 1.10> Worker(/10.34.205.10:31280)

2019-07-31 134:03. [ INFO] <PreReader #3> Skipping source '/var/lib/ybrelay/work/local-1564598030512.fifos/task.2"'
2019-07-31 134:03. [ INFO] <PreReader #0> Skipping source '/var/lib/ybrelay/work/local-1564598030512.fifos/task.1'
2019-07-31 134:03. [DEBUG] <PreReader #3> 0 segments source#2

2019-07-31 134:03. [DEBUG] <PreReader #3> Marking source#2 'completed'

2019-07-31 134:03. [DEBUG] <PreReader #0> 0 segments source#l

2019-07-31 :34:03. [DEBUG] <PreReader #3> Setting noMoreData sequencingQueue #3

2019-07-31 134:03. [DEBUG] <PreReader #0> Marking source#l 'completed'

2019-07-31 134:03. [DEBUG] <PreReader #3> BgTask "PreReader #3" exited

2019-07-31 134:04. [DEBUG] <Sequencer #3> BgTask "Sequencer #3" exited

2019-07-31 134:04. [DEBUG] <PreReader #0> Setting noMoreData sequencingQueue #0

2019-07-31 134:04. [DEBUG] <PreReader #0> BgTask "PreReader #0" exited

2019-07-31 134:04. [DEBUG] <Sequencer #0> BgTask "Sequencer #0" exited

2019-07-31 134:04. [DEBUG] <PreReader #2> 1 segments source#3

2019-07-31 134:04. [DEBUG] <PreReader #1> 1 segments source#0

2019-07-31 :34:04. [DEBUG] <segment reader #1> Segment0.0: starting 2 bundle lanes

2019-07-31 134:04. [DEBUG] <PreReader #1> Setting noMoreData sequencingQueue #1

2019-07-31 134:04. [DEBUG] <segment reader #0> Segment3.0: starting 2 bundle lanes

2019-07-31 :34:04. [DEBUG] <PreReader #2> Setting noMoreData sequencingQueue #2

2019-07-31 134:04. [DEBUG] <PreReader #1> BgTask "PreReader #1" exited

2019-07-31 134:04. [DEBUG] <PreReader #2> BgTask "PreReader #2'" exited

2019-07-31 134:04. [DEBUG] <Wait PreReaders> PreReader finished. Calling postReadQueue.setNoMoreData()
2019-07-31 134:04. [DEBUG] <Wait PreReaders> Setting noMoreData postReadQueue

2019-07-31 134:04. [DEBUG] <Wait PreReaders> BgTask "wait for PreReaders" exited

2019-07-31 134:04. [DEBUG] <BgTask idle thread> BgTask "segment parser #1.0"

2019-07-31 134:04. [DEBUG] <segment reader #2> BgTask "segment reader #2" exited

2019-07-31 134:04. [DEBUG] <BgTask idle thread> BgTask "segment parser #1.1"

2019-07-31 134:04. [DEBUG] <BgTask idle thread> BgTask "segment parser #0.1"

2019-07-31 134:04. [DEBUG] <segment reader #3> BgTask "segment reader #3" exited

2019-07-31 134:04. [DEBUG] <BgTask idle thread> BgTask "segment parser #0.0"

2019-07-31 134:04. [DEBUG] <segment reader #0> Segment3.0: finalizing w/ eofChannelPos=477866
2019-07-31 134:04. [DEBUG] <segment reader #0> Setting noMoreData slurpedBundleQueue #0
2019-07-31 134:04. [DEBUG] <segment parser #0.1> BgTask "segment parser #0.1" exited

2019-07-31 134:04. [DEBUG] <segment parser #0.0> BgTask "segment parser #0.0" exited

2019-07-31 134:04. [DEBUG] <segment reader #0> Segment3.0: all bundle lanes exited

2019-07-31 134:04. [DEBUG] <segment reader #0> Segment3.0: mustAdoptNext= ; curFailed=false
2019-07-31 134:04. [DEBUG] <segment reader #0> BgTask "segment reader #0" exited

2019-07-31 134:04. [DEBUG] <Sequencer #2> Segment3.0: sequenced. Submitting finalizer..
2019-07-31 134:04. [DEBUG] <Sequencer #2> BgTask "Sequencer #2'" exited

2019-07-31 134:04. [DEBUG] <sender 1.09> Marking source#3 'completed'

2019-07-31 134:04. [DEBUG] <segment reader #1> Segment0.0: finalizing w/ eofChannelPos=2097199
2019-07-31 134:04. [DEBUG] <segment reader #1> Setting noMoreData slurpedBundleQueue #1
2019-07-31 134:04. [DEBUG] <segment parser #1.0> BgTask "segment parser #1.0" exited

2019-07-31 134:04. [DEBUG] <segment parser #1.1> BgTask "segment parser #1.1" exited

2019-07-31 134:04. [DEBUG] <segment reader #1> Segment0.0: all bundle lanes exited

2019-07-31 :34:04. [DEBUG] <segment reader #1> Segment0.0: mustAdoptNext= ; curFailed=false
2019-07-31 134:04. [DEBUG] <Sequencer #1> Segment0.0: sequenced. Submitting finalizer..
2019-07-31 134:04. [DEBUG] <segment reader #1> BgTask "segment reader #1" exited

2019-07-31 134:04. [DEBUG] <Sequencer #1> BgTask "Sequencer #1" exited

2019-07-31 134:04. [DEBUG] <Wait Sequencers> Sequencer finished. Calling preFinalizeQueue.setNoMoreData()
2019-07-31 134:04. [DEBUG] <Wait Sequencers> Setting noMoreData preFinalizeQueue
2019-07-31 134:04. [DEBUG] <Wait Sequencers> BgTask "Wait for Sequencers" exited

2019-07-31 134:04. [ INFO] <main> Flushing 15981 (of 19617 total)

2019-07-31 134:04. [DEBUG] <main> Setting noMoreData preSendQueue

2019-07-31 134:04. [DEBUG] <sender 1.12> Marking source#0 'completed'

2019-07-31 134:04. [DEBUG] <sender 1.12> Validating overall success closing worker sockets
2019-07-31 134:04. [DEBUG] <sender 1.12> Declaring success (maybe ) because we some
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2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 3 3 a [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender
2019-07-31 134:04. [DEBUG] <sender 1.00" exited

2019-07-31 134:04. [DEBUG] <sender .04" exited

2019-07-31 134:04. [ INFO] <main> Committing 19617 #1 people2

2019-07-31 134:06. [DEBUG] <main> Received BulkService.commitTransaction() response people2

2019-07-31 134:06. [ INFO] <main> #1 a total of 3432647 bytes 19617 good

2019-07-31 134:06. [DEBUG] <main> SessionNotifier: stopping

2019-07-31 134:06. [ INFO] <main> : 2.46MB(246.8KB/s). G/B: 19617/0( 1.88K/s). WRITE: 3.27MB(329.0KB/S). E/R:
2019-07-31 3 3 a [ INFO] <main> SUCCESSFUL BULK : Loaded 19617 good 0:00:10 ( 1 246.8KB/s WRITE: 329.0KB/
2019-07-31 134:06. [DEBUG] <main> SessionNotifier.close() calling ntsStopAndReport(false)

2019-07-31 134:06. [DEBUG] <main> Sending BulkService.done(success=true, clientMsg= ) people2

.06> Worker(/10.34.205.10:31276)
.03> Worker(/10.34.205.10:31273)
.13> Worker(/10.34.205.10:31283)
.04> Worker(/10.34.205.10:31274)
.04> Worker(/10.34.205.10:31274)
.05> Worker(/10.34.205.10:31275)
.10> Worker(/10.34.205.10:31280)
.08> Worker(/10.34.205.10:31278)
.08> Worker(/10.34.205.10:31278)
.09> Worker(/10.34.205.10:31279)
.14> Worker(/10.34.205.10:31284)
.01> Worker(/10.34.205.10:31271)
.01> Worker(/10.34.205.10:31271)
.07> Worker(/10.34.205.10:31277)
.12> Worker(/10.34.205.10:31282)
.11> Worker(/10.34.205.10:31281)
.02> Worker(/10.34.205.10:31272)
.02> Worker(/10.34.205.10:31272)
.00> Worker(/10.34.205.10:31270)
.11> Worker(/10.34.205.10:31281)
.12> Worker(/10.34.205.10:31282)
.07> Worker(/10.34.205.10:31277)
.14> Worker(/10.34.205.10:31284)
.09> Worker(/10.34.205.10:31279)
.10> Worker(/10.34.205.10:31280)
.05> Worker(/10.34.205.10:31275)
.13> Worker(/10.34.205.10:31283)
.03> Worker(/10.34.205.10:31273)
.06> Worker(/10.34.205.10:31276)
.00> Worker(/10.34.205.10:31270)
.01> Worker(/10.34.205.10:31271)
.05> Worker(/10.34.205.10:31275)
.03> Worker(/10.34.205.10:31273)
.14> Worker(/10.34.205.10:31284)
.13> Worker(/10.34.205.10:31283)
.14> BgTask "sender 1.14" exited
.03> BgTask "sender 1.03" exited
.06> Worker(/10.34.205.10:31276)
.05> BgTask "sender 1.05" exited
.11> Worker(/10.34.205.10:31281)
.01> BgTask "sender 1.01" exited
.10> Worker(/10.34.205.10:31280)
.04> Worker(/10.34.205.10:31274)
.00> Worker(/10.34.205.10:31270)
.10> BgTask "sender 1.10" exited
.02> Worker(/10.34.205.10:31272)
.11> BgTask "sender 1.11" exited
.12> Worker(/10.34.205.10:31282)
.08> Worker(/10.34.205.10:31278)
.09> Worker(/10.34.205.10:31279)
.09> BgTask "sender 1.09" exited
.07> Worker(/10.34.205.10:31277)
.07> BgTask "sender 1.07" exited
.06> BgTask "sender 1.06" exited
.13> BgTask "sender 1.13" exited
.08> BgTask "sender 1.08" exited
.02> BgTask "sender 1.02" exited
.00> BgTask "sender

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

1
1
1
.12> BgTask "sender 1.12" exited
1
1
1

.04> BgTask "sender
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2019-07-31 11:34:06.705 [DEBUG] <main> Received BulkService.done() response people2
2019-07-31 11:34:06.709 [DEBUG] <main> All - threads have
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Spark Application Options

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting up and Running a Spark Job > Spark Application Options

Platforms: All platforms

Parent topic: Setting up and Running a Spark Job

The options listed in this section are Spark application settings that you can use when you submit a Spark job that exports data to a Yellowbrick database. Some of these settings

are required.

Required Settings

Every Spark job that exports data to Yellowbrick must define the format and location of the incoming data and connectivity settings for both the Yellowbrick database and the

ybrelay service:

--export-directory STRING

Assingle directory, a single file reference, a comma-delimited list of directories/files, or a file listing reference if the argument begins with 1ist: . For example:

--format

The defaultis parquet . --format is pluggable; for example, avro and xml can be loaded by providing an external package. For example: --format

com.databricks.spark.avro

The supported formats are:

e json
e Csv
o text
s orc

e xml (via plugin; see https://github.com/databricks/spark-xml) )
e avro (via plugin; see https://github.com/databricks/spark-avro)

o jdbc ( --export-directory notrequired). Specifying this format triggers the requirement to set the --jdbc-* options.

Other Options
--bad-column-names

A subset of columns for recording in the .badrows file that the ybload operation produces. For example:

The pseudo-columns YBLOAD_ERROR_COLUMN and YBLOAD_ERROR_REASON can be supplied to record the column containing an error and the reason, respectively.
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--buffer-size
Buffer size for network packets to relay, in bytes (default: 2097152 ).
--cacert STRING

Customize trust with secured communication; use this option in combination with the --secured option. Enter the file name of a custom PEM-encoded certificate or the

file name and password for a Java KeyStore (JKS).

For PEM format, the file must be named witha .pem , .cert , .cer , .crt ,or .key extension. For example:

For JKS format, files are always password-protected. Use the following format:

where the : character separates the file name and the password.
--column-names

Optionally, a list of the column names in the destination table. (If not specified, they are discovered when the Spark job connects to the target database.)
--computed-columns FILE | STRING

Specify one or more columns in expression form or use a properties file that contains expressions. The expression language is MVEL. This option is useful for including job-

specific or task-specific context for the target table.
The following variables are supplied to each invocation of a computed column value:

e transactionId :the identifier of the row in the load job
o Spark row struct. See https://spark.apache.org/docs/latest/api/java/org/apache/spark/sql/Row.html

o taskContext: Spark task context. See https://spark.apache.org/docs/latest/api/java/org/apache/spark/TaskContext.html

For example:

two_columns=row.get(row.fieldIndex( )) + + row.get(row.fieldIndex(

task_partition_id=taskContext.partitionId()

task_stage_id=taskContext.stageId()

--connection-timeout-seconds SECONDS

Communications timeout for connections, specified in seconds. Default: 120 .
--dbname, -d

Name of the destination database (equivalent to the YBDATABASE environment variable). Default: yellowbrick
--disable-trust, -k

Disable SSL/TLS trust when using secured communications. Trust is enabled by default. See also Verifying SSL/TLS Encryption.

Important: This option is not supported for use on production systems and is only recommended for testing purposes. It may be useful to disable trust during testing, then

enable it when a formal signed certificate is installed on the system.

--filter EXPRESSION
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Avalid Spark SQL filter expression to constrain the data. A filter expression is like a SQL WHERE clause but does not use the WHERE keyword.

For example, filter a source ORC fileon _coll :

--help

Show usage/help. Default: false .
--host, -h

Destination server host name. Default: localhost
--jdbc-url STRING

JDBC URL to connect to.
--jdbc-properties STRING

JDBC properties file, containing configuration parameters for the external database.
--jdbc-table STRING

JDBC table to load.
--load-option

An option that can be passed to the ybload process. See ybload Options for possible options and values. You can specify --load-option multiple times in the
command, once per load option. The following ybload options cannot be specified: --csv-delimiter , --csv-quote , --csv-quote-escape , --linesep ,

--nullmarker .

For example:

--log-level STRING

Specify the export log level. Valid values: ERROR , WARN , INFO , DEBUG , TRACE .
--logs STRING

Specify a directory where ybrelay logs will be exported, including a summary of the end of the ybload job.
--map FILE

Specify a column mapping file that contains simple column mappings (destination column=source column). For example, specify --map column-mappings.txt , where

column-mappings.txt isa Java properties-style file with:

destination_column_one=source_column_one

In this case, a column called destination_column_one would be given input data from source_column_one .

--password, -W

Interactive prompt for the database user's password (equivalent to the  YBPASSWORD environment variable). No default.
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--port
Destination server port number (equivalent to the YBPORT environment variable). Default: 5432
--pre-sql, --post-sql

Specify a SQL statement that is invoked by the Spark driver before or after the load job. Alternatively, you can use a file reference by prefixing the file name with file: .
For example, --pre-sql file:prepare-job.sql assumes thatthe file prepare-job.sql contains a SQL template to be executed before the execution of the job

itself.

Template values can be inserted using the MVEL template syntax. The following template variables are provided:

e« transactionId : the identifier of this load job
e sparkSession :see Spark session.
« sparkContext :see Spark context.

« config : The supplied and parsed configuration for the export. Included values are config.ybTableName , config.ybHost , and so on.

For example:

--queue-depth NUMBER
Queue depth for outbound network packets to relay. Default: 16 .
--read-options STRING

Specify read options (such as basePath= ) in an external properties file and provide the path to the file.

Some of the formats for export require such options to optimize the read process or change its behavior. For example, you can manage the export of a single partition

directory structure for all formats by using basePath . For example:

-options.properties:

basePath=/user/hive/warehouse/my_table

Ifthe basePath property is not specified, Spark will export the data in the given export directory but will not export the partition keys. For read options that require a

unicode or escape code (for example, when specifying an exotic delimiter setting), use the unicode escaping syntax as follows:

-options.properties: separator=\u0001

--read-schema FILE

Specify a schema, in a Spark-specific format, that feeds the read process for certain files that do not contain schema information, such as header-less CSV and ORC files.

Specify the name of a file that contains the schema in the correct format. For example:

See Spark Format for Reading Schemas.
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--read-timeout-seconds SECONDS

Communications timeout for reads, specified in seconds. Default: 0 .
--secured

Use SSL/TLS to secure all communications. The default is not secured. See also Verifying SSL/TLS Encryption.
--spark-log-level STRING

Specify the Apache Spark log level setting. Valid values: ERROR , WARN , INFO , DEBUG , TRACE .
--table, -t

Name of the target table to load.
--task-failures NUMBER

Specify the maximum number of tolerated errors for any Spark task. Default: 1 . For details, see Error Tolerance. (See also the spark.task.maxFailures property.)
--truncate-prefix STRING, --truncate-suffix STRING

Specify a string that will be prepended or appended to data that exceeds the declared length of target columns.
--username, -U

Database login username (equivalent to the YBUSER environment variable). No default.
--write-timeout-seconds SECONDS

Communications timeout for writes, specified in seconds. Default: © .
--yb-relay-host STRING

Host name of the system running the ybrelay service. Default: localhost .
--yb-relay-port NUMBER

ybrelay port number. Default: 21212 .

Legacy Options
These options are deprecated but available for backward compatibility.

--yb-database STRING
Yellowbrick database name. The --dbname option is preferred.

--yb-host STRING
Yellowbrick database host name. The --host option is preferred.

--yb-password STRING
Yellowbrick user's password. The --password option is preferred.

--yb-port NUMBER
Yellowbrick database port number. Default: 5432 . The --port option is preferred.

--yb-table STRING
Name of the Yellowbrick table being loaded. The --table option is preferred.

--yb-user STRING
Yellowbrick user name. The --user option is preferred.
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Spark Format for Reading Schemas

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting up and Running a Spark Job > Spark Format for Reading

Schemas

Platforms: All platforms

Parent topic: Setting up and Running a Spark Job

You can use the --read-schema Spark application option to define the read process for files that do not contain schema information, such as header-less CSV and ORC files.

For example, here is the partial schema description for a specific table:

i true },
1 true },
: true },

: false },

1 true },

In this format, you have to map each column from the input schema that is being read, using one of the following types. (The configuration for writes is determined dynamically by

ybload and the Spark export process.) The typical mappings for Yellowbrick data types are shown in parentheses:

e decimal ( decimal )

o double ( double precision )
o float (real)

e long ( bigint )

e integer ( int / integer )

e short ( smallint)

e byte ( tinyint)

e string ( varchar )

¢ boolean ( bool / boolean )

« date ( date)

e timestamp ( timestamp )

Note: Yellowbrick does not support all the  data types that Spark supports. For example, the array type is not supported.
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Setting Up the ybrelay Service

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting Up the ybrelay Service

Platforms: All platforms
Parent topic: Loading Tables with Spark
In this section:
Creating a Java Keystore
Running the ybrelay-init Script
Starting the ybrelay Service Manually

TLS Support for ybrelay and Spark

This section explains how to setup ybrelay , which is part of the standard Yellowbrick ybtools package. Before installing ybtools , you must remove prior versions of
ybtools from your system. Then you can install the current version of ybtools on the system where you want to run ybrelay . For installation instructions, see Installing

ybtools.
Important: ybrelay is not supported on Windows clients.

Adedicated ybrelay instance must have network connectivity to the Yellowbrick database and must be running on a host that can be reached by the nodes where the Spark
application is running. Optionally, you can setup ybrelay to run with TLS enabled for secure network communication between Spark, the ybrelay server, and the Data

Warehouse.
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Creating a Java Keystore

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting Up the ybrelay Service > Creating a Java Keystore

Platforms: All platforms

Parent topic: Setting Up the ybrelay Service

To enable TLS support, security information for the ybrelay service must be passed to the server via a Java keystore file, which typically contains:

The private key for the server to secure identity

The public certificate reflecting the identity of the server

The public certificate to confirm the acceptable identity of all Data Warehouse systems it will be relaying to

You can create a keystore with a self-signed private key and certificate by running a keytool -genkeypair command:

$ keytool -genkeypair -noprompt -trustcacerts \
-keyalg RSA \

-alias <ENTRY_ALIAS> \

-keystore <OUTPUT_FILE> \

-storepass <STORE_PASSWORD> \

-dname CN=<HOSTNAME> \

-storetype jks

ENTRY_ALIAS
Arbitrary alias that refers to the keypair in the truststore.

OUTPUT_FILE
File name for the keystore.

STORE_PASSWORD
Password used to encrypt the keystore.

HOSTNAME
For public key infrastructure (PKI) trust, the host name specified must exactly match the host name of the ybrelay serverto
which the clients will be connecting.

You can add a certificate to an existing keystore. For example, you can add a Data Warehouse public certificate or CA certificate for trust authority by using the keytool -

importcert command:

$ keytool -importcert - > -keystore <KEYSTORE_FILE> -v

CERTIFICATE
PEM-encoded certificate file.

KEYSTORE_FILE
File path of the existing Java keystore.

If you need to retrieve the certificate for an existing system, you can run the following openssl command:

openssl s_client -showcerts -servername yb100.nyc.yellowbrick.io - yb100.nyc.yellowbrick.io:443 </dev/

The certificate will be encoded between the ----- BEGIN CERTIFICATE----- and ----- END CERTIFICATE----- markers.
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application client connecting to ybrelay , orthe ybrelay service connecting to the Data Warehouse.

Separate Keystores for the ybrelay Service and the Spark Clients
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As a best practice, Yellowbrick recommends that you create two separate keystores: a ybrelay service keystore and a client keystore, as directed in the following procedure. The

service keystore that contains the private key for the ybrelay service (which should be secured and not circulated among the clients) will belong to the ybrelay service host

only. The client keystore, which will be distributed across many Spark hosts, will contain only public key material.

1. Use the keytool command tocreate a ybrelay service keystore, such as service.jks .

2. Export the service's public certificate from the service keystore:

keytool -export -keystore service.jks -alias

3. Create a new client keystore by importing the service public certificate:

keytool -import -alias

service.crt -keystore client.jks

4. Import the Data Warehouse public certificate into the client keystore:

keytool -import -alias cluster -

cluster.crt -keystore client.jks

The result of this procedure is two keystores:

.

service.jks , which includes:
The public certificate for the ybrelay service
The private key for the ybrelay service
The public certificate for the Yellowbrick cluster
client.jks , which includes:
The public certificate for the ybrelay service

The public certificate for the Yellowbrick cluster
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Running the ybrelay-init Script

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting Up the ybrelay Service > Running the ybrelay-init Script

Platforms: All platforms

Parent topic: Setting Up the ybrelay Service

After installing ybtools ,youcanrunthe ybrelay-init scriptto create and startthe ybrelay systemd service.

Note: As a prerequisite to running the script, the JAVA_HOME environment variable must be set.

1. On CentOS/RHEL 7 and Ubuntu 16.04/18.04, initialize the ybrelay service by running the following:

ybrelay-

INFO: Creating GID: 923
INFO: Creating

INFO: Creating Systemd
INFO: JAVA_HOME environment variable detected
INFO: Adding JAVA_HOME

/etc/systemd/ /multi-user.target.wants/ybrelay.service

Group: ybrelay
User: ybrelay 1 923

ybrelay.config
Created symlink /etc/systemd/

INFO: Starting Systemd

2. Verify that ybrelay.service was started properly by running the following:

systemctl ybrelay.service
ybrelay.service - Yellowbrick Relay
Loaded: loaded (/etc/systemd/
Active: active (running) since Thu 2019-11-14 18:31:23 UTC; 57s ago
Main PID: 3320 (java)
CGroup: /system.slice/ybrelay.service
L3320 /opt/java/jrell/bin/java -Dvisualvm.display.
/opt/ybtools/etc:/opt/ybtools/1lib/relay- -3.2.0-SNAPSHOT . jar:/opt/ybtools/lib/client-com. .

/ybrelay.service; ; vendor preset:

Nov 14 18:31:23 rhel7.localdomain systemd[1]:
Nov 14 18:31:23 rhel7.localdomain ybrelay[3320]: Warning; java your

Yellowbrick Relay

/opt/java/jrell/bin

Running ybrelay-init with the --keystore option

/ybrelay.service.

=YB:Relay -Xms512m -Xmx8g -ea -classpath

JAVA_HOME fallback:

You canrunthe ybrelay-init scriptto create and startthe ybrelay systemd service. To enable a TLS configuration for network communication between the ybrelay

server and the Data Warehouse, use the --keystore option when you run the script. (To disable TLS trust for testing purposes, use the

ybrelay-init Options.

Note: The JAVA_HOME environment variable must be set before the ybrelay-init script can be run

1. On CentOS/RHEL 7 and Ubuntu 16.04/18.04, initialize the ybrelay service by running the following command:

$ sudo ybrelay-
Enter keystore
INFO: Creating
INFO: Creating

group: ybrelay GID: 923

user: ybrelay 1 923

INFO: Copying keystore /tmp/keystore.jks

/opt/ybtools/config/keystore. jks
INFO: Creating keystore /opt/ybtools/config/keystore.jks:< >

INFO: Creating systemd

Yellowbrick Data Warehouse Version 7.3.0
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INFO: JAVA_HOME environment variable detected
INFO: Adding JAVA_HOME ybrelay.config
Created symlink /etc/systemd/ /multi-user.target.wants/ybrelay.service - /etc/systemd/ /ybrelay.service.

INFO: Starting systemd

2. Verify that ybrelay.service was started properly by running the following command:

systemctl ybrelay.service
ybrelay.service - Yellowbrick Relay

Loaded: loaded (/etc/systemd/ /ybrelay.service; ; vendor preset:

Active: active (running) since Thu 2020-12-10 18:31:23 UTC; 57s ago

The ybrelay service is now running, and it is configured to listen with TLS enabled for all Spark jobs. You do not need to start the service again before submitting jobs. However,

when you run Spark jobs, you will need to specify some required TLS options that are specific to each job submission.
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Starting the ybrelay Service Manually

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting Up the ybrelay Service > Starting the ybrelay Service Manually

Platforms: All platforms

Parent topic: Setting Up the ybrelay Service

If the environment variable JAVA_HOME is not set, ybrelay-init returns the following warnings:

ybrelay-
INFO: Creating Group: ybrelay GID: 923

INFO: Creating User: ybrelay 1 923
INFO: Creating Systemd

WARN: JAVA_HOME environment variable

WARN: Please edit the ybrelay.config

WARN : will be

The following procedure explains how to set JAVA_HOME inthe ybrelay.config file, then start the service manually. ybrelay cannot be started with ybrelay-init

after the ybrelay.config file has been edited.

1. Editthe /opt/ybtools/config/ybrelay.config file and setthe JAVA_HOME path

JAVA_HOME="/opt/java/jrell”

2. After editing the configuration, enable and start the service:

systemctl ybrelay.service
Created symlink /etc/systemd/ /multi-user.target.wants/ybrelay.service /etc/systemd/ /ybrelay.service

systemctl ybrelay.service

3. Verify that the ybrelay.service was started properly:

systemctl ybrelay.service
ybrelay.service - Yellowbrick Relay
Loaded: loaded (/etc/systemd/ /ybrelay.service; ; vendor preset:
Active: active (running) since Thu 2019-11-14 18:40:33 UTC; 4s ago
Main PID: 3196 (java)
CGroup: /system.slice/ybrelay.service

L3196 /opt/java/jrell/bin/java -Dvisualvm.display. =YB:Relay -Xms512m -Xmx8g -ea -classpath
/opt/ybtools/etc:/opt/ybtools/1lib/relay- -3.2.0-SNAPSHOT. jar:/opt/ybtools/lib/client-com. .

Nov 14 18:40:33 rhel7.localdomain systemd[1]: Yellowbrick Relay
Nov 14 18:40:33 rhel7.localdomain ybrelay[3196]: Warning; java your 5 JAVA_HOME fallback:
/opt/java/jrell/bin.
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TLS Support for ybrelay and Spark

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Setting Up the ybrelay Service > TLS Support for ybrelay and Spark

Platforms: All platforms

Parent topic: Setting Up the ybrelay Service

Three separate hosts are involved ina ybrelay setup that runs a Spark job:

« Spark application platform (data source)
o ybrelay server (where the ybrelay toolis installed, with connectivity in both directions)

« Yellowbrick Data Warehouse (location of target database table)

The supported TLS configuration requires trust to be established on the entire path between the three hosts. This means that the ybrelay server is listening for requests on TLS,

and the Yellowbrick Data Warehouse is listening for requests on TLS. Also, ifa ybrelay service endpoint is configured for TLS, it is TLS-only; it cannot listen non-TLS.

The TLS configuration relies on keystores, which contain the required certificates and public/private key-pairs that the hosts use to verify trust when they receive connection

requests. A keystore includes the key material for the relay service itself, and it will share the identity of the Data Warehouse with ybload . See Creating a Java Keystore.

The ybrelay service is typically started by systemd , sothe systemd configuration needs to pass the keystore on service startup. See Running the ybrelay-init Script

TLS Requirements for Spark
Specify --cacert as a Spark application option to identify:

« The certificate used between Spark and the ybrelay server.

« The certificate used between Spark and the Data Warehouse.
Spark requires both certificates, except when the --disable-trust option isin use for testing. You can specify a keystore file as the value for the --cacert option.

See also Spark Application Options.

TLS Requirements for the ybrelay Server
Specify --keystore asa ybrelay service option to identify:

« The private key for the ybrelay service (its own private key).

« The certificate used between the ybrelay service and the Data Warehouse (to start the ybload session).

See Running the ybrelay-init Script and ybrelay Service Options.
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Spark and ybrelay Glossary

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > Spark and ybrelay Glossary

Platforms: All platforms

Parent topic: Loading Tables with Spark

Apache Spark
Open-source platform for grid computing; a framework for solving analytics problems at large scale.

Avro
Row-based storage format with its data definition in JSON, and the data itself in binary format, making it compact and efficient.

FIFOs
Named pipes, as produced by the Linux mkfifo command.

HDFS
Open-source Apache Hadoop distributed file system; manages very large data sets running on commodity hardware.

keystore
A Java keystore (JKS) file that contains certificate and public/private key information required to run Spark jobs with TLS enabled.

Parquet
Apache Parquet, an open-source column-oriented data storage format commonly used in Hadoop projects.

Spark application
An application that generically consumes any data Spark feeds it (in row form).

Spark job
Ajob that is submitted to Spark to handle large-scale data export or import.

TLS
Transport Layer Security, a communications protocol for authenticated and encrypted connections over a network. The TLS and
SSL terms tend to be used interchangeably. SSL/TLS is also used.

ybrelay
Yellowbrick "relay" client tool that accepts incoming data in various formats from any external file system and calls ybload to bulk
load it into tables.

ybload
Yellowbrick bulk load client tool.
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ybrelay Options

Yellowbrick Documentation > How-to Guides > Load Tables > Loading Tables with Spark > ybrelay Options

Platforms: All platforms

Parent topic: Loading Tables with Spark

The ybrelay service can run without options; however, many options are available, as described in this section. This section also covers options available for the ybrelay-

init script.

A simple start command would identify the work directory ( -w or --workdir option):

$ ybrelay -w ./work
14:23:34.123 [ INFO] ABOUT CLIENT:
app.cli_args

app.name_and_version

java.home

java.version
jvm.memory
jvm.name_and_version
jvm.options
jvm.vendor

0s.name_and_version

14:23:34.125 [ INFO] Yello

Startup options may be specified in the ybrelay.options file.

Contents of the ybrelay.options File

The default ybrelay.options file, foundinthe /opt/ybtools/<version>/config directory, contains the following entries:

/var/1lib/ybrelay/w
/var/ /ybrelay/logs

WARN

/var/ /ybrelay/ybrelay.log

DEBUG

10

The options in the file are defined in the following sections.

Common Options

The following ybrelay options are common to several ybtools clients.
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o@file

Specify a file that includes a set of ybrelay options and values to use. Options in the file must be specified in the following form (using separate lines for each option

name and value):

optioni
optioni

option2

option2

--cacert STRING

Customize trust with secured communication; use this option in combination with the --secured option. Enter the file name of a custom PEM-encoded certificate or the

file name and password for a Java KeyStore (JKS).

For PEM format, the file must be named witha .pem , .cert , .cer , .crt ,or .key extension. For example:

For JKS format, files are always password-protected. Use the following format:

where the : character separates the file name from the password of the keystore.
See also Secure Connections for Java-based ybtools.
--disable-trust, -k
Disable SSL/TLS trust when using secured communications. Trust is enabled by default. See also Verifying SSL/TLS Encryption.

Important: This option is not supported for use on production systems and is only recommended for testing purposes. It may be useful to disable trust during testing, then

enable it when a formal signed certificate is installed on the system.
-?, --help, --help-advanced
Return basic (or advanced) usage information for the ybrelay command and its options.
--java-version
Return the Java version that is running on the client system. The client tools require the 64-bit version of Java 8 (also known as Java 1.8). Java 9 and 10 are not supported.

--log-level

Specify the logging level for the default console output. The default level is WARN . (Use the --logfile-log-level option to specify the logging level for a named log

file.)
Using the default WARN setting reduces the logs that ybrelay writesto stderr .
--logfile

Specify the name and location of a log file for ybrelay operations. If the specified file already exists, it will be truncated. If this option is not specified, no log file is written.

When you specify this --logfile option, also specifya --logfile-log-level value otherthan OFF .

--logfile-log-level
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Specify the logging level for a given log file (as defined with the --logfile option). If the level is not specified, it defaults to the --log-level value. You must specify

a --logfile-log-level value otherthan OFF when you specify the --logfile option.
-q, --quiet

Do not write any output to the console. If --quiet is specified, you must also specify --logfile .
--secured

Use SSL/TLS to secure all communications. The default is not secured. See also Verifying SSL/TLS Encryption.
--version

Display the version of ybrelay you are running (as part of ybtools ). This option is not intended to be combined with other options. For example:

$ ybrelay

Yellowbrick

ybrelay Service Options
The following options are specific to the ybrelay service.
--address STRING, -a STRING
Listen address. Default: 0.0.0.0 .
--connection-timeout-seconds NUMBER
Connection timeout (in seconds). Default: 120 .
--idle-timeout NUMBER
Detect idle timeout for aborted loads (in minutes). Default: 5

--keystore FILENAME[:PASSWORD]

Specify the path to the Java keystore that includes the TLS private key and certificate. For example:

--log-retention-days NUMBER

Set the number of days to retain stored log files (in /var/log/ybrelay/logs or the specified logdir ). Default: 14 . This directory can grow large if a large number

of ybload logs are generated. For example, if ybrelay is running a distinct ybload operation every minute, at least 2880 files are generated daily.
--logdir STRING, -l STRING

Specify a path where log data is created and managed. Default: /var/1ib/ybrelay/work .
--logfile-backups NUMBER

Set the maximum number of log file backups. Default: 10 . The ybrelay.log file is managed with the --logfile-backups and --logfile-size values, which

set the rotation policies for this log file.
--logfile-size STRING

Set the maximum log file size. Default: 100MB .
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--port NUMBER, -p NUMBER
Listen port. Default: 21212 .
--queuesizebytes NUMBER, -s NUMBER
Set the queue size, in bytes (per load job). Default: 536870912 .
--read-timeout-seconds NUMBER
Set the read timeout (in seconds). Default: 0 .
--tasks NUMBER, -t NUMBER
Set the task count (for parallelism). Default: 4 .

--workdir STRING, -w STRING

Set the path to create and manage temporary data. Default: /var/1ib/ybrelay/work .

--write-timeout-seconds NUMBER

Set the write timeout (in seconds). Default: 0 .

--ybload STRING, -y STRING

Set the path to the ybload client.

--ybload-args STRING

Set the default arguments to ybload . Default:

--ybload-vmargs STRING

Set VM arguments to ybload (if --ybload path is notused).

ybrelay-init Options
You can specify the following options when you run ybrelay-init :
--disable-trust
Use the ybrelay service --disable-trust optionforthe systemd service.

--force

Confirm that you want to overwrite an existing configuration of the ybrelay service. For example, you must use this option if you want to change a previous keystore

configuration.
--help
Display help text for the ybrelay-init options.

--keystore

Enable use of the ybrelay service --keystore optionforthe systemd service. If youintend to use ybrelay in TLS mode, you must enable the

option here, then use the --keystore option when you run the Spark job.
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--prompt-password

Prompt the user for a password: for use in conjunction with the --keystore option. For example:

ybrelay-
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Trickle Loading Data via JDBC

Yellowbrick Documentation > How-to Guides > Load Tables > Trickle Loading Data via JDBC

Platforms: All platforms

Parent topic: Load Tables

In this section:
Example of a Trickle Load Java Program
Performance Factors

Performance Tuning

Unlike traditional OLAP systems, a Yellowbrick database stores data in both column-oriented and row-oriented storage to support both high-performance large-scale analytics and
real-time trickle loads. Column-oriented storage is common in OLAP systems because it is the most efficient storage for large-scale analytics; however, columnar storage requires
data to be loaded in large batch sizes of ten million rows or more. Because of this restriction, most analytic databases only support large bulk data loads, which both delay the time

until data is available for processing and complicate data transfer.

To support “real-time” data processing requires an approach that allows insertion of individual rows into the database. Therefore, Yellowbrick implemented a row-oriented storage
engine in addition to columnar storage. This approach allows efficient loading of individual rows with SQL INSERT statements. Data is always visible in real time because queries
automatically process data from both the row storage and the columnar storage. Additionally, Yellowbrick automatically manages data transfer between the row and column stores in

the background to maximize performance without user intervention.

This section describes the best practices required to achieve up to 250,000 rows per second using SQL INSERT statements and the JDBC driver. For higher ingest rates, up to and

exceeding 10,000,000 rows per second, you can use the Yellowbrick bulk loader ( ybload ).
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Example of a Trickle Load Java Program

Yellowbrick Documentation > How-to Guides > Load Tables > Trickle Loading Data via JDBC > Example of a Trickle Load Java Program

Platforms: All platforms

Parent topic: Trickle Loading Data via JDBC
The following Java program tests different batch sizes and concurrent connections. You can modify and run the program to test and tune your workload, or you can contact your
Yellowbrick Sales Engineer for assistance.
This example demonstrates several coding best practices that are necessary to optimize performance:

« Ensure no thread contention exists between concurrent loaders.

Use java.util.concurrent.Atomic<Class> , java.util.concurrent.<Class>Adder , and so on, to perform accumulation of statistics among threads and to

avoid thread lock contention, which decreases concurrency.

Design for batch size and use statistics to find the optimal batch size for a given workload. Do this iteratively and for each table.

Do not hand-write INSERT statements; instead use parameterized inserts using a PreparedStatement per thread.

Use addBatch/executeBatch to achieve the batching

io.yellowbri

java.sqgl.Connect

java. .Driver;

java. .DriverManager;

java. PreparedStatement;

java. .SQLException;

java. .Statement;

java. Timestamp;

java. .Base64;

java. .HashMap;

java. .Map;

java. .Properties;

java. .Random;

java. .concurrent.CompletionService;
java. .concurrent.ExecutionException;
java. .concurrent.ExecutorCompletionService;
java. .concurrent.ExecutorService;

java. .concurrent.Executors;

java. .concurrent.Future;

java. .concurrent.TimeUnit;
java. .concurrent.atomic.AtomicInteger;
java. .concurrent.atomic.LongAdder;

murl;
mDriver;
mProperties;
mOptions;
mLoader = AtomicInteger();
mInserted = LongAdder () ;
mStart;

Load ( options, properties)
.murl =
.mOptions options;
.mProperties properties;
.mDriver = DriverManager.getDriver(muUrl);
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mLoaders = 5;
mBatchSize = 500;
mTransactionSize = 500;
mInsertions = 1 * 1000 * 1000;
mDriver = H
mTable =
mTablePerLoad =
mDropTable =
muUnlogged =

[1 args)

options = Options();
(args.length < 5) {
System.err.println(
System.err.println(
System.err.printf( \n", options.mLoaders);
System.err.printf( \n", options.mBatchSize);
System.err.printf( \n", options.mTransactionSize);
System.err.printf( \n", options.mInsertions);
System.err.printf( \n", options.mDriver)
System.err.printf( \n", options.mTable)
System.err.printf( \n", options.mTablePerLoad);
System.err.printf( \n", options.mDropTable);
System.err.printf( \n", options.muUnlogged);
System.err.println(
System.err.println();
System.err.println(
System.exit(1);

properties = Properties();
properties.put( , args[3]);
properties.put( , args[4]);
( i =5; i< args.length; ++i) {
[] parts = args[i].split( N

( .equals(parts[0])) {
options.mLoaders = Integer.parseInt(parts[1]);
( .equals(parts[0])) {
options.mBatchSize = Integer.parseInt(parts[1]);
¢ .equals(parts[0])) {
options.mTransactionSize = Integer.parseInt(parts[1]);
( .equals(parts[0])) {
options.mInsertions = Integer.parseInt(parts[1]);
( .equals(parts[0])) {
options.mDriver = parts[1];
¢ .equals(parts[0])) {
options.mTable = parts[1];
( .equals(parts[0])) {
options.mDropTable = .equals(parts[1]);
( .equals(parts[0])) {
options.mTablePerLoad = .equals(parts[1]);
¢ .equals(parts[0])) {
options.muUnlogged = .equals(parts[1]);

{
properties.put(parts[0], parts[1]);
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Load(String.format( , options.mDriver, args[0], args[1], args[2]), options, properties).run()

run()
System.out.printf( \n", mUrl, mProperties);

System.out.printf( \n", mOptions.mLoaders,

connection = connect()) {

executor = Executors.newFixedThreadPool(mOptions.mLoaders);

< S 0 >> completionService = <>(executor)

(!'mOptions.mTablePerLoad) {

prepareTable(connection, mOptions.mTable);

mStart = System.nanoTime();

( i = mOptions.mLoaders; i > 0; --i) {
completionService.submit( load);

System.out.printf( \n", (mOptions.mLoaders - i) + 1);

i = mOptions.mLoaders; i > 0; --i) {

{

) {
<?> task = completionService.poll(1l, TimeUnit.SECONDS);
(task == ) {
report();
{

loader = task.get();

System.out.printf("\n , loader)

’

e) {
e.getCause();
( e) {
Thread.currentThread().interrupt();

7

System.out.println();
report();
System.out.println();

(!'mOptions.mTablePerLoad) {

System.out.println( + mOptions.mTable);
flushStart = System.nanoTime();
( statement = connection.createStatement()) {
statement.execute( + mOptions.mTable);

}
System.out.printf( \n", TimeUnit.NANOSECONDS.toMillis(System.nanoTime() - flushStart));
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{

executor.shutdown();

System.out.println(

prepareTable( connection, tableName)

(mOptions.mDropTable) {
( statement = connection.createStatement()) {
statement.execute(String.format( , tableName));

( statement = connection.createStatement()) {
statement.execute(String.format(

> load()
, > result =
= mLoader.incrementAndGet();
put( ; ael)p

random = Random( ) ;

( connection = connect()) {
connection.setAutoCommit ( )5

tableName = mOptions.mTablePerLoad String.format( , mOptions.mTable, id) mOptions.mTable;
result.put( , tableName);

(mOptions.mTablePerLoad) {

prepareTable(connection, tableName);

preparedStatement = connection.prepareStatement(String.format(

inserted = 0, uncommitted = 0, committed = 0;

(mInserted.longvalue() < mOptions.mInsertions) {

( i = mOptions.mBatchSize; i > 0; --i) {

preparedStatement.setString(1, randomString(random, a));
preparedStatement.setString(2, randomString(random, b));
preparedStatement.setLong(3, random.nextLong());
preparedStatement.setDouble(4, random.nextDouble());
preparedStatement.setTimestamp(5, Timestamp(System.currentTimeMillis()));
preparedStatement.setBoolean(6, random.nextBoolean());

preparedStatement.addBatch();

preparedStatement.executeBatch();
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uncommitted += mOptions.mBatchSize;
(uncommitted >= mOptions.mTransactionSize) {
connection.commit();
committed++;

uncommitted = 0;

mInserted.add(mOptions.mBatchSize);
inserted += mOptions.mBatchSize;
}
connection.commit();
result.put( , inserted);
result.put( , committed);

(mOptions.mTablePerLoad) {
flushStart = System.nanoTime();
( statement = connection.createStatement()) {
statement.execute( + tableName);
}
result.put( , TimeUnit.NANOSECONDS.toMillis(System.nanoTime() - flushStart));

result;

randomString( random, [1 buffer) {
random.nextBytes(buffer);

Base64.getEncoder().encodeToString(buffer);

report() {
nanos = System.nanoTime() - mStart;
inserted = mInserted.longValue();
seconds = TimeUnit.NANOSECONDS.toSeconds(nanos);
rate = inserted / seconds;

System.out.printf("\r , rate, inserted, ) seconds);

connect() {

.mDriver.connect(mUrl, mProperties);
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Performance Factors

Yellowbrick Documentation > How-to Guides > Load Tables > Trickle Loading Data via JDBC > Performance Factors

Platforms: All platforms

Parent topic: Trickle Loading Data via JDBC

Trickle load performance is primarily affected by two key factors: batch size and concurrency.

Batch size refers to the number of rows within a single database transaction. Each transaction requires additional overhead when it commits data, including writing to the transaction
log and replicating data between nodes for high availability in the case of hardware failure. Because of this overhead, you need to include multiple rows in a single transaction to

maximize performance.

For example, this JDBC operation contains a single transaction with a batch size of two:

(1,2,3, "hello’);

(2,3,4,'world");

Concurrency refers to the number of simultaneous connections to the database, each performing separate data transfer operations in separate transactions. Because the process of
loading data from the client to the server is latency bound (including network latency, JDBC driver overhead, disk latency, replication latency, and so on), to increase transfer rates,

you need to increase parallelism. As shown in the example code, the best practice in Java is to create multiple connections, each one using a separate thread.
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Performance Tuning

Yellowbrick Documentation > How-to Guides > Load Tables > Trickle Loading Data via JDBC > Performance Tuning

Platforms: All platforms
Parent topic: Trickle Loading Data via JDBC
This section shows how batch size and concurrency affect performance and how to use these measurements to maximize throughput.

Effect of Batch Size on Performance

The following graph shows how batch size affects performance when data is inserted using a single connection:

Rows/sec vs batch size
1 connection
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Batch size

With a single connection, a maximum throughput of ~25K rows per second requires a batch size of 100-150 INSERT statements per transaction. This value can vary depending on

the row width for the current table. Therefore, Yellowbrick recommends testing different batch sizes per transaction to identify which batch size is optimal for a given table.

Effect of Concurrency on Performance

The following graph shows how performance scales as the number of connections and batch size increase:
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Rows/sec vs # of Connections
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You can achieve a maximum rate of ~200K rows per second with 15 concurrent connections and a batch size of 50 INSERT operations per transaction. You can also achieve this
rate with 20 concurrent connections and a batch size of 10 INSERT operations per transaction. If fewer than 15 connections or batch sizes less than 10 are used, throughput begins

to significantly decrease.

Prepared Statements and Command Batching

When you are running multiple INSERT operations, always use prepared statements for better performance, as well as command batching, as shown in the following code example.

Choice of JDBC Driver

For query workloads, the pgjdbc-ng JDBC driver is recommended because it offers significantly higher performance and lower latency over large queries: up to 10x higher

throughput.

However, the pgjdbc-ng driver does not support batching of multiple statements efficiently. For inserting data, the regular PostgreSQL JDBC driver performs better and is

recommended.
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Running Queries

Yellowbrick Documentation > How-to Guides > Run Queries

Platforms: All platforms

Parent topic: How-to Guides

You can query your data in Yellowbrick in three ways, depend on whether you are using the appliance or are running Yellowbrick on public cloud platforms. In all instances, the
native command line client tool ybsgl can be used to execute SQL queries against Yellowbrick. Alternatively, you can use your preferred third-party ODBC/JDBC-compatible

query tool.

If you are using Yellowbrick in public clouds, you can also query your data with the Query Editor in Yellowbrick Manager.

SQL Query Commands

Yellowbrick supports ANSI SQL queries, with support for a large set of SQL functions, including window functions, and pattern matching with POSIX regular expressions. For details,

see SOL Functions and Operators. You can also use prepared statements.
Yellowbrick supports the following commands for submitting queries:

e SELECT

e SELECTINTO

o TABLE

o CREATE TABLE AS (CTAS)

o PREPARE, EXECUTE, DEALLOCATE (prepared statements)

For detailed syntax, see SOL Commands.

Transaction Blocks

You can run queries and other SQL commands within transaction blocks by using standard BEGIN and END statements. You can also create savepoints within transactions and roll

back to these savepoints.

By default, when BEGIN and END statements are not used, Yellowbrick executes transactions in "autocommit" mode; each statement is executed in its own transaction and an

implicit commit occurs at the end of the statement (assuming that execution was successful).

The only transaction isolation level that Yellowbrick supports is read committed .

Restrictions
Note the following restrictions on Yellowbrick queries:

« You can run read queries across physical databases, but you cannot write to remote databases. See Cross-Database Queries.

« You cannot run queries against a mixture of user-defined tables and system tables or views. One exception to this rule is the sys.const table, which can be queried in conjunction

with regular tables.

« You cannot create a table by selecting from PostgreSQL system catalog tables.
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Unloading Tables

Yellowbrick Documentation > How-to Guides > Unload Tables

Platforms: All platforms

Parent topic: How-to Guides

In this section:
Unloading Data to Object Storage
Unloading Data to Parquet Files
ybunload Command

Setting Up an Unload

This section explains how to unload tables and query results, using the ybunload clienttool. The ybunload clientis a high-performance parallel export tool that unloads data
to files on the client system. The client connects to the manager node, then distributes the work of reading and writing the data to the compute blades. Data can be returned to the

client in compressed (GZIP) or uncompressed files. The unloaded data can be streamed out to multiple output files or combined into a single file, depending on your requirements.
Alternatively, on cloud platforms see UNLOAD TABLE.

Download and install the unload client (as part of the ybtools package) from Yellowbrick Manager or the Customer Support download site. Then run the Linux and Windows

executable programs:

e ybunload on Linux

e ybunload.exe on Windows

Note: Yellowbrick recommends that you upgrade to the latest version of the ybtools clients when you upgrade the cluster so that your client and server versions correspond. The

client tools are backward-compatible but not always forward-compatible.

The following table shows which formats and storage targets are supported for ybunload operations:

Supported Formats Supported Storage Targets Notes
csv Local file system csv is the default unload format.
S3 or S3-compatible object storage
text Local file system
S3 or S3-compatible object storage
parquet Local file system
S3 or S3-compatible object storage

Azure Blob storage, Azure Data Lake Storage Gen2 Data unloaded to Azure object storage must be unloaded in parquet format.
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Unloading Data to Object Storage

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Object Storage

Platforms: All platforms

Parent topic: Unload Tables

In this section:
S3 Authentication Methods
Unloading Data to an S3 Bucket
Unloading Data to Azure Storage

Unloading Data to Google Storage

This section covers the details for unloading data from Yellowbrick tables to object storage systems:

« AWS S3

« S3-compatible storage
« Azure Blob storage

« Azure Data Lake Gen 2

« Google Storage
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S3 Authentication Methods

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Object Storage > S3 Authentication Methods

Platforms: All platforms

Parent topic: Unloading Data to Object Storage

There are several different ways to authenticate when you are using ybunload to unload data from AWS S3 or S3-compatible object storage. You can authenticate implicitly by
using supported S3-specific mechanisms, or explicitly by using ybunload command-line options. Your organization's S3 administrator should provide instructions for the

approach you should use. See Best Practices for Managing AWS Access Keys for further recommendations.
S3 credentials must be provided in a manner supported by ybunload and the AWS Java SDK:

« Secure methods (integrated into your organization's login/identity mechanism):
« EC2 roles (when running on Amazon EC2 instances)
o SAML 2.0-compatible identity provider
o Custom identity provider bridge to AWS
o Other methods:
e Object Storage Options

o Environment variables: AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY . Other AWS environment variables are also supported, including

AWS_SESSION_TOKEN , AWS_PROFILE , AWS_REGION ,and AWS_CREDENTIAL_PROFILES_FILE .
o URI query parameters: aws_access_key_id and aws_secret_access_key
« Acredential file, typically located at ~/.aws/credentials (location may vary by platform)
« Required Permissions

« Note that ybunload requires access to write the object.

An installation of the AWS CLI is not required, but it does provide the aws configure command, which is useful for setting credentials. For details, see the AWS Command Line

Interface documentation.

Order of Precedence for Authentication Methods

You may have multiple credential settings available to you, based on your AWS account setup and how you script the ybunload command. Therefore, it is important to know
which authentication mechanism takes precedence when the ybunload command is run. Note that credentials set explicitly with ybunload object storage options, if set (either

on the command line or in a properties file), always take precedence over implicit credentials set via aws configure or other methods.

The order of precedence is as follows:

1. Access key and access key ID specified with the --object-store-identity and --object-store-credential command-line options
2. Access key and access key ID specified with the yb.file. prefix in one of the following:

1. URI parameter

2. Properties file named with the --object-store-provider-config command-line option
3. Access key and access key ID without the yb.file. prefix in one of the following:

1. URI parameter

2. Properties file named with the --object-store-provider-config command-line option

4. Implicit authentication via environment variables and supported AWS configuration files: ~/.aws/* files: ( ~/.aws/credentials or ~/.aws/config )
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Unloading Data to an S3 Bucket

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Object Storage > Unloading Data to an S3 Bucket

Platforms: All platforms

Parent topic: Unloading Data to Object Storage

A\ Deprecated Behavior:
The method of unloading to S3 buckets shown below is deprecated, unless legacy mode is enabled.
To continue using this approach, enable legacy mode with - -use-legacy-output-backend . See ybunload options for details.

The new method of unloading from S3 buckets uses --object-storage-<option> . For usage instructions and authentication options, refer to S3 Authentication Methods.

These instructions assume that you already have an Amazon Simple Storage Service (Amazon S3) account, know the S3 location of the files you want to load, and have your

access keys ready at hand. If not, follow the instructions on the AWS site before proceeding with the information here. Specific prerequisites include:
« An Amazon S3 account with valid credentials. S3 credentials must be provided in a manner supported by the Amazon AWS Java SDK:
« Secure methods (integrated into your organization's login/identity mechanism):

e EC2 roles (when running on Amazon EC2 instances)
e SAML 2.0-compatible identity provider

« Custom identity provider bridge to Amazon AWS
o Other methods:

e Environment variables: AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY
o URI query parameters: aws_access_key_id and aws_secret_access_key

« Acredential file, typically located at ~/.aws/credentials (location may vary per platform)
« Required Permissions

« Note that ybload requires access to read both the object and object metadata. Metadata access is a grantable permission separate from read access. Attempting to load

a file from a public bucket with the option to download the file using an HTTP URL will cause ybload to fail and throw the following error:

Forbidden ( : Amazon S3; Code: 403; Error Code: 403 Forbidden; Request ID: XXXXXXXXXXXXXXXX )

Your organization's AWS administrator should provide instructions for the mechanism you use. See Best Practices for Managing AWS Access Keys for further recommendations.

« An installation of the AWS CLI (required on Linux platforms and optional on Windows platforms). This CLI provides the aws configure command for setting credentials. For

details, see the AWS Command Line Interface documentation.
Assuming that these prerequisites are in place, you can unload data from a table or a query to a folder in an S3 bucket.
To unload a table or query results to an Amazon S3 bucket:
1. Record your AWS security credentials (access key ID and secret access key).
2.Run aws configure oruse set commands to setthe environment variables for the AWS access keys.

For example, on Linux:
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$ aws configure
AWS Access ID [****#xskrssxsskrguuA]:

AWS Access [FH**rsxxssxrsisxrny) 4];

region [None]:
format [None]:

For example, on Windows:

AWS_ACCESS_KEY_ID=<
AWS_SECRET_ACCESS_KEY=<

3. Record the S3 location of the folder you want to use as the destination for the unload operation. Two formats are supported in the ybunload syntax:

o The complete HTTPS link. For example:

https://s3-us-west-2.amazonaws.com/yb-tmp/premdb/premdb_unloads

o The abbreviated S3 path. For example:

s3://yb-tmp/premdb/premdb_unloads

In this example, yb-tmp isthe S3 bucket name, with folders below it.

4. Runthe ybunload command in the usual way, providing the correct S3 path to the source file. For example:

$ ybunload -d premdb -t

Here is the equivalent command with the longer-form HTTPS link to the S3 file:

$ ybunload -d premdb -t

If you specify a log file, it must be on the local file system. Specifying a log file in an object storage location, such as an S3 bucket, is not supported.

If an S3 unload fails and is left in a hung state, you can use the ybunload command withthe --cancel-hung-uploads option to cancel the upload. For example:

$ ybunload -d premdb -t newmatchstats

110:15.922 INFO] ybunload 1.2.2-5686

110:15.924 INFO] COMMAND = -d premdb -t newmatchstats

:10:15.93 INFO] Creating S3 client search

110:16.4 INFO] Verifying

:10:16. INFO] verified

EIOEEIGH INFO] Beginning s3://yb-tmp/premdb/premdb_unloads

:10:18. INFO] : unload_1_1 .csv Upload ID = Z9FDA9SSSrBY_1wLK8RKYPDggkmOa.RGhmuY3.BYOkfCdfR._bWBMzK_7D.y33sQ5DYD1Xe|
+10:19. INFO] : RUNNING - Network Bw: 11.56 MB/s BW: 0.00 KB/s

:10:20. INFO] : RUNNING - Network BW: 3.08 MB/s BW: 5.69 MB/s

AC18:10:43.385 [ERROR] Caught AC Forcing
18:10:43.386 [ WARN] Aborting multi part upload: Z9FDA9SSSrBY_1wLK8RKYPDggkmOa.RGhmuY3.BYOkfCdfR._bwWBMzK_7D.y33sQ5DYD1Xe8I.Q3.JSWO)

[1]+ ybunload -d premdb -t newmatchstats
$ ybunload -d premdb

18:13:02.479 [ INFO] ybunload 1.2.2-5686
18:13:02.481 [ INFO] COMMAND = -d premdb
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Creating S3 client search
Looking uploads prefix

Found 1 multi part uploads.

Cancelling unload_1 1 .csv +ID: Z9FDA9SSSrBY_1wLK8RKYPDggkmOa.RGhmuY3.BYOkfCdfR._bwWBMzK_7D.y33sQ5DYD1Xe8I.Q3.
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Unloading Data to Azure Storage

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Object Storage > Unloading Data to Azure Storage

Platforms: All platforms

Parent topic: Unloading Data to Object Storage
These instructions assume that you already have a Microsoft Azure account, know the Azure location of the files you want to load, and have the appropriate credentials ready at
hand. If not, follow the instructions on the Azure portal before proceeding with the information here.
These instructions apply to both Azure Blob Storage and Azure Data Lake Storage Gen 2.

For example:

0 i +,
Show portal menu P Search resources, services, and docs (G+/)

Home > ybbobr >

7 premdb

Container
D Bearch (Cmd+n « T Upload (3 Change access level () Refresh [ Delete Z Change tier & Acquire &7 Break lease /@ View snapshots [ C
O Overview Authentication method: Access key (Switch to Azure AD User Account)

Location: premdb
& Diagnose and solve problems

S, Access Control (AM) [ search blobs by prefix (case-sensitive)
\cess Control

Settings Name Modified

.

@ Shared access tokens [] & awayteam snappy.parquet 1/27/2022, 2:15:46 PM

Access policy [ [ hometeam.snappy.parquet 1/27/2022, 2:15:46 PM

Il Properties [ 2 matchesv 4/16/2020, 4:49:11 PM
o

@ Metadara [ [ matchsnappy.parquet 1/27/2022, 2:15:46 PM

[ 2 matehot.esv 4/21/2020, 8:36:02 PM

[ 2 matchoz.csv 4/21/2020, 836:02 PM

[ [ mateho3.esv 4/21/2020, 8:36:04 PM

[ 2 matchod.csv 4/21/2020, 83603 PM

[ [2 matenos.esv 4/21/2020, 8:36:04 PM

] & newteam.csv 4/16/2020, 4:43:10 PM

[ 2 playercsv 4/16/2020, 6:44:44 PM

[ 2 seasonesv 4/16/2020, 44910 PM

[ [ seasonsnappy.parquet 1/27/2022, 2:15:46 PM

[ 2 team.snappy.parquet 1/21/2022, 2:15:46 PM

Assuming that these prerequisites are in place, you can unload data from a table or a query to files stored in an Azure container.

To unload a table or the results of a query to an Azure container:

1. Use one of the documented Azure Authentication Methods.

For example, to authenticate via the ybload command-line options, you will need:

« Astorage account name (your “identity"). Specifying the Azure endpoint ( https://<storage account>.blob.core.windows.net ) in addition to the account name is

optional.

« An access key or a generated SAS token (your “credential”) You can only access one object store per ybunload operation. For example, you cannot specify connection

details for both an Azure client and an S3 client in the same command, and you cannot unload data from multiple Azure endpoints or storage accounts.

N

Identify the location in Azure where you want the unloaded files to be stored ( container/blob ).

Atthe end of the ybunload command line, you will specify the destination with the -o option and a URI, which is an abbreviated Azure path. For example:
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-0 azure://premdb/

3. Runthe ybunload command in the usual way, but be sure to include:
» Azure identity (storage account name) and credential (access key or SAS token)

These options are not needed if you are using the Azure CLI ( az login ) means of authentication. However, you will need to specify the --object-store-endpoint

option.
See Object Storage Options.
e -0 option (destination directory)
If you want the unloaded files to be named in a specific, recognizable way, use the --prefix option.

For example, the following command would unload the match table fromthe premdb database and store the unloaded files in parquet format in an Azure container:

$ ybunload -d premdb

-0 azure://premdb/

Alternatively, you can save the identity and credential values to a Java properties file and name the file in the ybunload command. See Object Storage Options and Azure Blob

Storage URls.
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Unloading Data to Google Storage

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Object Storage > Unloading Data to Google Storage

Platforms: All platforms

Parent topic: Unloading Data to Object Storage
These instructions assume that you already have a Google Storage account, know the storage location of the files you want to load, and have the appropriate credentials ready at
hand. If not, follow the instructions on the Google Storage portal before proceeding with the information here. Specific prerequisites include:
« A Google Storage account with valid credentials and appropriate permissions:

« Credentials: You need to enable interoperability access in your Google Storage bucket and provide HMAC keys as --object-storage-credential and --object-

storage-identity .

« Permissions: The Google Storage account used for unloading to the bucket should have write permissions to the bucket.
Assuming that these prerequisites are in place, you can unload data from a table or a query to files stored in a Google Storage bucket.
To unload a table or the results of a query to a Google Storage bucket:

1. Use HMAC keys for authentication.

You can only access one object store per ybunload operation. For example, you cannot specify connection details for both a Google Storage client and an S3 client in the

same command, and you cannot unload data from multiple Google Storage endpoints or storage accounts.
2. ldentify the bucket location in Google Storage where you want the unloaded files to be stored.

At the end of the ybunload command line, you will specify the destination with the -0 option and a URI, which is an abbreviated Google Storage path. For example:

-0 gs://premdb/

3. Runthe ybunload command in the usual way, providing the correct bucket location.

For example, the following command would unload the match table from the premdb database and store the unloaded files in parquet format in a Google Storage bucket:

$ ybunload -d premdb

-0 gs://premdb/

Alternatively, you can save the identity and credential values to a Java properties file and name the file in the ybunload command. See Object Storage Options.

If you specify a log file, it must be on the local file system. Specifying a log file in an object storage location, such as an GS bucket, is not supported.
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Unloading Data to Parquet Files

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Parquet Files

Platforms: All platforms
Parent topic: Unload Tables
In this section:
Data Type Mapping for Parquet Unloads

Parquet Processing Options

This section explains how to unload data from Yellowbrick tables in Apache Parquet format (a binary, structured columnar storage format). Apache Parquet format is supported in
ybload and ybunload operations. Certain options and parameters that work for flat files are not supported for parquet unloads, and a few options are specific to

parquet unloads.

The standard set of Yellowbrick data types are automatically mapped to native and logical parquet data types; you do not need to specify any mapping. However, if you want to
load (or reload) parquet data into a Yellowbrick table, you must make sure that the target column names in the table DDL match the names in the parquet schema. You can

use parquet-tools to checkthe schemaof parquet files before loading.
The following ybunload options are specific to Parquet unloads:

o --format parquet :required for all unloads to parquet files. This format must be setin the ybunload command.

« Some optional Parquet Processing Options. You may need to set or modify some of these options, depending on the specific requirements of the data you are unloading.

Note: If you are unloading data to Azure Blob Storage or Azure Data Lake Storage Gen2, it must be unloaded in parquet format.
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Data Type Mapping for Parquet Unloads

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Parquet Files > Data Type Mapping for Parquet Unloads

Platforms: All platforms

Parent topic: Unloading Data to Parquet Files

The following table shows which parquet types are used when data from Yellowbrick tables is unloaded in parquet format. For more details about each type, go to the linked

topic.

Note: You cannot modify the mapping of Yellowbrick types to parquet types when data is unloaded with ybunload . Only the following default mappings are supported. For
example, even if the range of valuesina BIGINT table column would fit a smaller target parquet data type, the target type will always be an INT64 type, as shown in the

table.

Yellowbrick Data Type

Mapped Data Type in Unloaded Parquet Files

BOOLEAN Boolean

SMALLINT INT32 (16 bits, signed)

INTEGER INT32 (32 bits, signed)

BIGINT INT64 (64 bits, signed)

DECIMAL FIXED_LEN_BYTE_ARRAY (ranging from 4 to 16 bytes)
REAL Float

DOUBLE PRECISION Double

uuID FIXED_LEN_BYTE_ARRAY (16 bytes)

VARCHAR String (Binary)

CHAR

DATE INT32 (Date)

TIME INT64 (Time), adjusted to UTC, up to microseconds precision
TIMESTAMP INT64 (Timestamp), adjusted to UTC, up to microseconds precision

TIMESTAMP WITH TIME ZONE

IPV4

IPV6

MACADDR

MACADDRS

String (Binary)
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Parquet Processing Options

Yellowbrick Documentation > How-to Guides > Unload Tables > Unloading Data to Parquet Files > Parquet Processing Options

Platforms: All platforms

Parent topic: Unloading Data to Parquet Files
This section covers ybunload options that are specific to unloads in parquet format. These options do not apply to unloads in csv and text format.
--opt-tmp-buffer-size NUMBER

Set the buffer size (in bytes) to be used for string operations such as transcoding. The default size is 3145728 , which is large enough, in most cases, to hold the maximum
width of an unloaded row, given that the size of the row is multiplied for transcoding purposes. In some cases, the default buffer size may not be big enough. If ybunload

returns a prompt to adjust this buffer, you can increase it; otherwise, use the default value. This option is similar to the --pre-parse-buf-size optionin ybload .
--parquet-disable-dictionary-compression, --no-parquet-disable-dictionary-compression

Disable dictionary compression. Dictionary compression is enabled by default for parquet unloads.
--parquet-rowgroup-size NUMBER

Set the size, in bytes, of a parquet row group:

o Default: 52428800
e Maximum size: 1073741824

e Minimum size: 1048576

A parquet row group is a segment of a parquet file (similar to a shard of data stored for a Yellowbrick table). A row group contains a set of rows and associated statistics, such

as minimum and maximum values. You may need to limit the row group size for the following reasons:
« The row group size directly affects unload performance. Memory usage on the ybunload client will be proportionally higher with an increase in row group size.

Skipping during reloads of unloaded parquet files will be limited if the range in maximum and minimum values for a row group is too large. For example, if all the rows for
an unloaded table are written to the same row group in a parquet file, a subsequent load from that file cannot benefit from skipping. Other query planning optimizations,

such as predicate pushdown, may be inhibited as well.

« ybunload may buffer up to one row group per blade. Increasing the row group size has a direct impact on ybunload memory usage, and for large systems, may

cause ybunload to run out of memory.

--parquet-write-buffer-size NUMBER

Parquet write buffer size (in bytes). Default: 8192
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ybunload Command

Yellowbrick Documentation > How-to Guides > Unload Tables > ybunload Command

Platforms: All platforms

Parent topic: Unload Tables

In this section:
Saving Unload Options to a File
ybunload Examples
ybunload Options

ybunload Output Files

Each ybunload command defines:

» Atargettable ora SELECT statement. All referenced tables must exist in the database, and the ybunload client user must have SELECT privileges on those tables.
« An absolute or relative path to a destination directory (local, S3, Azure)
« Database connection options

« Options for processing the unload, formatting the output, and compressing the data

Basic Syntax

ybunload { -t } -o destination [options]

You can unload either all of the rows in a single table ( -t ) or the results of a valid query ( -s ). Only SELECT statements are supported with the -s or --select option.

You cannot unload the results of other SQL statements, such as INSERT or CREATE TABLE AS ( CTAS ).

Use -? or --help toreturn a list and description of the basic options:

$ ybunload
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Saving Unload Options to a File

Yellowbrick Documentation > How-to Guides > Unload Tables > ybunload Command > Saving Unload Options to a File

Platforms: All platforms

Parent topic: ybunload Command

You can use the @file option to save a set of reusable settings to plug into a ybunload operation. You cannotuse @file to save and re-run an entire ybunload

specification.

Note: To save an unload query to a file, use the --select-file option.

To save and use options files with @file :

1. Determine the set of options that works to unload a particular data set.

2. Check that these options are appropriate by unloading the data once in the usual way.

3. Save the options to a text file in a location that is accessible to the ybunload client. For example:

$ more myoptions.txt
-d
premdb

bobr

-0
/home/ybdata/premdb_unloads

Note: The name of an option and its value must be on separate lines in the file.

4. Runthe ybunload command withthe @file option:

$ ybunload @/home/ybdata/myoptions.txt -W

INFO] ybunload 5.4.0-20220228155915

INFO] COMMAND = @/home/ybdata/myoptions.txt -W
INFO] Verifying

INFO] verified

16:24:16.209
16:24:16.211
16:24: .211
16:24:16.292

16:24: .090
16:24:17.094
16:24:17.096
16:24: .098

INFO] Network I/O Complete. Waiting I/0
INFO] Finalizing...
INFO] complete

Yellowbrick Data Warehouse Version 7.3.0

[
[
[
[
16:24:16.296 [ INFO] Beginning /home/ybdata/premdb_unloads
[
[
[
[

INFO] Transferred: 302.19 KB Avg Network BW: 21.09 MB/s Avg

15.53 MB/s
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ybunload Examples

Yellowbrick Documentation > How-to Guides > Unload Tables > ybunload Command > ybunload Examples

Platforms: All platforms

Parent topic: ybunload Command

The following ybunload examples do not show the ABOUT CLIENT messages that are routinely shown at the top of the output. These messages are logged mainly for

troubleshooting purposes. For example:

13:50:28.174 [ INFO] ABOUT CLIENT:
app.cli_args -d premdb -t newmatchstats

app.name_and_version ybunload 2.0.0-9942

java.home /usr/1ib/jvm/java-8-oracle/jre

java.version 1.8.0_101

jvm.memory 512.00 MB (max=6.00 GB)

jvm.name_and_version Java HotSpot(TM) 64- VM (build 25.101-b13, mode)

jvm.options -Xms512m, -Xmx6g, -XX:+UseG1lGC, -Dapp.name=ybunload, -Dapp.pid=6295, -Dapp.repo=/usr/lib/ybtools/1lib, -D
jvm.vendor Oracle Corporation

os.name_and_version = Linux 4.4.0-31-generic (amd64)

Unload a table to a folder in an S3 bucket

Unload the match table to a folder inside an AWS S3 bucket. The bucket name is yb-tmp . See also Unloading Data to an S3 Bucket.

$ **ybunload -d premdb -t

Verifying
verified

Beginning s3://yb-tmp/premdb/premdb_unloads
Network I/O Complete. Waiting I/0

unload_1_1 .csv Upload ID = SpQLEmQYU.4rbHB3NL7ZLXtdGN4Xs3ZGeWlc_F214HtI7FzBnWLsPZPH2UhVgOhJXKLDknal

FINALIZING - ( Sockets: 0 - Files 0 Other Streams 1)

Finalizing...

complete
Transferred: 304.00 KB Avg Network BW: 24.75 MB/s Avg write rate: 264.58 KB/s

Unload the results of a query to a text file

This example shows the query itself on the command line. An alternative approach is to use the --select-file option to call a file that contains the SQL statement. The - -

select-file optionis recommended for longer, more complex queries.

$ **ybunload -d premdb
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Verifying

verified
Beginning /home/yb100/premdb_unloads
Network I/O Complete. Waiting I/0
Finalizing...
complete
Transferred: 429.00 B Avg Network BW: 40.64 KB/s Avg write rate:

Unload query results in parquet format

In this example, the results of the same query from the previous example are unloaded in parquet format to a local directory. The query text is passed in with the

file option and a prefix is used for the unload file.

$ ybunload -d premdb
user bobr:

[ INFO] Removing existing files that prefix=goals_per_match
INFO] removing goals_per_match_1_0_.parquet
INFO] Verifying
INFO] verified
INFO] Beginning /home/brumsby/premdb_unloads

INFO] = DgNzJrAIz_RIMXw4zhiKDkZf7TVkYN1AMOQFPYwuWUF8dbgbRaXcuBBlhOEUtwI=

INFO] Network I/O Complete. Waiting I/0

INFO] ¢ FINALIZING - ( Sockets: 0 - Files 0 Other
INFO] Finalizing...

INFO] complete

INFO] Transferred: 4.00 B Avg Network BwW: 2.39 KB/s Avg write rate: 0.00 KB/s

The schema of the resulting file looks like this:

goals_per_match_1_0_.parquet

optional season_name (STRING);

optional int32 numteams ( (16, true));
optional int64 total_goals ( (64,true));
optional fixed_len_byte_array(4) goals_per_match (

--select-

The data in the file looks like this:

% -tools cat goals_per_match_1_0_.parquet
season_name = 1995-1996

numteams = 20

total _goals = 988

goals_per_match = 2.60

season_name = 1996-1997
numteams = 20
total_goals = 970

goals_per_match = 2.55

See also Unloading Data to Azure Storage for another example of an unload in parquet format.
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resulting files look like this:
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Unload a table to multiple 1GB files

Unload a table and set a maximum file size of 1GB per output file:

-d newdb -t newmatchstats -W -o /home/yb100/premdb\_unloads

Verifying
verified
Truncating existing files that

Beginning /home/yb100/premdb_unloads

RUNNING - Network BW: 35.11 MB/s BW:
RUNNING Network BW: 34.57 MB/s BW:
RUNNING Network BW: 35.16 MB/s BW:

RUNNING - Network BW: 34.56 MB/s
Network I/O Complete. Waiting I/0
Finalizing...

complete

Transferred: 2.46 GB Avg Network Bw: 34.16 MB/s Avg

-d premdb -t newmatchstats

Verifying

verified
Beginning /home/yb100/premdb_unloads
Network I/O Complete. Waiting I/0
Finalizing...

complete

Transferred: 4.33 MB Avg Network Bw: 41.27 MB/s Avg

Yellowbrick Data Warehouse Version 7.3.0

.22 MB/s
.50 MB/s
.36 MB/s

.70 MB/s

write rate: 64.86 MB/s

Unload a table in parallel, in GZIP format, using a prefix for the output file names

write rate: 39.39 MB/s
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ybunload Options

Yellowbrick Documentation > How-to Guides > Unload Tables > ybunload Command > ybunload Options

Platforms: All platforms

Parent topic: ybunload Command

This section contains detailed descriptions of the options you can use ina ybunload command. Note the following points about the format of these options and their values:

« Options are listed in alphabetical order for quick reference.
« Option names are shown in lowercase; they are case-sensitive.

« Specific valid option values (such as true and false )are shown in lowercase. Variables for option values, such as STRING , are shown in uppercase. Option values are

not case-sensitive.

» The requirements for quoting option strings vary by client platform. Values are shown without quotes, but quotes are sometimes required. For example, if you specify the #

character in a Linux shell, it must be enclosed by single or double quotes. If you are using a Windows client, see also Escaping Quotes in Windows Clients.
See also Common Options in ybtools and Parquet Processing Options.
--cancel-hung-uploads :

A Deprecated Behavior:

This option is deprecated, unless legacy mode is enabled. See option --use-legacy-output-backend for more details.

Attempt to cancel any multi-part uploads to S3 that were left in a hung state because of a previous failure. You must use this option independently; you cannot unload data and

cancel uploads in the same ybunload command. In this case, the -o option specifies the destination for the uploads that were failing.

For example:

$ ybunload -d premdb

Warning: Any other uploads to the specified bucket may be canceled if the files have the same prefix.

Note: Files that are uploaded to S3 are first written to temporary storage. After an interrupted unload, these files remain in this temporary location, but the --cancel-hung-

uploads operation clears them. This operation does not clean up any files in the final unload destination (the actual path to the S3 bucket and its folders).

See also Unloading Data to an S3 Bucket and --max-file-size.

--column-prefix STRING, --parquet-column-prefix STRING
Supply a column prefix that overrides the default prefix ( _coL_ ) used to generate and disambiguate column names in the schema
of unloaded csv / text files with headers or parquet files. Column names in a parquet schema must be unique. For example, if
a join query used in a ybunload command produces multiple columns with the same name, a prefix must be used to make them
unique. When duplicate column names are found, the second column name and any additional duplicates are renamed with the
prefix and a number (for example, _coL 2, _coL 3).

For example, in this case a simple cross-join of tables t1 , t2 ,and t3 produces three output columns named c1 :

premdb=#
cl | cl | c1

1| 10 | 100
(1 )
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An unload of this row in parquet format with the default column prefix produces the following results:

-tools unload_2_0_.parquet
{
optional int32 c1 ( (32,true));
optional int32 _COL_2 ( (32, true));
optional int32 _COL_3 ( (32,true));

-tools head unload_2_0_4.parquet

10
100

If you set --parquet-column-prefix 'duplicate' inthe ybunload command, the columns will be named as follows:

-tools unload_2_0_.parquet
{
optional int32 c1 ( (32,true));
optional int32 duplicate2 ( (32, true));
optional int32 duplicate3 ( (32,true));

-tools head unload_2_0_.parquet

duplicate2 10
duplicate3 100

--compress, -¢c NONE | GZIP_FAST | GZIP | GZIP_MORE | GZIP_BEST | GZIP_STREAM_FAST | GZIP_STREAM |
GZIP_STREAM_MORE | GZIP_STREAM_BEST | SNAPPY | LZO | ZSTD

The defaultis NONE . The GZIP_ options write data as GZIP compressed files in two different compression modes: "block mode" and "stream mode." The GZIP*

options run in block mode, and the GZIP_STREAM* run in stream mode. See ybunload Output Files.

GZIP and GZIP_FAST are synonyms. GZIP_MORE provides better compression, but slower unload performance, and GZIP_BEST provides the best compression

but much slower performance.

GZIP_STREAM and GZIP_STREAM_FAST are synonyms. GZIP_STREAM_MORE provides better compression, but slower unload performance, and
GZIP_STREAM_BEST provides the best compression but much slower performance. The GZIP_STREAM_* options are intended to be used only if your downstream
workflow tools cannot handle gzip files containing multiple compression blocks. Additionally, the GZIP_STREAM_* options consume significantly more network

connections than the GZIP* options, meaning many network routers won't be able to handle the increased number of connections reliably.

The SNAPPY , LZO ,and ZSTD options are only for use with parquet format unloads.

--delimiter STRING | UNICODE_CHARACTER

Define the field delimiter that will separate columns of data in output files. The default is a tab character ( '\t' )in text format, and a commain csv format.
Valid delimiters include special characters suchas '|' , Unicode characters, and other supported escape sequences.
Note: The delimiter cannot be the null byte ( ©x00 ).

--disable-column-aliases, --no-disable-column-aliases

Do not retain column aliases that were specified in a SQL statement fora ybunload operation. Column names are automatically generated and used in place of any

aliases to form the schema in the unloaded csv / text files with headers or parquet files. The default behavior is to retain column aliases.

For example, assume that the ybunload command specifies this query:
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Ifthe --disable-column-aliases option is also specified, the aliases ( sid , mday , ft , ht )in the query are not retained in the output files:

-tools DisableSelectAliases_2_0_.parquet

{

optional int32 seasonid ( (16, true));

optional int64 matchday ( (MICROS, true));
optional ftscore (STRING);
optional htscore (STRING);

If --disable-column-aliases is notspecified (or --no-disable-column-aliases is specified), the aliases are retained:

-tools NoDisableSelectAliases_1_0_.parquet
{
optional int32 ( (16, true));
optional int64 mday ( (MICROS, true));
optional ft (STRING);
optional ht (STRING);

--disable-column-names, --no-disable-column-names
Do not retain column names that were specified in the DDL for a table that is being unloaded. Column names are automatically
generated and used in place of the DDL column names to form the header row in the unloaded csv / text files with headers or
parquet files. The default behavior is to retain column names.

For example, an unload of the match table with --disable-column-names specified will produce the following parquet schema:

-tools match_table_disablecols_1_0_.parquet
{

optional int32 _COL_1 ( (16, true));

optional int64 _COL_2 ( (MICROS, true));

optional int32 _COL_3 ( (16, true));

optional int32 _COL_4 ( (16, true));

optional _COL_5 (STRING);

optional _COL_6 (STRING);

The _COL_* column names replace the DDL column names:

premdb=# \d
Column | | Modifiers

seasonid
matchday
htid
atid
ftscore

htscore

Ifthe --parquet-column-prefix option is also specified, the column names are replaced accordingly. For example, --parquet-column-prefix 'MatchCol'

produces:

-tools match_table_prefix_disablecols_1_0_.parquet

{

optional int32 MatchColl ( (16, true));
optional int64 MatchCol2 ( (MICROS, true));
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optional int32 MatchCol3 ( (16, true));
optional int32 MatchCol4 ( (16, true));
optional MatchCol5 (STRING);

optional MatchCol6é (STRING);

--force-quote 'column,column,..." | "*'

Specify a list of columns to quote in the output files, or specify '*' for all columns. This option is allowed only when you are using csv format. NULL values are not

quoted, regardless of this option.
--format CSV | TEXT | PARQUET

Select the output format to use: text (tab-delimited by default), csv (comma-delimited by default), or parquet . The default formatis csv and creates files with a

.csv extension. Text format creates files with a . txt extension.
--header
Include a header row with column names for each output file, only appliesto csv and text format.
--linesep LF | CR | CRLF | RS
Specify a row separator. The defaultis LF .
RS : The ASCII Record Separator (ASCIl code 30 , Unicode INFORMATIONAL SEPARATOR TWO , hex 0x001e ).
--max-file-size

Specify the maximum size of a file that ybunload can export. For example: 10GB or 1TB . Do not use fractional values. The default maximum is 50GB. The minimum

file size is 1GB.

Note: AWS S3 uploads are made up of a series of "parts.” Each part must be >5MB, and no multi-part upload may exceed 10,000 parts. The default part size is 6MB, which
means that each file that is uploaded to S3 cannot exceed 60GB. This restriction does not limit the total amount of data that ybunload can upload to S3, only the size of

individual files. Increasing the default part size is not recommended.
--nullmarker

String to use as a null marker in the unloaded files. For example:

For --format text loads, the default null markeris \N .

For other formats, no default null marker is used. In the output, NULL values will appear as adjacent delimiters with no text between them.
-0

Name a local file directory where the unload directories and files will be placed. If you do not specify a location, your current working directory will be used. The default prefix

for unload files is unload , but you can modify it by setting the --prefix option.

Note: If an output file with a given prefix already exists in the location where you are unloading data, ybunload returns an error. For example:

18:56:51.166 [ERROR] Unable : ./unload_1_1_.csv already

existing

You can work around this error by removing the file manually, by using the --truncate-existing option, or by setting the --prefix option.

--object-storage-*

Yellowbrick Data Warehouse Version 7.3.0 Page 262 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

See Object Storage Options. These options apply to loads and unloads from and to Azure, AWS S3, and S3-compatible systems.

--parallel, --no-parallel

Enable parallel processing on all workers for the final sort operation that occurs when an unload query contains an ORDER BY clause. By default, the final ORDER BY sort

runs on a single compute node. If the unload query does not have an explicit ORDER BY clause, this option has no effect.

When you use the --parallel option, files are unloaded in streams from each compute node, and the rows are guaranteed to be sorted within each file and within each

stream. However, the complete set of files from all of the workers will not be unloaded in order.

If you intend to reload data that was unloaded with the --parallel option, itis recommended that you create the target table witha SORT ON column. The presence of
a SORT ON column causes ybload source files to be loaded in fully sorted order. If you need to stitch the unload files together for loading or for use in other

applications, you may need to write a script that checks the first and last lines of each unloaded file.
See also --select, -s and ybunload Output Files.

--prefix

Specify a prefix to attach to each unload file name. The defaultis unload . For example, if you use the prefix 04-30-18 , the files are numbered consecutively in the

following format:

04-30-18_1_1_.
04-30-18_1_2_.
04-30-18_1_3_.

04-30-18_1_4_.
04-30-18_1_5_.

The convention for naming files is as follows:

<prefix_><streamID_><partnumber_>.<extension>

o« prefix_ :Asdefined, or unload by default.

e stream id_ :Anumber assigned to each data stream from the workers. The streams are not in any particular order relative to a specific compute node, and a single

compute node may provide multiple streams.
e partnumber_ :Anincrementing number starting from 1 for each stream.

e« .extension :file type, suchas .csv or .gz .
--quote UNICODE_CHARACTER

Specify the character to use for quoting.
--quote-escape UNICODE_CHARACTER

Specify the character to use for escaping quotes.
--select, -s

Run a SQL SELECT statement to unload data; any valid query is allowed. You cannot unload the results of other SQL statements, such as INSERT or CREATE TABLE

AS ( CTAS).
If any column in the SELECT list produces an INTERVAL data type, the unload operation will fail.

Note: If you want to unload data to a single file, use the --select option and include an ORDER BY clause in the query. Sorting the unloaded data in this way requires

the entire result set of the query to fit into memory (or memory plus spill space).
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--select-file, -f

Specify a file that contains the query you want to run in the ybunload operation (instead of entering the statement directly on the command line with the --select

option). You can use this option and the @file option inthe same ybunload command.
--stdout

Unload data to stdout instead of a destination directory. When you use this option, also specify -q , --logfile ,anda --logfile-log-level value other than

OFF .
--table, -t

This option supports TABLENAME , SCHEMA.TABLENAME , or DATABASE.SCHEMA.TABLENAME formats. If you do not specify the schema name, the table is assumed
to be inthe public schema. You do not have to quote table names that have mixed case. For example, all of the following table entries are valid for a table named

AwayTeam :

-t public.
-t
-t

-t AwayTeam

--truncate-existing

Remove all the existing output files in the destination directory that have the same prefix as the files being unloaded. You cannot use this option when unloading data to AWS

S3 buckets.
--use-legacy-output-backend

Enables the legacy file I/O behavior for ybunload , as used in versions before 7.2.0.

A Enabling this mode disables support for --object-store-<option> , which means ybunload will notbe able to handle gs , azure ,or azdl2 URIs.
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ybunload Output Files

Yellowbrick Documentation > How-to Guides > Unload Tables > ybunload Command > ybunload Output Files

Platforms: All platforms

Parent topic: ybunload Command
This section describes the output files that ybunload exports to the client.

Naming of Output Files

Use the --prefix option to give unique namesto ybunload output files. If you do not use this option, files are named with the default unload prefix. When an unload

operation produces multiple files, they are numbered consecutively. For example:

unload_1_1_.csv

unload_1_2_.csv
unload_1_3_.csv

The convention for naming files is as follows:

<prefix_><streamID_><partnumber_>.<extension>

prefix_ :As defined, or unload by default.

stream id_ :Anumber assigned to each data stream from the workers. The streams are not in any particular order relative to a specific compute node, and a single compute

node may provide multiple streams.
e partnumber_ :Anincrementing number starting from 1 for each stream.

e« .extension :file type, suchas .csv or .gz .

Note: By default, unloaded GZIP compressed files do not have a file extension (suchas .csv or .txt )when you decompress them. If necessary, you can use the gunzip

command with the -c option to decompress and rename each file. For example:

$ gunzip -c unload_1_1 .gz > unload_1_1 .txt

Number and Size of Output Files
The number and size of files generated to complete the unload depends on the following factors:

« max_file_size setting forthe ybunload command. If a file reaches this limit (by default, 50GB for regular file systems and 60GB for S3), ybunload closes that file
and starts writing to a new file. This occurs as many times as necessary to complete the unload. The max_file_size value is not the maximum size of the unload; it is the

maximum size of a single file generated by an unload stream from a single compute node. Each compute node unloads a separate data stream.

« The plan that is generated for the unload query and how many compute nodes have data at the top of the plan. A ybunload planisthe same asa SELECT query plan

except that the top of the plan tree has a "data output" node.

o The compression ( --compress ) option that is chosen for the ybunload command.
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Compressed and Uncompressed Files
Unload files are compressed in either "block mode" or "stream mode."

The GZIP_* compression options operate in block mode, which consolidates output files as much as possible, such that the number of files exported back to the client is no
greater than it would be without the use of compression. The size of compressed compared to uncompressed files will differ, but the number is the same. Block mode compression
(or no compression) results in one file per compute node that has data at the top of the plan tree. If a compute node is not used in the plan at all or produces no data at the top of the

plan, it does not contribute a file. Yellowbrick recommends the use of block mode GZIP options in most cases.

The GZIP_STREAM_* options operate in stream mode. Stream mode compression results in potentially more files being exported: typically one file per compute node per core.
The GZIP_STREAM_* options are intended to be used only if your downstream workflow tools cannot handle gzip files containing multiple compression blocks. Additionally, the
GZIP_STREAM_* options consume significantly more network connections than the GZIP* options, meaning many network routers won't be able to handle the increased

number of connections reliably.
Where possible, all workers and CPU cores are used for unload queries. Regardless of the compression option that you use, the following exceptions apply:

« Single-compute node queries: Only one compute node executes the plan, so only as many files as there are cores on that compute node are exported.

.

Queries that select only part of a data set: If the unload query constrains a narrow segment of data (such as a date range or a set of low-cardinality values), only a subset of the

workers may contain any data to be unloaded, resulting in fewer output files.

« Queries involving sorts that do not specify the --parallel optioninthe ybunload command. In this case, a final sort on a single compute node and a single core will
yield only one output file. (To guarantee a single-file unload, make sure the unload query has an ORDER BY clause and do not specify the --parallel optioninthe

command.)

« Queries involving aggregates. The final aggregation phase of the plan is done on one compute node, resulting in a reduced number of files, similar to the sort query case.

To summarize, in most cases the number of output files produced by an unload query will be one file per compute node that has data at the top of the plan. If you change the
max_file_size setting, the unload may generate more files or fewer files. For example, if you are doing a 6TB unload (uncompressed) from a 15-node cluster with perfect data
distribution, that would be ~410GB per blade. With a default max_file_size of 50GB, the unload would produce 9 files per blade for a total of 135 files. To reduce the number of

output files for the unload to 15, you could specify a larger max_file_size , such as 500GB.

Specific Compression Options
Block mode:

e GZIP and GZIP_FAST are synonyms (for the fastest compression option).
e GZIP_MORE provides better compression, but slower unload performance

e GZIP_BEST provides the best compression but much slower performance.
Stream mode:

e GZIP_STREAM and GZIP_STREAM_FAST are synonyms (for the fastest compression option).
e GZIP_STREAM_MORE provides better compression, but slower unload performance

e GZIP_STREAM_BEST provides the best compression but much slower performance.
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Setting Up an Unload

Yellowbrick Documentation > How-to Guides > Unload Tables > Setting Up an Unload

Platforms: All platforms

Parent topic: Unload Tables

This section summarizes the steps required to unload data from a Yellowbrick database.
1. Make sure the target Yellowbrick database is up and running.
2. Determine the output destination and the format of the unloaded files.
3. Runthe ybunload command as a user with SELECT privileges on the tables referenced in the command.

You must define a few essential pieces of information in the command. You can also specify a range of other processing, formatting, and logging options, as needed.

ybunload [options] -t

e [options] : You will need to set some database connection values if they are not already set with environment variables. Other options depend on the nature of the data and

related formatting requirements for the load.
« table :the target table for the unload. Alternatively, you can unload the results of a query, using the -s (select) option instead of -t .
o --format : csv (comma-delimited by default), text (tab-delimited by default), or parquet (binary)

Note: Azure object storage only supports unloaded data in parquet format.

o -0 destination :Alocal file system where the client user has write permissions or a supported object storage system where the client user has credentials to upload files.

(See Unloading Data to Object Storage. You can also unload data to stdout .
You can specify a prefix for the output files so that they are named consistently and uniquely for a given unload.
Compressed GZIP ( .gz ) output files are supported.

For more details, see ybunload Options, Common Options in ybtools, and ybunload Examples.

Tip: If you are regularly unloading data into the same directory location with the same prefix, use the --truncate-existing option to remove files from previous runs.

Otherwise, the output directory may contain a mix of unload files from different runs, or the unload may fail with an error.
4. Query the following system views to track unload progress and look at completed unload operations:

e sys.log_unload

e sys.unload
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Client Tools and Drivers

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers

Platforms: All platforms

Parent topic: How-to Guides

In this section:
Installing ybtools
Setting Up a Database Connection
Downloading Drivers
Installing the Java Runtime Environment
Opening Network Ports for Clients
Uninstalling ybtools

Using the ADO.NET Driver

Yellowbrick provides ODBC, JDBC, and ADO.NET drivers and a suite of client tools. For information about supported drivers, see Downloading Drivers.
The ybtools package consists of the following client tools:

e ybsql
e ybload

e ybunload

ybbackup, ybrestore, and ybbackupctl

e ybdumpschema

ybdumproles

e ybrelay

Supported Client Platforms

The client tools are supported on the following platforms:

o Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS and 24.04 LTS
e RHEL and CentOS 7, 8, and 9

o AIX7.2

« macOS 10.10 and later

« Windows Server 2012 and later, and Windows 10

Important: ybrelay is not supported on Windows clients.

OpenSSL and OpenLDAP Libraries
The ybtools package on Linux client platforms depends on:

e OpenSSL: libssl 1.0

e OpenLDAP: libldap-2.4-2
If necessary, you can install these libraries as follows:

e Ubuntu: apt-get install openssl
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« RHEL and CentOS: yum install openssl

Client Downloads

You can download the appropriate ybtools package for your operating system either from Yellowbrick Manager or from the Yellowbrick Customer Support site. Check your
Yellowbrick server version first so you can download the corresponding version of the tools. If you do not have access to either of these portals, contact your customer sucess

manager.
To download ybtools from Yellowbrick Manager, navigate to Support — Drivers and Tools:

Note: The Generic package consists of the Java-based bulk load and backup tools. The other tools are platform-specific and cannot be part of this Generic package. This

package may be useful if your client platform is not among those listed or is incompatible with those provided.

The tools can also now be downloaded as a docker container that you can spin up in your environment. For more information on installation and usage instructions, please refer to

installing ybtools on docker.
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Installing ybtools

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools

Platforms: All platforms
Parent topic: Work with Tools & Drivers
In this section:
Installing the “generic" ybtools
Installing ybtools on AIX
Installing ybtools on Docker
Installing ybtools on Linux
Installing ybtools on macOS

Installing ybtools on Windows

The following sections explain how to install ybtools

Platform Installer File Name

AIX 7 ybtools-*.aix7.2.ppc.rpm
EL7 ybtools-*.el7.x86_64.rpm
EL8 ybtools-*.el8.x86_64.rpm
EL9 ybtools-*.el9.x86_64.rpm
Ubuntu ybtools-

18 *.ubuntu.18.04.x86_64.deb
Ubuntu ybtools-

20 *.ubuntu.20.04.x86_64.deb
Ubuntu ybtools-

22 *.ubuntu.22.04.x86_64.deb
Ubuntu ybtools-

24 *.ubuntu.24.04.x86_64.deb
macOS ybtools-

*.macos.x86_64.dmg

Windows ybtools-

*.windows.x86_64.exe

Generic ybtools-

*.generic.noarch.tar.gz

Yellowbrick Data Warehouse Version 7.3.0

on the following supported client platforms:

Supported OS Versions

AIX7.2

Red Hat and CentOs Enterprise Linux 7 (64-bit)

Red Hat and CentOs Enterprise Linux 8 (64-bit)

Red Hat and CentOs Enterprise Linux 9 (64-bit)

Ubuntu 18.04 LTS (64-bit)

Ubuntu 20.04 LTS (64-bit)

Ubuntu 22.04 LTS (64-bit)

Ubuntu 24.04 LTS (64-bit)

macOS 10.10 and later

Windows Server 2012 and later, and Windows 10 (64-bit)

Other 64-bit UNIX-like environments, including Alpine Linux and Cygwin. Java tools only: ybsqgl ,

ybdumpschema , and ybdumproles are notincluded.
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Installing the "generic" ybtools

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools > Installing the "generic" ybtools

Platforms: All platforms

Parent topic: Installing ybtools
You can install ybtools on certain platforms that do not have a dedicated operating-system package. The “generic" package may work for you if your client platform is not listed
as one of the supported operating systems or is incompatible with those listed.

This package does not provide an installer; it is simply a zipped ybtools directory. Therefore, it does not update any environment variables (such as PATH or

LD_LIBRARY_PATH ). The individual ybtools scripts will update the LD_LIBRARY_PATH as needed when they are run.

[

Download the generic package from the Yellowbrick Manager. Go to Support > Drivers and Tools > Client Tools. For example: ybtools-6.1.2-

aB8363b32.1234.generic.noarch.tar.gz

N

If necessary, copy the downloaded package to the client system.

w

Decompress and extract the generic.noarch.tar.gz file to adirectory of your choice. The result will be a top-level ybtools directory with some subdirectories. (For

example, use the gunzip and tar -xvf commands.)

If you want ybtools to be accessible to all users, Yellowbrick recommends using the usr/bin/ directory. Then you can create soft links to the unzipped location for

specific tools. For example:

% 1n -s /usr/bin/ybtools/bin/ybload /usr/bin/ybload

If ybtools isintended for your individual use, Yellowbrick recommends using your home directory. Then add the unzipped location of the ~/ybtools/bin directory to your

pathinyour .profile or .bashrc file. For example:

% export =$! :~/ybtools/bin

« If you need to use multiple versions of ybtools under UNIX/Linux environments, you can use the generic package for the versions that you do not want to be the default for

all users.
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Installing ybtools on AIX

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools > Installing ybtools on AIX

Platforms: All platforms

Parent topic: Installing ybtools

Follow these steps to install the client tools on an AlX client system:
1. Download the package for AIX from the Yellowbrick Manager. Go to Support > Drivers and Tools > Client Tools.

2. Yellowbrick client tools are installed by default at /opt/ybtools and require at least 200MB of free space. Ensure there is enough space on the /opt directory for the

installation:

$ df -g

Filesystem GB blocks Free %Used Iused %Iused Mounted
/dev/hd4 .09 .06 36% 2420 15% /
/dev/hd2 .06 23 89% 37171 40% /usr
/dev/hd9var .19 .16 17% 950 3% /var
/dev/hd3 5 5 2% 33) 1% /tmp

/dev/hd1 .03 .03 2% 7 1% /home
/dev/hd1ladmin ol 1% 5 1% /

/ - -/
/dev/hd10opt 14452 3% /opt

/dev/1ivedump 1% 4 1% /var/adm/ras/livedump

If necessary, increase the amount of space on the /opt directory:

$ chfs -a =4G /opt
Filesystem changed

$ df -g

Filesystem GB blocks Free %Used Iused %Iused Mounted
/dev/hd4 .09 0.06 36% 2420 15% /
/dev/hd2 .06 0,23 37171 40% /usr
/dev/hd9var .19 0. 950 3% /var
/dev/hd3 022 0 85 1% /tmp

/dev/hd1 .03 0 1% /home

/dev/hd1ladmin 0.12 o 9 1% /

/ - -/

/dev/hd10opt ‘ 2% /opt

/dev/1ivedump 9 4 1% /var/adm/ras/livedump

Note: On RHEL and AIX clients, you can install ybtools in a different preferred location. You do not have to use the default installation directory.

3. Check the md5sum of the RPM package:

$ csum -h MD5 ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm

ebb49ee3ed738d6471cc34bf8fdfd3ea ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm

4. Install the ybtools package:
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$ yum install ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm

where the package name is ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm in this example.

5. If you see the following error when you run ybsql , setthe LIBPATH environment variable:

program ybsql:
module libldap.a(libldap-2.4.s0.2) could be loaded.
module libldap.a(libldap-2.4.s0.2).
error: such directory

$ export LIBPATH=

$ ybsql
ybsql the Yellowbrick interactive terminal.

r example, the following installation was run on an AIX 7.1 client system:

$ yum install ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm

Failed locale, defaulting ©

AIX_Toolbox

AIX_Toolbox/primary_db

AIX_Toolbox_71

AIX_Toolbox_71/primary_db

AIX_Toolbox_noarch

AIX_Toolbox_noarch/primary_db

Setting up Install Process

Examining ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm: ybtools-6.1.2-a8363b32.1234.aix7.1.ppc
Marking ybtools-6.1.2-a8363b32.1234.aix7.1.ppc.rpm be installed
Resolving Dependencies

Dependencies Resolved
4.9 MB/s | 6.0 MB
Running
Running Test
Test Succeeded

Running

Installing : libgcc-6.3.0-2.ppc

Installing : cyrus-sasl-2.1.26-3.ppc

Installing : openldap-2.4.48-1.ppc
Group does exist.

Installing : ybtools-6.1.2-a8363b32.1234.aix7.1.ppc
Installed:

ybtools.ppc 0:6.1.2-a8363b32.1234
Dependency Installed:
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cyrus-sasl.ppc 0:2.1.26-3 libgcc.ppc 0:6.3.0-2 openldap.ppc 0:2.4.48-1

Complete!
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Installing ybtools on Docker

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools > Installing ybtools on Docker

Platforms: All platforms

Parent topic: Installing ybtools
To run ybtools using docker, ensure that Docker is installed on your client system. See Intalling Docker Desktop
Once Docker is installed and verified as running, you can use the following commands to run the tools container:
docker

docker

ybsql
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Installing ybtools on Linux

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools > Installing ybtools on Linux

Platforms: All platforms

Parent topic: Installing ybtools

Make sure that Java 1.8 64-bit is installed on your client system. See Installing the Java Runtime Environment.

Follow these steps to install the client tools on an Ubuntu, Debian, or CentOS Linux client system:

=

Download the package for your client operating system from the Yellowbrick Manager. Go to Support > Drivers and Tools > Client Tools.

N

If necessary, copy the downloaded package to the client system.

w

From the client directory where the download file was copied, run the appropriate installation commands, which must be run as sudo :

Ubuntu 18.04 LTS, 20.04 LTS, 22.04 LTS, 24.04 LTS: Install the ybtools package:

$ sudo apt- install ./ybtools-6.1.12-7a4d6a43.3360.ubuntu.20.04.x86_64.deb

where the package name is ybtools-6.1.12-7a4d6a43.3360.ubuntu.20.04.x86_64.deb in this example.

RHEL/CentOS 7.0, 8.0, 9.0:

1. Remove the old version of ybtools :

$ sudo yum ybtools

2. Install the new ybtools package:

$ sudo yum install ybtools-6.1.2-a8363b32.1234.el7.x86_64.rpm

where the package name is ybtools-6.1.2-a8363b32.1234.e17.x86_64.rpm in this RHEL 7.0 example.

For example, the following installation was run on an Ubuntu 16 client system:

$ sudo apt- install ./ybtools-6.1.12-7a4d6a43.3360.ubuntu.20.04.x86_64.deb

Reading package lists... Done

Building dependency tree

Reading information... Done

Note, selecting of

The packages were automatically installed are longer
bsh libasm3-java libganymed-ssh2-java libisl13 libjackrabbit-java libjline-java libjna-java libjna-jni libjna-platform-java libj
1libjsoncppOv5 1iblldb-3.8 1ibllvm3.8 libmaven-scm-java libnetbeans-cvsclient-java libruby2.2 libsisu-guice-java 1lvm-3.8 1lvm-3.
nagios-plugins-common python3-bcdoc ruby2.1-dev

them.

The packages will be upgraded:

ybtools
1 upgraded, 0 newly installed, 0 346 upgraded.
Need 0 B/185 MB of archives.
this operation, © B of additional space will be used.
:1 /home/brumsby/ybtools-6.1.12-7a4d6a43.3360.ubuntu.20.04.x86_64.deb ybtools amd64 6.1.12-7a4d6a43.3360 [185 MB]
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(Reading ... 229176 files directories currently installed.)
Preparing unpack .../ybtools-6.1.12-7a4d6a43.3360.ubuntu.20.04.x86_64.deb
Unpacking ybtools (6.1.12-7a4d6a43.3360) (5.4.0-20220620182315)
Setting up ybtools (6.1.12-7a4d6a43.3360)

-alternatives: setting up selection of ybbackup

-alternatives: /opt/ybtools/bin/ybbackup provide /usr/bin/ybbackup (ybbackup) mode

-alternatives: setting up selection of ybbackupctl

-alternatives: /opt/ybtools/bin/ybbackupctl provide /usr/bin/ybbackupctl (ybbackupctl) mode
-alternatives: setting up selection of ybdumproles

-alternatives: /opt/ybtools/bin/ybdumproles provide /usr/bin/ybdumproles (ybdumproles) mode
-alternatives: setting up selection of ybdumpschema

-alternatives: /opt/ybtools/bin/ybdumpschema provide /usr/bin/ybdumpschema (ybdumpschema) mode
-alternatives: setting up selection of ybload

-alternatives: /opt/ybtools/bin/ybload provide /usr/bin/ybload (ybload) mode

-alternatives: setting up selection of ybrelay

-alternatives: /opt/ybtools/bin/ybrelay provide /usr/bin/ybrelay (ybrelay) mode
-alternatives: setting up selection of ybrestore

-alternatives: /opt/ybtools/bin/ybrestore provide /usr/bin/ybrestore (ybrestore)

-alternatives: setting up selection of ybsql

-alternatives: /opt/ybtools/bin/ybsql provide /usr/bin/ybsql (ybsql) mode

-alternatives: setting up selection of ybtoken

-alternatives: /opt/ybtools/bin/ybtoken provide /usr/bin/ybtoken (ybtoken) mode
-alternatives: setting up selection of ybunload

-alternatives: /opt/ybtools/bin/ybunload provide /usr/bin/ybunload (ybunload)

-alternatives: setting up selection of ybrelay-

-alternatives: /opt/ybtools/config/ybrelay- provide /usr/bin/ybrelay- (ybrelay-

On Linux clients, the tools are installed by defaultin /opt/ybtools . For example:

$ cd /opt/ybtools
me@yb:/opt/ybtools$ 1s
bin config integrations 1lib 1license.txt

Note: On RHEL and AIX clients, you can install ybtools in a different preferred location. You do not have to use the default installation directory.

If the locale on the client system is not compatible with the locale set for the database, you may see an error of the following form when you connect to a database with the ybsql

client:

$ ybsql -d yellowbrick -h vm100.yb. -U yellowbrick
user yellowbrick:
ybsql: FATAL: conversion LATIN1 LATIN9

Make sure your client locale is consistent with the database locale. You can use the locale command to return client settings:

$ locale
LANG=
LC_COLLATE=

LC_CTYPE=
LC_MESSAGES=

To check which locales are installed on your client system, use the locale -a command.
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Installing ybtools on macOS

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools > Installing ybtools on macOS

Platforms: All platforms

Parent topic: Installing ybtools

You can install ybtools on macOS versions 10.10 and later.

1. Download the macOS package from the Yellowbrick Manager. Go to Support > Drivers and Tools > Client Tools. For example: ybtools-6.1.2-

a8363b32.1234.macos.x86_64.dmg .
2. If necessary, copy the downloaded package to the macOS client system.

3. Double-click the .dmg file. The Yellowbrick Client Tools installer opens.

[ BN ] Yellowbrick Client Tools

TOOL

ybtools.pkg uninstall.tool

L
Yellowbrick

4. Double-click the ybtools.pkg icon and step through the installation program as directed. Be sure to accept the license agreement.
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‘& Install Yellowbrick Client Tools

Welcome to the Yellowbrick Client Tools Installer

@ Introduction

—

Yellowbrick client Tools for macOS

Welcome to Yellowbrick client Tools 5.2.4-20210715011821 for macOS!
This installer will guide you through the installation process.

The Yellowbrick client tools (ybtools) include the following:

* ybsql: A command line interface (CLI) to run interactive commands and
explore the data on your database cluster.

* ybload: Native loader to rapidly populate your database from a variety
of sources.

* ybunload: Export tool to extract data from your database.

* ybbackup/ybrestore/ybbackupctl: Backup and Restore tools to quickly
and safely back up your data and restore it to other Yellowbrick clusters.
* ybdumpschema: Export the database schema from your database
cluster.

* ybdumproles: Export the database roles from your database cluster.

d Continue

Note: You can change the default installation directory if required.

5. When the installation is complete, check the contents of the installation directory. For example:

eo0e Yellowbrick Data
<[> =HBmiol my #-
Devices Name -
(©) Remote Disc ¥ % Client Tools
bin
[ Yellowb... = "
= > config
Favorites » integrations
@ AirDrop i lib
license txt
E All My Files
7 iCloud Drive
#3% Applications
[ Desktop
M Documents
© Downloads

Yellowbrick Data Warehouse Version 7.3.0

Q Search

Date Modified

Today, 5:25 PM

Today, 5:25 PM

Today, 5:25 PM

Today, 5:25 PM

Today, 5:25 PM
Yesterday, 10:03 PM
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Installing ybtools on Windows

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing ybtools > Installing ybtools on Windows

Platforms: All platforms

Parent topic: Installing ybtools

Make sure that Java 1.8 64-bit is installed on your client system. See Installing the Java Runtime Environment.
Follow these steps to install the client tools on a Windows client system:

1. Download the Windows package from the Yellowbrick Manager. Go to Support > Drivers and Tools > Client Tools.

2. If necessary, copy the downloaded package to the client system.

3. As an Administrator user, double-click the downloaded file to start the installation program (for example, ybtools-6.1.2-a8363b32.1234.windows.x86_64.exe ).
The Client Tools Setup Wizard starts up.

4. Click through the Setup Wizard and respond to all of the prompts. Note the following options:

You can select the tools to install:

¢ Yellowbrick Data Client Tools Setup — Y

Choose Components -
Choose which features of Yellowbrick Data Client Tools you want to install. ( a7

Chedk the components you want to install and unchedk the components you don't want to
install. Click Mext to continue.

. Description
Select components to install: PIvESOL - SOL Clie
YBSOL - SOL Client Paosition waour mouse

YBDMPSCH - Schema Expr over a component ko
YBOMPROL - Role Export |  see its description,
YBLOAD - Bulk Load Tool
YBUMNLOAD - Bulk Unload -

Space required: 43. TMB

Mullsaft Tnstall Svskem w2, 51-1
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You can choose an installation directory:

43 Yellowbrick Data Client Tools Setup - X
Ohoose Install Location -
Choose the folder in which ta install Yelowbrick Data Clent Toos. {

Setup wil install Yelowbrick Data Chent Tools in the folowng folder. To instal in a different
folder, chick Browes and sslact another folder. Cick Install to start the nstalation.

The default installation location is as follows:

C:\Program Files\Yellowbrick \Client Tools

5. Optionally, set the Path variable to point to the installation directory.

6. Right-click the Start menu.

7. Select System > Advanced System Settings > Environment Variables...

8. Edit the Path variable and add the client tools location to the beginning of the string. In this example, the default location is added.

Environment Variables s

Uses variables for almcconaughey

Nariable Value

™ HUSERPROFILE%\AppDatatLocal Temp

New... Edit.. Delete

System variables

Variable Velue -

ComSpec C:\Windows\system32\emd exe

NUMBER_OF PROCESSORS &

s Windows_NT

Path C:\ProgramData\ Oracie\Javal javapath: C\Windows\ system32:C:\Wi...

PATHEXT COMEXE: BAT: CMO:. VBS: VBE JS: JSE.WSF WSH MSC

PROCESSOR_ARCHITECTURE  AMDS4

PROCESSOR IDENTIFIER Inted Family & Model 7% Steopina 1. Genuinelntel =
New... Edet. Delete

Changing the Console Code Page

After installing ybtools , run a simple ybsgl command and check for the following WARNING message:

WARNING: Console code (437) differs code

8- characters might work correctly....

To change the console code page:

1. Each time you open a new command line console, set the code page by entering (for example):
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chcp 1252

at the command prompt, where 1252 is the Windows Latin 1 (ANSI) code page. Set the code page for your environment, as indicated by the warning message. If you are using

Cygwin, you can put this chcp commandin /etc/profile .

2. Set the console fontto Lucida Console ;the raster font does not work with the ANSI code page.

JVM Settings on Windows Clients

Under normal circumstances, the default JVM settings for Yellowbrick client tools should be appropriate for most workloads. However, you may need to increase these settings

because of memory requirements, for example. If so, here is an example you can follow for ybload :

@echo

base options JVM
defined JVMOPT (
JVMOPT=-Xmx16g -Xmslg

launch JAVA_HOME/JAVACMD
defined JAVA_HOME (
JAVACMD=

defined JAVACMD (
%JAVACMD% %JAVAOPT% %JVMOPT% -classpath
(

*
%

Save these settings to a file such as ybload.bat and place the file nextto ybload.exe inyour ybtools installation.

Yellowbrick Data Warehouse Version 7.3.0

io.yellowbrick.ybload.Main
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Setting Up a Database Connection

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection

Platforms: All platforms

Parent topic: Work with Tools & Drivers

In this section:
Configuring SSL/TLS for Tools and Drivers
Common Environment Variables in ybtools
Common Options in ybtools
Examples of OAuth 2.0/0IDC Connections

Object Storage Options

To run the client tools, you have to start a database session on the data warehouse instance where the target database, tables, and other objects reside. This session requires

connection details and other login information that you can provide either as command-line options or as current values for environment variables.
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Configuring SSLITLS for Tools and Drivers

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers

Platforms: All platforms
Parent topic: Setting Up a Database Connection
In this section:
Secure Connections for ODBC/JDBC Clients and ybsq|
Obtaining a Certificate Chain
Secure Connections for Java-based ybtools
SSL/TLS Overview
Troubleshooting SSL Issues

Verifying SSL/TLS Encryption

This section explains how to configure secure connections, using SSL/TLS encryption, for both Yellowbrick tools and third-party tools that connect via ODBC and JDBC.
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Secure Connections for ODBC/JDBC Clients and ybsq|l

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLI/TLS for Tools and Drivers >

Secure Connections for ODBC/JDBC Clients and ybsql

Platforms: All platforms
Parent topic: Configuring SSL/TLS for Tools and Drivers
In this section:

Secure Connections for DBeaver Clients

Secure Connections for JDBC Clients

Secure Connections for ODBC Clients

Secure Connections for ybsql (libpq)

This section covers SSL connection requirements and methods that are specific to the PostgreSQL ODBC and JDBC drivers and the ybsql client tool, which are based on the
same libpqg implementation. This section assumes that you are working with the PostgreSQL-developed ODBC and JDBC drivers. For drivers provided by other vendors, the

concepts are the same but the specific implementation details, such as property names, are likely to be different.

The PostgreSQL drivers and ybsql use the PostgreSQL model of SSL modes to determine whether TLS/SSL is used when they connect to the server and, if so, how and under
what restrictions. You can set the SSL mode with the operating-system environment variable YBSSLMODE or PGSSLMODE , or with an sslmode connection property, depending

on how you are connecting.

If you choose an SSLMODE requiring verification, the certificate(s) of one or more trusted CAs must be located in ~/.yellowbrick/root.cert on Linux clients or

%APPDATA%\yellowbrick\root.crt on Windows clients. These modes are used to prevent being a victim of server identity spoofing.

SSL Mode for ODBCI/JDBC Clients and ybsq|l

Important: SSL-only connectivity is enabled for all data warehouse instances. Therefore, all client connections must use SSL.

The default Yellowbrick SSL mode is prefer , which supports encryption of all network communications between the client and the server instance but does not check certificates
to verify that the host system is trusted. If you want to use the default prefer mode, you do not need to specify an SSL mode when you log in to an instance from ybsql . The

allow and require modes also attempt SSL connections and will fail if an SSL connection cannot be made. For example:

% export YBSSLMODE=require
% ybsql

ybsql (6.1.0)

(protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits:
\h help commands
\? help ybsql commands
\g terminate semicolon query
\q quit

If you want to use one of the SSL modes that verify trust in addition to encrypting network communication ( verify-ca or verify-full ), you may need to obtain and export
the "chain of trust" from the Yellowbrick instance, make sure the certificates in the chain are valid, and place them in the correct location on the client system. A verified SSL
connection checks the signature of the certificate to verify that it comes from a trusted certificate authority (CA), and that the hostname used in the connection matches the subject

alternative name (SAN) in the certificate.
For details about obtaining certificates and troubleshooting SSL connections, see Obtaining a Certificate Chain.

If you don't set up the chain of trust correctly, you will see the following error:
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% export YBSSLMODE=verify-ca
% ybsql
ybsqgl: exist

Either provide the change sslmode verification.

SSL Modes

Whether you use the environment variable or a connection property, YBSSLMODE accepts the following values:

SSL Mode Description
allow Attempt a non-SSL connection. If it fails, attempt an SSL connection. All non-SSL connections will fail in Version 6.x.
disable Only attempt a non-SSL connection. *Do not use this option; all non-SSL connections will fail in Version 6.x.*Because all client connections must use SSL,

setting YBSSLMODE=disable always results in a failure to connect:
% export YBSSLMODE=disable
% ybsql

ybsql: FATAL: SSL connection is required

prefer Attempt an SSL connection, but do not verify trust. If the connection fails, attempt a non-SSL connection. prefer is the default option.

require Only attempt an SSL connection. If a root CA file is present, verify the certificate as if verify-ca is specified.

verify- Attempt an SSL connection and verify that the server certificate is issued by a trusted CA. Verify that the server is trustworthy by checking the certificate
ca chain up to a trusted certificate authority (CA).

verify- Only attempt an SSL connection. Verify that the server certificate is issued by a trusted CA and that the server host name matches the name in the
full certificate. Verify that the server host name matches its certificate’s Common Name (CN) attribute. If the CN attribute starts with an asterisk (*), it is a

wildcard and will match all characters except a dot (.). This means the certificate will not match subdomains and will not match if an IP address is used

instead of a host name. verify-full isrecommended in most security-sensitive environments.

Creating a Client-Side root CA File

If you are using an SSL mode that verifies trust, you need to have a root CA file on your client host that contains the needed certificates. The file will typically be provided by your

DBA or IT staff. If that is not the case, you can manually create the file yourself. Note that this file:

« Must contain the intermediary certificate(s) and root certificate for the server(s) you are connecting to.
« May contain intermediary and root certs for connecting to multiple different servers.

» Must be a text file that contains PEM certificates (base 64-encoded text).
You can explicitly include the root CA bundle file name as a connection property or simply use the default file name and path for your specific client operating system, as shown in
the following table:
Operating System Location Notes

Linux, AIX, macOS ~/.postgresqgl/root.cert Root certs are needed for ybsqgl but not for Java-based ybtools . Intermediary certs may be
needed in both cases.

~/.yellowbrick/root.cert
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Operating System Location Notes

Windows %APPDATA%\postgresqgl\root.crt

%APPDATA%\yellowbrick\root.crt

Yellowbrick and PostgreSQL diverge slightly in terms of SSL support. Yellowbrick does not support two-way trust; therefore, only the root.cert or root.crt files can be used

when connecting to Yellowbrick.

Environment Variables and Connection Properties
You can set the defaults for most connection properties by using environment variables. You can also explicitly set them and override the defaults or environment variable settings as
part of the connection. The following table lists the environment variables and their 1ibpqg connection property names.

Yellowbrick Environment Variable PostgreSQL Environment Variable Connection Property Notes

YBHOST PGHOST host Use a fully qualified host name if you are connecting with

an SSL verify trust mode.

YBHOSTADDR PGHOSTADDR hostaddr Do not use with an SSL verify trust mode.
YBPORT PGPORT port If no port is specified, the defaultis 5432 .
YBDATABASE PGDATABASE dbname
YBUSER PGUSER user
YBPASSWORD PGPASSWORD password
YBAPPNAME PGAPPNAME application_name
YBSSLMODE PGSSLMODE sslmode See SSL Modes for details.
YBSSLROOTCERT PGSSLROOTCERT sslrootcert
PGREQUIRESSLMODE requiressl Deprecated in favor of YBSSLMODE/PGSSLMODE .

Setting Environment Variables

The most common way to set the TLS/SSL connection options you want to use is through the environment variables. Using the environment variables will set the default values for
all drivers and applications that use 1ibpqg . These values can then be overridden at the application or driver level when connecting. When these properties are evaluated, the

order of precedence is as follows:

« Connection property (if set)
« YB* environment variable

« PG* environment variable

The command syntax for setting environment variables differs by operating system and command shell. For example, to set YBSSLMODE to require , use:

Operating System Statement
Linux, AIX, and macOS export YBSSLMODE=require
Windows CMD set YBSSLMODE=require
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Operating System Statement

Windows PowerShell $env:YBSSLMODE = 'require'
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Secure Connections for DBeaver Clients

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Secure Connections for ODBC/JDBC Clients and ybsql > Secure Connections for DBeaver Clients

Platforms: All platforms

Parent topic: Secure Connections for ODBC/JDBC Clients and ybsql

By default, the DBeaver client application does not enable SSL. You need to explicitly enable SSL in the Yellowbrick connection settings. The user interface for setting up an SSL

configuration for DBeaver varies by version; however, the main steps are the same across all versions. The following example is for DBeaver Version 7.3 on macOS.

Connection "yellowbrick" configuration

Connection settings

Yellowbrick connection settings

» Connection settings
General
Metadata
Errors and timeouts
» Data editor
» SQL Editor

Test Connection ...

¢ Yellowbrick

Main  Yellowbrick  Driver properties = SSH  Proxy [skls

Use SSL Profile:

All SSL parameters are optional.
You must specify SSL certificates if they are required by your server configuration.

B»

Parameters
CA Certificate: I/Users/jamesbond/yelIcwbrick/yellcwbrick.io.pem| I [ ]
Client Certificate: | ‘ [ ]
Client Privat . |
disable
Advanced ‘ allow
prefer
SSL mode:
verify-ca L
SSL Factory: verify-full

Cancel

DBeaver uses the PostgreSQL-developed JDBC drivers for Yellowbrick connections. Therefore:

« DBeaver uses the same defaults as a JDBC connection.

« If you have not explicitly set the YBSSLMODE or PGSSLMODE environment variable and do not require trust verification, you do not need to set any properties.

« DBeaver uses the Java certificate keystore. This means that even if you set the SSL mode to verify-ca or verify-full , you may not need to provide a certificate file.

« The same two properties discussed in previous sections are the only properties you may need to set: the SSL mode and the root certificate, which only needs to be set if you are

not using the default root certificate file.

Yellowbrick Data Warehouse Version 7.3.0
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Secure Connections for JDBC Clients

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Secure Connections for ODBC/JDBC Clients and ybsql > Secure Connections for JDBC Clients

Platforms: All platforms

Parent topic: Secure Connections for ODBC/JDBC Clients and ybsq|

By default, the PostgreSQL JDBC driver uses the YBSSLMODE or PGSSLMODE environment variable to determine if SSL is going to be used. When SSL is used, the connection
uses the root certificate file pointed to by the YBSSLROOTCERT environment variable, if specified. If this variable is not specified, the connection uses the default root.cert or

root.crt filein the default location (if it exists).

Example: JDBC Connection String

In JDBC, you can set or override the values by specifying the properties in the URL. For example:

jdbc:postgresql://yb14.slc.yellowbrick.io:5432/yellowbrick?sslmode=require&sslrootcert=c:/ybd/star.slc.yellowbrick.io.pem&Applicat

These instructions pertain to the PostgreSQL JDBC driver. If you are using the pgjdbc-ng driver, see http:/impossibl.github.io/pgjdbc-ng/docs/current/user-guide/#connection-ssl
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Secure Connections for ODBC Clients

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Secure Connections for ODBC/JDBC Clients and ybsql > Secure Connections for ODBC Clients

Platforms: All platforms

Parent topic: Secure Connections for ODBC/JDBC Clients and ybsq|

By default, the PostgreSQL ODBC driver uses the YBSSLMODE or PGSSLMODE environment variable to determine if SSL is to be used. If SSL is going to be used, the connection

uses the root.crt filein the default location (if it exists) or the root.crt file pointed to by the YBSSLROOTCERT environment variable.

If you are not using environment variables for SSL-related connection settings or want to override the values in use, you can set the connection properties in the Windows DSN GUI,

inthe odbc.ini file, or via "DNS-less" ODBC 1libpg connection properties (depending upon your connection type).

Example: Windows Ul

You can specify the SSL mode to use in the ODBC driver setup:

PostgreSQL ANSI ODBC Driver (psqlODBC) Setup X

Data Source |yb_req_tust Description IUses libpq sl params
Database | yellowbrick SSL Mode | require v

Server |yb14.sle.yellowbrick.i Port :]
User Name | yellowbrick Password

Options
: Test

Datasource Global Manage DSN
=

You can specify an alternative sslrootcert by settingthe libpg connection parameters with conninfo style strings in the ODBC driver configuration Ul (Tab3 1ibpq

parameters). For example:

sslrootcert=c:\\ybd\\yb_root_certs.crt
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w@pl ODBC Data Source Administrator (64-bit)

System DSN
User DSN ¥ File DSN Advanced Options (yb_req_trust) 3/3 x

System Data Sources:

Name | postgreSQL ANSI ODB(

Amazon . ) .
PG 95 Distributed Transaction related settings
og _klck Allow connections unrecoverable by MSDTC?

Data Source |yh_req_t @ yes
rungané Datat z (O rejects ssimode verify-{calfull]
::’ r;:": atabase |yellowbrit () 1y (confim the connectivity from MSDTE first)
vb? 4_k; Server |yb14.slc.

yb14_ye User Name | yellowbri connection test
ybB9_sa
| vb8I ve
Options libpq parameters: (1) ‘sslrnutcert=c:\\ybd‘\.‘syb_rnot_certs.crt
- Datasource G
D-’ oK Cancel Apply

Note that the property Allow connections unrecoverable by MSDTC? is set to yes. Do not use the connection test option; you will get a misleading error. Instead, use the Test

button in the general Setup dialog (as shown earlier).

Example: ODBC DSN-less Connection String

This example shows a DNS-less connection string with require SSL mode and a specific root certificate.

Driver={PostgreSQL ANSI}; =IP ;Port=5432; =myDataBase;

=myUsername ; Pwd=myPassword; sslmode=require;sslrootcert=~/ybd/yb_root_certs.crt

Example: odbc.ini DSN

This example shows an odbc.ini DSN with verify-ca trust and a specific root certificate.

[YB14YellowbrickSS hROOtCRT]
Driver = /usr/ /1ib/psqlodbcw. so
= YB14
= yellowbrick
Servername = yb14
SSLMode = verify-ca

SSLRootCert = /home/my_user_name/ybd/yb14_root.crt
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Secure Connections for ybsql (libpq)

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Secure Connections for ODBC/JDBC Clients and ybsql > Secure Connections for ybsql (libpq)

Platforms: All platforms

Parent topic: Secure Connections for ODBC/JDBC Clients and ybsql

Assuming you are using the default locations, you can test the basic connection by using a ybsqgl login command like this:

For example, from a Linux command prompt:

% ybsql

ybsgl (6.1.0)
(protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256,
\h help commands
\? help ybsgl commands
\g terminate semicolon query
\q quit
yellowbrick=>

You will be prompted for your password and a secure connection is attempted.

Example: ybsql on Windows (verify-ca, using a non-default root certificate)

You can precede the 1libpq connection string with options such as -c to execute a command. For example, this connection runs a query against the sys.session view and

returns the secure details for the session:

secure_details

TLSv1.2/ECDHE-RSA-AES256-GCM-SHA384/256 bits
(1 )
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Obtaining a Certificate Chain

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Obtaining a Certificate Chain

Platforms: All platforms

Parent topic: Configuring SSL/TLS for Tools and Drivers

If you require certificates to be included in your root certificate file and your DBA or IT staff has not provided them, you can often import them yourself by using a web browser or the
openssl application. If you do this, remember that while it does no harm to include them, you do not need to include the leaf certificates in the file. You only need the intermediary

certificates and, for ybsql connections, root certificates.

Import the chain of trust certs using a browser

Mozilla Firefox has the most convenient interface for importing certificates to a file because it has an option to generate the entire certificate chain with a single click.

1. Click the lock icon next to the URL for the Yellowbrick Manager login, then click the Connection secure expansion arrow.
2. Click More Information to go to the "Page Info."
3. Click Security, then View Certificate to see the certificates in the chain of trust.

4. Click the PEM (chain) link, which generates the certificate bundle for the entire chain of trust.

In other browsers, the steps are similar but you may have to repeat them for each certificate in the chain (unlike Mozilla Firefox, where you can generate the entire certificate chain at

once).

Using an openssl Command to import a certificate

To show all certificate information, including the metadata, echo the results of an openssl command. For example:

$ echo -n | openssl s_client -

.yellowbrickcloud.com:443 -showcerts

In place of *****x**xx*xx ye]llowbrickcloud.com , substitute your Yellowbrick instance name, as copied from the Yellowbrick Manager Dashboard.

The following openssl command shows how to import the trusted certificate for an instance and save ittoa .pem file:

AR A KRR RKRA K AR A

% openssl s_client -servername .yellowbrickcloud.com - Frxxkxxkxkxx yellowbricke d.com:443
</dev/ | sed -ne >cacert.pem

depth=2 C = US, 0 = Internet Research Group, CN = ISRG X1

verify Rl

depth=1 C = US, 0 = Let

Check the contents of the .pem file:

% more cacert.pem

MIIFbDCCBFSgAWIBAQISAZ9hXAT2s+dCrx6C4bbWONHPMAOGCSqGSIb3DQEBCWUA
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MDIXCzAJBgNVBAYTAIVTMRYWFAYDVQQKEW1MZXQncyBFbmNyeXBOMQswCQYDVQQD
EwJSMzAeFwOyMjA4MDIyMDQOMDNaFwOyMjEwMzEyMDQOMDJaMD4XxPDAGBGNVBAMT
M2JvYnItawW5zdDEtMDgwMjIyLjk4NzZyYjIyLmR1ldi55ZWxsb3dicmlja2Nsb3Vvk
LmNVbTCCASIWDQYJKoZIhvcNAQEBBQADgYEPADCCAQOCYYEBANJIMZ56R9ISDWODX
bx4qBX2cvr7yHI8RrGYtFathJldg+wXcF8TeR+vm2rto®ncoqfhXKVBWFc6PypmS
+psOXrT7uEkUgWO/R4ZS5X9f5mfxNI51ov6rKkxzJqc7+YuCi8Ydb59xt@sdcVzt
bekOpx4Wt JFRUbjFj1V2JRpy0dPx1DQIAeWbUrAQBRB1g1iXSWYmA8gkOswWOCOkM@rZIJyKKqyoJr THFRGDeU/FI7W1pkTVIXtKWNXXYXJCGD34tnvz/G5WIjyvwagih
tyrgD9b5K7Dx33CcAN2p4kUs1s1FvDz/xvVMIJdYS/gsZIY9tLAAXOBW8IMZI66G9
JY+yIaemJynh7yJT1xTQWaI9eZURKeX9YmtCmA+m/FC3rQOf7qC7GRb6q8/POZ3y

Using an imported .pem file with the --cacert option in ybtools

In turn, you can pass an imported .pem file name in as the value for the --cacert optionina ybtools command. For example, this ybload command makes a secure

connection:

% ybload -t premdb.match
user trebor@yellowbrickcloud.com:
16:19:49.087 [ INFO] ABOUT CLIENT:

app.cli_args = YBHOST=<HOSTNAME> ( ENV_VAR) YBDATABASE=premdb ( ENV_VAR) YBUSER=<USERNAME> ( ENV_VAR)
app.name_and_version = ybload 6.1.0-a8363f32.1792
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Secure Connections for Java-based ybtools

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Secure Connections for Java-based ybtools

Platforms: All platforms

Parent topic: Configuring SSL/TLS for Tools and Drivers

Connections to the following Java-based client tools support and require Secure Sockets Layer (SSL) and Transport Layer Security (TLS) encryption:

e ybload
e ybunload
e ybbackup , ybrestore

e ybrelay : for details, see Setting Up the ybrelay Service

Note: ybsql also supports and requires SSL/TLS but uses some different command-line options. See ybsgl Connections.

Java-based clients provide the following security options:
e --secured :require SSL, which has the default SSLMODE of require root CA verification. When --secured is set, SSL/TLS encryption is used to secure all
communication. If this option is not set, secure connections are attempted anyway.
e --cacert :supply a custom root CA bundle for trusting the certificate installed under Yellowbrick. Note that this is not a server certificate to be used in two-way trust.
e --disable-trust :do notrequire root certificate verification. --disable-trust is significant because it turns off the SSL/TLS root CA certification, not SSL/TLS. The
bulk data tools require root CA certification by default. However, ybsql and many client tools do not require root CA certification.
See Opening Network Ports for Clients for a list of the port numbers that the client tools use for data control and data transfer.

When you are making a secure connection with Java-based ybtools :

« Remember that all connections to data warehouse instances must be secure SSL connections.
« By default, secure connections require trust verification. To disable trust verification, use the --disable-trust option within each Java-based tool.

« Because the Java-based tools use the Java certificate keystore, you will typically need to have a root certificate bundle file only for intermediary certificates issued by your

organization.

« If you do need certificates included in a custom root certificate file, the order of precedence for the file to use is the option --cacert , the environment variable YBCACERT

(recognized only by the Java tools), then the environment variables YBSSLROOTCERT and PGSSLROOTCERT .

o The --cacert option has an alternative syntax for the Java keystore format file that is not found in the drivers or ybsql . For Java keystore files for certificates, use - -

cacert yellowbrick.jks:mypassword , wherethe : character separates the file name from the password of the keystore.

« If you are using a Java application/JDBC driver, you can update the Java SSL trust keystore to avoid providing a root certificate bundle, but this approach is not generally

recommended.

Summary of Options for Java-based ybtools

Property Value | From Notes

TLS/SSL port 11112 Regular bulk traffic portis 11111

Regular TLS database traffic portis 443
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Default TLS mode

Alternative TLS mode

Default trust mode

Default root certificate file

Alternative root certificate file
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Value | From

Yellowbrick SSL/TLS mode

--secured

Verify CA mode

--disable-trust

root.cert or root.crt

--cacert

YBCACERT

YBSSLROOTCERT

PGSSLROOTCERT

Notes

If Yellowbrick TLS/SSL only is not enabled, TLS is off by default.

Enable TLS/SSL even if not required.

If TLS is enabled, CA verification is required by default.

See Creating a Client-Side root CA File.

Alternative root certificate will be looked for in this order of preference.

To connect securely to an instance with ybload or other Java-based client tools, you use the --secured connection option. By default, loads are "promoted" to secure SSL

connections even if --secured

14:25:12.107 [ INFO]

Foxkkkxoxkkxkxxkk yellowbrickcloud.com cannot be made

is not specified, and an SSL connection is always attempted. You will see this message:

/TLS; attempting upgrade

Explicit SSL connections take one of the following options (or combinations of options) in the command:

e --secured forencryption without explicit trust verification
e --secured and --disable-trust (or -k )forencryption without trust verification
e --secured and --cacert for encryption and explicit trust verification

For example, the syntax in all of the following commands is valid:

ybload -t premdb.match

ybload -t premdb.match

ybload -t premdb.match

Note that the --cacert option requires the path to alocal .pem file that contains the trusted certificate. If necessary, you can use an openssl command to import the

certificate and save it to a file.
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SSLITLS Overview

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

SSLITLS Overview

Platforms: All platforms
Parent topic: Configuring SSL/TLS for Tools and Drivers
To use SSL/TLS for secure connections to Yellowbrick data warehouses, you need to complete the following tasks (and understand some related concepts):

« Decide the level of trust verification required.

« Obtain certificates if needed based on the required trust level.

« Set the defaults or explicit connection properties for the required level of trust and certificate locations.
« Use the proper server host name in your connections.

« Make sure the correct set of network ports is available for client connections.

SSLITLS, Certificates, and Trust
Most problems encountered by users attempting SSL connections are a result of not having some basic understanding of TLS/SSL, certificates, and verification of trust.

SSL (Secure Sockets Layer) and TLS (Transport Layer Security) are protocols to encrypt and authenticate data transfer between applications. SSL was the original protocol that has

since been replaced by TLS. SSL is often used to refer to a secure protocol although TLS is typically what is being used.
Using a TLS/ SSL connection provides two separate pieces of functionality:

« Encryption of traffic between your client application ( ybsql , ODBC driver, ybload , and so on) and the server application (the Yellowbrick data warehouse)

« Verification that the server is who it claims to be

When a TLS/SSL connection is established, the data will always be encrypted, even on an untrusted connection. If a connection is trusted, this means that the client application has
been able to verify, using certificates, that the server host and domain names match the names passed through in the connection. This verification is achieved through the SSL chain

of trust, as discussed later in this section.

The options to enable or disable trust requirements differ among the drivers, ybsql , and the Java-based ybtools . If trust verification is required, the decision to verify trust is a

client-side function. Yellowbrick instances are configured to allow TLS/SSL connections only, but the server cannot require the client to do trust verification.

SSL Chain of Trust

A chain of trust is an ordered list of certificates, available on the client host:

« Aninitial leaf certificate, which is the certificate installed on your Yellowbrick data warehouse
« Intermediate certificates, which are issued to your organization by a trusted Certificate Authority (CA)

« The root certificate of the CA, which is publicly available and typically included in the trusted certificate store for your operating system and Java installation.

This chain enables the client application to verify that the certificate is trustworthy; each certificate in the chain can be verified through its parent. In turn, server identity spoofing can

be prevented.

The following diagram is a logical view of the chain of trust:
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Leaf Cert

Owner’s DistinguishedName

Owner’s Public Key Intermediary Cert

Issuer’s (CA) - . SN

DistineuishedName Owner’s (CA’s) DistinguishedName

Issuer’s Signature «—|Owner’s Public Key Root Cert
Issuer’s (Root CA’s) — e
DistineuishedName Root CA’s DistinguishedName
Issuer’s Signature «—|Root CA’s Public Key

Root CA’s Signature

To see a specific chain of trust, you can use a web browser. The following example, using Microsoft Edge, shows a chain of three certificates:

& | Certificate =
General Details Certification Path
Certification path

Sl Seddign
-53) Sedigo RSA Domain Validation Secure Server CA
"

View Cerlificate

Certificate status:
rThis certificate is QK.

Lo ]

Sectigo: root certificate from the trusted Certificate Authority (CA)

Sectigo RSA Domain Validation Secure Server: Intermediary certificate from the certificate signer that:

Can be verified using the root certificate

Issued the following leaf certificate

*.yellowbrick.com: Leaf certificate, a wildcard certificate that applies to any host in the domain yellowbrick.com instead of a specific host name only

Self-signed certificates cannot be verified because they do not provide a chain of trust. The self-signed certificates that a Yellowbrick data warehouse includes are an example of
this. Many organizations have policies requiring verification of the chain of trust when users connect to databases, web servers, and so on. Therefore, these organizations install

their own trusted certificates on their Yellowbrick data warehouses.

The security policies of many companies do not allow the use of self-signed certificates or client settings that ignore certificate root verification for use with clusters storing
confidential or personally identifiable information (PIl). In these environments, the self-signed certificate must be replaced with a certificate from a trusted signing authority, using a

PEM-encoded file or a Java KeyStore (JKS).

SSLITLS Ports

Database client connections, bulk load and unload options, Yellowbrick Manager access, and other SSL/TLS communication with the Yellowbrick cluster go through specific ports.
Additional network ports in the corporate firewall may need to be opened; otherwise, users will receive errors and communication will fail. For a list of port numbers used for data

control and transfer, see Opening Network Ports for Clients.
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Troubleshooting SSL Issues

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Troubleshooting SSL Issues

Platforms: All platforms

Parent topic: Configuring SSL/TLS for Tools and Drivers
This section identifies some common error conditions that may arise when you are setting up secure connections for Yellowbrick data warehouses.

"Server certificate...does not match hostname"

Most server certificates are based on host names. If you are using an SSL mode that requires trust, you need to know the correct host and domain name for the connection, not the

IP address. Consider the following examples for a host named yb14.yellowbrick.io , using a wildcard certificate where CN=*.slc.yellowbrick.io and verify-

full SSL mode. The host name used in the connection must be a name in the domain and cannot be an IP address:

1 other ) does

"root.crt does not exist"

If you are using an SSL mode that requires trust verification, you may see a message like this one:

exist

To fix the problem, either provide the file or change the SSL mode to disable server certificate verification. Verify that your root.crt fileis in the correct location and that you

have adequate permissions on it. In particular, remember that the location and names differ by operating system.

e Linux, AlX, macOS:

~/.postgresql/root.cert

~/.yellowbrick/root.cert

Windows:

%APPDATA%\postgresqgl\root.crt

%APPDATA%\yellowbrick\root.crt

“SSL error: certificate verify failed”
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This type of error occurs if you attempt to use an SSL mode that requires trust verification with an untrusted certificate, and you do not have the intermediary and/or root certificate in

your root certificate file.

For example, a Yellowbrick data warehouse includes a self-signed certificate so it is not trusted. Attempting a connection using an SSL mode of verify-ca resultsin an error:

ybsgl

ybsqgl: error: verify failed
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Verifying SSLITLS Encryption

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Configuring SSLITLS for Tools and Drivers >

Verifying SSLITLS Encryption

Platforms: All platforms

Parent topic: Configuring SSL/TLS for Tools and Drivers

Yellowbrick data warehouse instances support and enforce SSL/TLS encryption for client communications and passwords. All client connections from all tools, including connections

to Yellowbick Manager, the front-end PostgreSQL database, and ybtools , must connect via HTTPS. All non-SSL connections are rejected.

Connection Prerequisites

TLS/SSL version 1.2 is required, as provided by openssl version 1.0.2 and later, which exists on almost all current operating systems. To check your version on Linux/UNIX,

macOS, and Windows platforms, run the openssl version command. For example:

$ openssl
OpenSSL 1.0.2g-fips 1 Mar 2016

% openssl
LibreSSL 2.8.3

Verifying Secure Connections

Administrators can verify that clients are connecting securely by running a query against the sys.session view. For example, this query joins sys.session and sys.user to

get the name of users and their secure connection details:

premdb=> ss.session_id, ss.application_name, ss.user_id, su.name, ss.secure_details
Sys.user su, sys.session ss su.user_id=ss.user_id secure_connection = true;

session_id | application_name | user_id | | secure_details

93192 | ybsqgl 16399 | trebor@yellowbri oud.com | TLSv1l.2/ECDHE-RSA-AES256-GCM-SHA384/256 bits
(1 )
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Common Environment Variables in ybtools

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Common Environment Variables in ybtools

Platforms: All platforms

Parent topic: Setting Up a Database Connection

The following environment variables may be set for Yellowbrick client tools to expedite and simplify database connections. See also ybsq! Environment Variables.

Note that the following examples are for Linux platforms. On Windows platforms, omit the export keyword.

Environment Variable Equivalent Options Description Example

YBDATABASE -d or --dbname Destination
database name. --dbname premdb
Default:
yellowbrick
See also SQL
Identifiers. export YBDATABASE=premdb

YBHOST -h or --host Destination
server host -h test.mysandbox.dev.yellowbrickcloud.com

name. Default:

localhost
export YBHOST=test.mysandbox.dev.yellowbrickcloud.com
YBCLUSTER --cluster Virtual compute
cluster to use. --cluster "small-default-cluster"
export YBCLUSTER=small-default-cluster
YBPORT -p or --port Destination
server port --port 5433

number. Default:

5432

export YBPORT=5433
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Environment Variable Equivalent Options Description Example
YBUSER -U or -- Database login
username username. The -U bobr@yellowbrickcloud.com

default user is
the current OS

user on the client

system. export YBUSER=bobr@yellowbrickcloud.com
YBPASSWORD -W or -- Interactive
password prompt for the - -password

database user's

password. No

default.
export YBPASSWORD=*******x
YBAUTHISSUER --auth-issuer URL of the
OAuth/OIDC --auth-issuer
issuer. https://cn.beta.yellowbrickcloud.com/auth/realms/mycompany.com
export
YBAUTHISSUER=https://cn.beta.yellowbrickcloud.com/auth/realms/mycompany.
YBAUTHTOKEN --auth-token JWT string
_auth-token ******xxxkkx
export YBAUTHTOKEN=****xkx*xxxx
YBCLIENTID --client-id Yellowbrick client
ID ( ybauth ) --client-id ybauth

export YBCLIENTID=ybauth
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Common Options in ybtools

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Common Options in ybtools

Platforms: All platforms

Parent topic: Setting Up a Database Connection

The Java-based client tools, and to a certain extent, ybsql , share some common options and equivalent environment variables. These options define connectivity settings,

logging behavior, and security credentials. For information about options that are specific to one client tool, see:

« ybsql Reference
e ybload Options

¢ ybunload Options
e ybbackup Options

o ybrestore Options

See also Object Storage Options.

General Options
-?, --help
Return basic usage information and command options.
--help-advanced
Return usage information for more advanced command options.
--java-version
Return the Java version that is running on the client system. The client tools require the 64-bit version of Java 8 (also known as Java 1.8). Java 9 and 10 are not supported.
--version

Display the version of each tool you are running (as part of ybtools ). This option is not intended to be combined with other options. For example:

$ ./ybunload
ybunload 6.1.12-7a4d6a43.3360

$ ./ybload
ybload 6.1.12-7a4d6a43.3360

Connection and Authentication Options
Yellowbrick client tools support the Open Authorization (OAuth 2.0) and OpenlD Connect (OIDC) standard for database connections.
--auth-browser

Authenticate the connection by opening a browser window on the client machine and entering a password. -U username is required when you use this option. You may
need to make sure that your client system is configured to open a default browser. If a browser is not available (ie. restricted console, ssh), fallback to device login if the

authorization endpoint supports it.
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--auth-device

Authenticate the connection by device login flow, utilizing a browser URL. You may use this option on a restricted console, copy the URL given and code, and proceed to

authenticate with a separate browser or device that has a browser.

--auth-direct

Authenticate the connection directly from the ybtools command (as opposed to opening a browser). The -U username option and YBPASSWORD , --password ,

or -W are required when you use direct authentication.

--auth-issuer

Specify the URL of the OAuth/OIDC issuer. This URL belongs to the identity provider (IDP) that issues JWT tokens for user connections. The IDP checks that the user exists
in the specified realm, then returns a JWT token, which is a short-lived password for authentication for that user. Alternatively, you can set the YBAUTHISSUER environment

variable.
This option must be specified for any kind of OAuth/OIDC connection.

For example:

where cn.beta.yellowbrickcloud.com/auth is the Yellowbrick IDP, which has some number of realms, such as mycompany.com .

--auth-scopes

Supply override for scopes requested when authenticating. Some IDPs such as Azure AD require this to be specified as <client_id>/.default, which returns an access token

that can be validated by an external resource owner, such as Yellowbrick Database. Alternatively, you can set the YBAUTHSCOPES environment variable.
--auth-token AUTH_TOKEN
Supply a JWT string in the command line explicitly. Alternatively, you can set the YBAUTHTOKEN environment variable.
--client-id
Specify the Yellowbrick Data Warehouse client ID, which is ybauth . Alternatively, you can set the YBCLIENTID environment variable.
This option is required for OAuth/OIDC authentication.
--cluster
Name of the virtual compute cluster to use.
--dbname, -d
Name of the database used for the connection. The defaultis yellowbrick .
--host
Host name.
--initial-connection-timeout NUMBER

Number of seconds to wait for initial connections to the database. The defaultis 120 . This timeout option ensures that an operation does not wait too long when there is a
basic problem with incorrect connection parameters, or a firewall is preventing connection errors from reaching the client. To allow an unlimited wait time, set this option to

0.

-p, --port

Specify the database server port. Alternatively, set this value with the YBPORT environment variable. Default: 5432
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-U, --username

Specify the database user who is running the command. Alternatively, set this value with the YBUSER environment variable.

If this option is not specified, the default user is the current OS user on the client system. Users who connect to tools such as ybload via Kerberos SSO, for example, can

do so directly without specifying a username or a password.
Note: The ybload user musthave INSERT privileges on the target table but does not have to own the table.

-W, --password

Interactively prompt for the database user's password. Do not enter a password on the command line if you use this option. For non-interactive password entry, set the

YBPASSWORD environment variable.

Logging Options
--log-level OFF | ERROR | WARN | INFO | DEBUG | TRACE

Specify the logging level for the default console output. The default level is INFO . (Use the --logfile-log-level option to specify the logging level for a named log

file.)
--logfile STRING

Specify the name and location of a log file. If the specified file already exists, it will be truncated. If this option is not specified, no log file is written. When you specify this - -

logfile option, also specifya --logfile-log-level value otherthan OFF .

Note: When object storage is used for loading or unloading data, logs must be written to the local file system. Specifying a log file in an object storage location, such as an

S3 bucket, is not supported.
--logfile-log-level OFF | ERROR | WARN | INFO | DEBUG | TRACE

Specify the logging level for a given log file (as defined with the --1logfile option). If the level is not specified, it defaults to the --log-level value. You must specify

a --logfile-log-level value otherthan OFF when you specify the --logfile option.
-q, --quiet

Do not write any output to the screen. This option is suitable for cron invocations. If this option is specified, you must also specify --logfile and --logfile-log-

level .

Security Options
--cacert STRING

Customize trust with secured communication; use this option in combination with the --secured option. Enter the file name of a custom PEM-encoded certificate or the

file name and password for a Java KeyStore (JKS).

For PEM format, the file must be named witha .pem , .cert , .cer , .crt ,or .key extension. For example:

For JKS format, files are always password-protected. Use the following format:
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where the : character separates the file name from the password of the keystore.
See also Verifying SSL/TLS Encryption and
Secure Connections for Java-based ybtools.
--disable-trust, -k
Disable SSL/TLS trust when using secured communications. Trust is enabled by default. See also Verifying SSL/TLS Encryption.

Important: This option is not supported for use on production systems and is only recommended for testing purposes. It may be useful to disable trust during testing, then

enable it when a formal signed certificate is installed on the cluster.
--secured

Use SSL/TLS to secure all communications. By default, loads are "promoted" to secure SSL connections even if --secured is not specified, and an SSL connection is

always attempted.
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Examples of OAuth 2.0/0IDC Connections

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Examples of OAuth 2.0/0IDC Connections

Platforms: All platforms
Parent topic: Setting Up a Database Connection
The examples in this section show how to use ybtools options that support OAuth/OIDC connectivity.

Example with --auth-direct

The following ybload command connects to a specific Yellowbrick instance by using the --auth-direct optionwith --username and -W :

$ ./ybload -h myybdinstance.elb.us-east-1.amazonaws.com -d premdb -t premdb.match

user me.myself@myrealm.com:

Example with --auth-browser

In this example, a browser window opens and requests the user's password. A Login Successful message is displayed when authentication succeeds.

$ ./ybload -h myybdinstance.elb.us-east-1.amazonaws.com -d premdb -t premdb.match
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Object Storage Options

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Setting Up a Database Connection > Object Storage Options

Platforms: All platforms

Parent topic: Setting Up a Database Connection
The following options are used in ybload , ybunload , ybbackup , ybrestore ,and ybbackupctl commands. These options specify connectivity, credentials, and
configuration settings for object storage systems, including Azure Blob Storage and S3 object stores. The usage for these options depends on the object store provider.
For more details about supported object storage authentication methods and URIs, see Loading from Amazon S3 and Loading from Azure Blob Storage.

--object-store-anonymous, --no-object-store-anonymous

Connect to the object store anonymously, instead of providing a credential. For example, you can connect anonymously when you are accessing an AWS S3 bucket that is

publicly available. You cannot specify --object-store-anonymous and credential values in the same command.
--object-store-credential STRING

The credential to use when connecting to an object store.

For AWS S3, this credential corresponds to your AWS Secret Access Key.

For Azure, this credential is a storage account access key or a generated SAS token.
--object-store-endpoint VALUE

The endpoint URI to use when connecting to an object store.

For AWS S3, if you specify the --object-store-region option, you can omitthe --object-store-endpoint option. An example of an AWS S3 endpoint is:

https://s3.us-east-2.amazonaws.com

An example of an on-premises S3-compatible endpoint is:

://ybloadl.yellowbrick.io:9000

where the host name is a system where the S3 provider is installed. (The port number varies by S3 provider.)

For Azure, if you specify the --object-store-identity option, you can omitthe --object-store-endpoint option. An example of an Azure endpoint is:

https://ybbobr.blob.core.windows.net

where ybbobr is the storage account name.

You can only access one object store per operation. For example, you cannot specify connection details for both an Azure client and an S3 client in the same command, and

you cannot load or unload data using multiple Azure endpoints or storage accounts.
--object-store-identity STRING

The identity to use when connecting to an object store.
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For AWS S3, this identity corresponds to your AWS Access Key ID. For example:

ABCD1EF2GHIJKLMN30PQ

For Azure, this identity is a storage account name. If you specify this option, you can omitthe --object-store-endpoint option because the storage account name is

always part of the standard endpoint pattern ( https://<storage account>.blob.core.windows.net ). For example:

https://ybbobr.blob.core.windows.net

where ybbobr is the storage account.

--object-store-profile STRING

The credential profile to use when connecting to an object store. This option overrides the settings for --object-store-identity and --object-store-

credential .

This option is not supported for Azure object stores.

--object-store-provider-config JAVA_PROPERTIES_FILE

The name of a Java properties file that contains provider-specific configuration settings for an object store. For example: ybbobr_az.properties or

ybbobr_s3.properties . Default: {3} .

--object-store-region STRING

The region to use when connecting to an object store.
For AWS S3, an example of aregionis us-east-2 .
For on-premises, S3-compatible object storage providers, a region value must be specified even if the provider does not support or require regions. You can specify any

string for the region, such as noregion or dummy . Alternatively, you can set the region in an AWS configuration file:

~/.aws/config

[default]

region = dummy

The region option is not supported for Azure Blob storage.

Java Properties File

If you choose to specify object storage options in a properties file ( --object-store-provider-config option), dropthe --object-store- prefix from the option names.

You can either add a yb.object_store. prefix to the entries in the file, or you can specify the entries without a prefix.

Do not quote any of the values in the file. For example, specify us-east-2 ,not 'us-east-2'.

AWS S3

Yellowbrick Data Warehouse Version 7.3.0

For example:

$ more ybbobrS3.properties

yb.object_store.region = us-east-2
yb.object_store. = ABCD1EF2GHIJKLMN30PQ

— kR kKRR kKRR * ok kK K

yb.object_store.
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Alternatively, you can specify:

region = us-east-2

= ABCD1EF2GHIJKLMN30PQ

S kkkkkkkkkkkkkkkkkkkkkkkkkkkkkk ok k ok kk ok k ok kk

This properties file is distinct from the ~/.aws/* configuration files that the S3 SDK consults.

Azure Blob Storage, Azure Data Lake Gen 2

https://mystorageaccount.blob.core.windows.net
mystorageaccount
= myStorageAccountKey

For example:

$ more ybbobrAz.properties

yb.object_store. https://ybbobr.blob.core.windows.net

yb.object_store. ybbobr

yb.object_store S kkkkkkkkkk ok k ok ok ok ok kK k ok ok ok ok ok ok ok ok ok ok kk ok k ok ok ok ok k ok ok

S3 Pass-Through Options

The following pass-through options are supported for S3 clients. You can specify them either in a Java properties file (referenced by --object-store-provider-config )or

as URI parameters in the first S3 URI passed to the ybload command. (The defaults listed here are as defined by the AWS Java SDK 2.7.31.)

accelerateModeEnabled
Defaults to false .

checksumValidationEnabled
Defaults to true .

chunkedEncodingEnabled
Defaults to true .

dualStackEnabled
Defaults to false .
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Downloading Drivers

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Downloading Drivers

Platforms: All platforms

Parent topic: Work with Tools & Drivers
You can connect ODBC, JDBC, and ADO.NET applications to Yellowbrick databases using drivers downloaded from some or all of the following sources (depending on the driver
type and client operating system):

o Yellowbrick System Manager (under Cloud Native 7.x)
« Yellowbrick System Management Console (SMC) (under Yellowbrick appliances)
« Your Linux or MacOS package manager from their default or PostgreSQL repository

« Directly downloading from the PostgreSQL site

Note that installing the ODBC or ADO.NET drivers typically requires Administrator privileges.

ADO.NET:

Connecting to a Yellowbrick database from a .NET application requires an ADO .NET driver for PostgreSQL. Npgsql is the PostgreSQL developed ADO.NET Data Provider.

Yellowbrick supports the 7.x and 8.x driver versions.
These Npgsql drivers are installed using the NuGet client tools. NuGet is the central package repository for .NET authors and consumers.

For further information, including connection strings, see:

e Using the ADO.NET Driver in this documentation section
* Npgsql Getting Started Guide

e Npgsgl home

JDBC:

The most recent supported PostgreSQL JDBC driver for Java 8 and later is 42.7. The same driver is used across all platforms and no installer is needed. Download the driver jar file

from the Yellowbrick SMC or System Manager, or directly using the following link postgresgl-42.7.4 jar.

ODBC:

The currently supported ODBC drivers for Yellowbrick are the PostgreSQL developed version 12 drivers. Many enterprise ETL and Bl tools ship with DataDirect ODBC drivers for

PostgreSQL which can also be used.

Linux and MacOS clients require unixODBC to already be installed. For general instructions on using ODBC on Linux and macOS platforms, go to unixODBC.

ODBC for Windows:
You can download PostgreSQL ODBC drivers for Windows from the Yellowbrick SMC or System Manager, or directly using the following links:
o 64-bit MSI: https:/ftp.postgresql.org/pub/odbc/versions.old/msi/psqglodbc_12_02_0000-x64.zip

e 32-bit MSI: https://ftp.postgresgl.org/pub/odbc/versions.old/msi/psglodbc_12_02_0000-x86.zip

Yellowbrick Data Warehouse Version 7.3.0 Page 313 /2189


https://www.npgsql.org/doc/index.html
https://www.npgsql.org/
https://jdbc.postgresql.org/download/postgresql-42.7.4.jar
https://www.unixodbc.org/
https://ftp.postgresql.org/pub/odbc/versions.old/msi/psqlodbc_12_02_0000-x64.zip
https://ftp.postgresql.org/pub/odbc/versions.old/msi/psqlodbc_12_02_0000-x86.zip

Yellowbrick Data Warehouse | Yellowbrick Data

« Combined Installer (64-bit and 32-bit): https:/ftp.postgresql.org/pub/odbce/versions.old/msi/psglodbe_12_02_0000.zip

ODBC for RHEL/CentOS Linux

The currently supported EL 7 and 8 PostgreSQL driver version is 12.x. The EL 9 recommended driver version is 13.x. You can obtain the drivers from your EL distribution, your

package manager (using the PostgreSQL EPEL repository), the Yellowbrick SMC or System Manager, or download the RPM directly using the links provided below.
e EL 7: https://ftp.postgresql.org/pub/repos/yum/12/redhat/rhel-7.9-x86_64/postgresql12-odbc-12.01.0000-1PGDG.rhel7.x86_64.rpm

« EL 8: https:/ftp.postgresql.org/pub/repos/yum/12/redhat/rhel-8.12-x86_64/postgresql12-odbc-12.01.0000-1PGDG.rhel8.x86_64.rpm

o EL 9: https://ftp.postgresql.org/pub/repos/yum/12/redhat/rhel-9.12-x86_64/postgresql12-odbc-13.02.0000-2PGDG.rhel9.x86_64.rpm

The recomended method is to use your package manager with the EPEL repository; it ensures the additional required packages are installed.

Note: Driver version 13 is the oldest PG 12 compatible driver under EL 9.

Ubuntu/Debian Linux

The Ubuntu PostgreSQL drivers can be installed from your distribution or the PostgreSQL APT repository using the package manager, or directly from PostgreSQL (based on your
Ubuntu version). If downloading directly from PostgreSQL, the top-level PostgreSQL ODBC driver URL is: https:/fip.postgresql.org/pub/repos/apt/dists/. The recomended method is

to use your package manager with the EPEL repository; it ensures the additional required packages are installed.

ODBC for macOS

There are many ways to install the PostgreSQL ODBC drivers on macOS. The recommended method is by using Homebrew with the following command:

brew
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Installing the Java Runtime Environment

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Installing the Java Runtime Environment

Platforms: All platforms

Parent topic: Work with Tools & Drivers

From version 7.3 and above, the following client tools require the 64-bit version of Java 11 or Java 17:

e ybbackup
e ybbackupctl

e ybrestore

e ybload
e ybunload
¢ ybrelay

Client tools versions 6.7 and above required 64-bit version of Java 11.

Client tools versions 6.6 or earlier required Java 8, (also known as Java 1.8).

Java 9 and 10 are not supported. Only the JRE (Java Runtime Environment) is required, but you can install the complete JDK if you prefer. The JRE is required on both Linux and

Windows platforms.

Follow these steps to check that the correct version of Java is installed and install it or upgrade it if necessary. (You can install the client tools if Java is not found, or if the wrong

Java version is found, but you cannot run them.)

1. Check the Java version on your client system by using the java -version command. For example, on an Ubuntu Linux client:

me@yb.i0:~$ java
openjdk 11.0.20.1 2023-08-24

OpenJDK Runtime Environment (build 11.0.20.1+1-post-Ubuntu-Oubuntul22.04)
OpenJDK 64- VM (build 11.0.20.1+1-post-Ubuntu-0ubuntul22.04, mode, sharing)

The build numbers may vary; what you are looking foris 11 as first element in the version string and a reference to 64-Bit . In this example, the correct version of Java is

already installed. You would be able to proceed with the client tools installation.
2. If your client system does not have the JRE installed (or has the wrong version), go to the Java SE site and download Java 11.
3. Follow the Oracle installation instructions for your client platform.

4. Check the Java version again when the installation is complete.

Locale compatibility

Java has introduced locale changes as outlined in JEP 252. When transitioning from Java 8 to Java 11, which was implemented with the release of ybtools 6.7, it's important to note

that certain locale behaviors may have changed.
If you have never used ybtools in a version before 6.7, these changes do not affect you.

However, for users of ybtools versions 6.6 or earlier, particularly those employing non-English locales, there may be potential issues with data formats no longer being accepted. An

illustrative example is found in the Greek language, where the morning/afternoon time indicator has shifted from Ttp/pp to T.p./p.p.
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To address this, a compatibility mechanism has been added to the latest version of ybtools, allowing the continued use of the previous format.

Compatibility mode on Linux/MacOS

On Linux distributions and MacOS, you can trigger the compatibility mode by setting the environment variable YB_LOCALE_COMPATIBILITY to true . This will revert to the

locale handling that was present with ybtools before version 6.7.

Example:

export YB_LOCALE_COMPATIBILTY=true

If you want to stop the compatibility mode, either delete the YB_LOCALE_COMPATIBILITY variable or set it to anything other than true .

Compatibility mode on Windows

The compatibility mode on Windows works differently and requires the use of the _JAVA_OPTIONS environment variable. To revert to the legacy behaviour, set the

_JAVA_OPTIONS to -Djava.locale.providers=COMPAT, CLDR,SPI .

Powershell example:

$Env:_JAVA_OPTIONS=

Please be aware that _JAVA_OPTIONS may be used for other tools and options. Therefore, it is not recommended to overwrite its contents with only the Yellowbrick compatibility

option. If the variable was not empty before, it's advised not to delete its contents.

Extent of the locale differences

The exhaustive list of changes introduced by JEP 252 is not well-documented. If you encounter issues with the format of your data that previously worked with earlier ybtools

versions, we recommend checking if enabling the locale compatibility mode resolves the issue.
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Opening Network Ports for Clients

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Opening Network Ports for Clients

Platforms: All platforms

Parent topic: Work with Tools & Drivers
The Yellowbrick client applications ( ybtools ) run on customer computers and need to communicate with Yellowbrick instances in order to send or receive data, using the
customer's existing network infrastructure.

The network infrastructure is usually protected by firewalls (and/or Layer 3 switches) that filter traffic, mainly for security or performance reasons. These firewalls are typically
configured to allow access only to critical services, such as web servers, mail servers, and existing databases. Therefore, you will need to open up access to Yellowbrick traffic

through specific ports. If you don't make these firewall changes, you are likely to see the following errors or other “could not connect" errors:

o Connection Refused : the firewall rejected the traffic and sent a response to the client indicating that it was rejected.

e Connection Timeout : the firewall dropped the traffic without sending a response to the client.

Configure the network firewall to allow traffic from the client computer to the cluster on these ports (for example, by opening up the ports using source and destination filters in
routing tables). The corporate IT staff should be familiar with this process and should only need to be informed about the port requirements listed on this page. In most cases, a VPN

should not be necessary to send Yellowbrick client traffic through corporate firewalls.
Yellowbrick client tools communicate with the cluster by specifying both a host (instance name or YBHOST value) and port 5432 ( YBPORT ), which cannot be changed.
SSL-only mode is used for client connections.

All client application and user connections to Yellowbrick instances occur via the following reserved ports.

Port Purpose Protocol Notes
80 Yellowbrick HTTP HTTP server port (redirects to 443)
Manager
443 Yellowbrick HTTPS TLS versions 1.1 and 1.2 only
Manager
5432 Yellowbrick TCP Default port for database connections for all protocols: ODBC, JDBC, libpg, and so on.
database
11111, ybtools control TCP Control ports used for ybload , ybunload , ybbackup ,and ybrestore . (11111 redirects to 11112.)
11112 port
31000 and ybtools data TCP 31000 and 31001 : two ports for sending and receiving data (used by ybload , ybunload ,
31001 transfer ybbackup , ybrestore , and so on)
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Uninstalling ybtools

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Uninstalling ybtools

Platforms: All platforms

Parent topic: Work with Tools & Drivers
If you need to remove client tools from your system, follow these steps.

Uninstall on Linux

To uninstall the client tools on Linux, run the following command:

o Ubuntu:

$ sudo apt- -y ybtools

« CentOS:

$ sudo yum ybtools

Note: You can use the rpm -ga command to list all installed RPMs.

For example, on an Ubuntu client:

$ sudo apt- -y ybtools

Reading package lists... Done

Building dependency tree

Reading information... Done

The packages were automatically installed are longer
bsh libasm3-java libganymed-ssh2-java libisl13 libjackrabbit-java libjline-java libjna-java libjna-jni libjna-platform-java 1libj
libmaven-scm-java libnetbeans-cvsclient-java libruby2.2 libsisu-guice-java 1lvm-3.8 1lvm-3.8-dev 1llvm-3.8-runtime nagios-plugins

them.

The packages will be REMOVED:

ybtools

0 upgraded, 0 newly installed, 1 225! upgraded.

this operation, 0 B of additional space will be used.
(Reading ... 153987 files directories currently installed.)
Removing ybtools (6.1.2-a8363b32.1234)

Uninstall on Windows

On the Start menu, go to Control Panel > Uninstall a Program, then select the tools you want to remove.

Uninstall on macOS

Follow these steps:

1. Open Yellowbrick Client Tools:

Page 318 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

o0 e Yellowbrick Client Tools
H = m o1 Ev | #

Devices

O Remote Disc

L] Yellowb... =
Favorites

@ AirDrop

E Al My Files

¢ iCloud Drive

#% Applications

0 Desktop

M Documents

ybtools.pkg

2. Runthe uninstall.tool script.

Q Search

TOOL

uninstall.tool

Welcome the Yellowbrick Client Tools uninstaller script.

Removing /etc/paths.d/yellowbricktools

Please enter <user>'s

Removing /Applications/Yellowbrick Data/Client

Forgot packa 'com.yellowbrick.ybtools.' on '/'

Yellowbrick D Client T

Done

Uninstall on Docker

directory.

To uninstall the tools, simply remove the tools container using the following commands:

# your container running
docker ps

# it shows up the list,

docker <container- >

# the container

docker rm <container-

# List all images present your

docker images

# Find the id of tools images

docker rmi < - rtag>
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Using the ADO.NET Driver

Yellowbrick Documentation > How-to Guides > Work with Tools & Drivers > Using the ADO.NET Driver

Platforms: All platforms

Parent topic: Work with Tools & Drivers
Npgsql is an ADO.NET data provider that you can use to access a Yellowbrick database server from a program developed for the ADO.NET framework. You can develop
ADO.NET applications that create tables, load data from local files, and run queries.
To connect to a Yellowbrick database from an ADO.NET application:

1. Download the npgsql driver.

N

Develop your ADO.NET program by following the guidelines in the npgsql documentation.

Define a connection to the Yellowbrick server. The connection string must contain the following parameters:

w

e Host

Port (5432)
« Database

o User

Password For example:

Host=yb007;Port=5432;Username=ybhd; =premdb
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Administering Yellowbrick

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick

Platforms: All platforms
Parent topic: How-to Guides
In this section:

Appliance

Cloud

Databases

Enterprise Edition runs on all Yellowbrick appliances, as well as all public and private cloud platforms. The database engine is identical between platforms, but the infrastructure and

storage architecture are different, leading to some differences in system views, SQL utility statements and administration.
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Appliance System Administration

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance

Platforms: EE: All appliance platforms
Parent topic: Administer Yellowbrick
In this section:

Appliance: Disk Encryption

Remote Diagnostics

System Alerts

Using the System Management Console

ybcli Reference

Chassis Management

Checking the Logs

Manager Node Failover

Manager Node Ports

Powering the Appliance Off and On

Starting and Stopping the Database

System Maintenance

User Accounts

Using Network Tracing

This section covers Yellowbrick appliance tasks from a system management perspective, including details on maintenance and failover operations.
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Appliance: Disk Encryption

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption

Platforms: EE: All appliance platforms
Parent topic: Appliance
In this section:
Setting Up Encrypted Drives
Example: Rotate the Keystore with Multiple Unlock Keys

Managing Encrypted Drives

This section describes how to set up and enable hardware-based encryption on the disk drives installed in the appliance. Encryption works on disk drives for both the manager

nodes and the compute blades.

For information about encrypting the data selected from specific columns and tables, see Encrypting Sensitive Data. For information about using SSL/TLS encryption for client

connections and passwords, see Enabling and Verifying SSL/TLS Encryption.

Encryption Concepts

The purpose of hardware data encryption is to prevent data visibility in case of unauthorized access or theft. Yellowbrick system hardware encryption protects data at rest on SSDs.
Data is not encrypted when it is being processed in memory or moved over the internal network on the appliance (such as during query processing and other database

administration operations).

Automatic encryption of data on disk is a function of a particular type of SSD known as a self-encrypting drive (SED). All data stored on all such disks in the system is encrypted
automatically, using the AES256 encryption algorithm (Opal 2.0-compliant). Users do not (and cannot) choose which tables or columns to encrypt, or how to encrypt the data. If you
are using encryption, you have to enable it on all of the drives on all of the blades. (When you add or replace a blade, you can enable encryption on the new blade specifically by

using a combination of ybcli encryption and blade commands.)

Encryption setup involves creating a keystore on the primary manager node. The keystore, which resides on a manager node OS disk, contains and manages encryption keys for
the drives (these keys are generated by a ybcli command when you enable encryption). A drive encryption key is a mechanism for accessing the encrypted data on the drive
(enabling I/0 to the drives). An attempt to steal data from an SED will fail because an encryption key is required to unlock the disk. SEDs cannot read their own data without the

provision of the correct key.
When you set up the keystore, the system provides:

« An authentication key for secure access to the keystore. Think of this key simply as a system-generated password. The ybcli user must provide this key in order to run any

encryption commands.
« One or more unlock keys for securely unlocking the keystore. An unlocked keystore is a prerequisite to running database operations on encrypted drives.

Generated encryption keys for each drive on the appliance.

.

You can "re-key" the unlock keys and the authentication key at any time by using the keystore rotate command. You can "re-key" the drives by using the encryption

rotate command.

Encryption Setup and Enablement

To start using encryption on your appliance, you need to set up the keystore, generate keys, and unlock the keystore and drives. You can use ybcli commands to complete these

steps. For details, see Setting Up Encryption.
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Warning: Do not enable encryption on a Yellowbrick appliance if you do not have sufficient understanding of the process. You must be able to understand the ybcli command
output for setting up and enabling encryption, and you must keep the generated encryption keys in a safe and secure location. If you lose your encryption keys, you will not be able

to recover the data on the drives. You will have to work with Yellowbrick Customer Support to do an "emergency unlock" of the drives, which results in complete data loss.

Encryption Maintenance

Once the appliance is set up to use encryption, in general it does not require any management. Encryption is always on. However, there are a few scenarios in which you may have

to intervene to unlock the keystore and the drives or complete other maintenance tasks. See also Managing Encrypted Drives.

The keystore is automatically locked whenever a failover occurs or the system is power-cycled, either intentionally or because of a power or hardware failure. The same requirement

applies anytime that hardware is removed from the system.

A manager node failover does not trigger any change to the encryption setup, except that the keystore is moved to the other manager node. Encryption will continue to operate as

normal during and after the failover operation.
You can enhance the security of the system by periodically "rotating" keys:

e The encryption rotate command generates new keys on all of the drives.

o The keystore rotate command generates new unlock keys and a new authentication key.
Rotating keys on the drives requires the database to be shut down. The keystore itself can have its keys rotated while the database is online.

Itis rarely necessary to disable encryption, but you can do it with the encryption disable command, which requires a database shutdown. When you disable encryption, no

data is removed from the drives.
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Setting Up Encrypted Drives

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption > Setting Up Encrypted Drives

Platforms: EE: All appliance platforms
Parent topic: Appliance: Disk Encryption
In this section:
Example: Force Keystore Setup
Example: Set Up the Keystore and Enable Encryption

Example: Use Multiple Unlock Keys
This section summarizes the steps for setting up encryption for the first time on a new appliance. When these steps are complete, the data at rest on the manager node drives and
the compute blade drives will be encrypted, but the drives will be unlocked and accessible for routine 1/0 operations during loading and query processing.
See also Example: Set Up the Keystore and Enable Encryption, which contains the complete output for this procedure in a single ybcli session.
The main steps are creating a keystore, unlocking it, and enabling encryption on the drives.
1. Start a ybcli session on the primary manager node.

2. Create a new keystore by running the following command and responding to the prompts.

YBCLI ( )> keystore setup

Setting up the keystore

This command creates a new keystore and generates a set of keys:

» Asingle 36-byte authentication key, which is a required "password" that you have to enter before you can run any encryption commands.

« One or more 64-byte keys to unlock the keystore At least one of each type of key is required.

Note: You can request up to 5 unlock keys. In this way, multiple administrators can unlock the keystore using a combination of keys. No single key has to be distributed to a single

administrator.

The keystore setup command also asks if you want to back up the keystore. Backing up the keystore is recommended. If you choose not to do a backup now, you can run the

keystore backup command manually later.

3. Store all of the generated keys in a safe and secure location that is physically separate from the appliance. When prompted, you must enter all keys exactly as they were printed

to the screen when you ran the keystore setup command.

4. Unlock the new keystore by entering one or more of the unlock keys that were generated:

YBCLI ( )> keystore

Here is an example of an unlock key:

9d046e746d09e264d61533a4a0c3a8ca2709561c86e42fd74376afed98b101b8

5. Enable encryption on all of the drives by running the following command and entering the authentication key:
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YBCLI (

Here is an example of an authentication key:

8b6e8b44-9ad5-5e75-36ce-7ed961a46453

After you enter the authentication key, the ybcli session remains authenticated for 10 minutes. After 10 minutes, or if you exit from the ybcli session and start a new one, you

will be prompted to enter the key again.

You will also be prompted to either print or redact the generated key values on the screen. You may want to redact them for security reasons. The ybcli keeps a history of

commands that have been run; however, this history does not include the key values.
Enabling encryption on all of the drives takes a few minutes.

6. Check the encryption status of the drives.

YBCLI (

The status information reports whether encryption was enabled successfully on the drives on each blade.
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Example: Force Keystore Setup

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption > Setting Up Encrypted Drives > Example: Force

Keystore Setup

Platforms: EE: All appliance platforms

Parent topic: Setting Up Encrypted Drives

The following output shows an example of the output and prompts when you use the force option with the keystore setup command.

CAUTION

This command erases all of the drive keys in the keystore, then re-creates it.

YBCLI (

You have entered the 'setup'

WARNING: Potential loss.

’

you cannot

you do

Are you sure you want

do this?:

)> keystore setup

command

Please

all

the keystore,

want run the command

Forcing keystore initialization

Stopping keystore
Starting keystore.

reinitializing.

Done

yes

the
the

the

each

the

'force'

any of the drives, you are

, which will erase all drive keys

information carefully.

proceed.
drives will be lost unless you can

drive will have be manually unlocked

, enter 'no' below.

Setting up
The
-> A sing
-> One
least on

Note: You c

a combination of keys.

How many
1 will

Successfully initialized the keystore. Please store the keys listed below

The
Note: 1 of
Keystore

The

Keys have b

Do you want

yes

Stopping th

Backing up
Starting th

the keystore.
will generate two types of keys:
le

more keys the keystore
e of each

an request up 5 keystore

keys. this way, multiple administrators can

single has be a single administrator.

keys should be the keystore? (1 )8 dl

be the keystore

a secure

used the keystore bootup
1 (s) are unlocking the keystore.

1: 1c980bf78d027fach30e5ca2df401c1227d3292690a527566€24098955e02c07
authenticate

used the keystore ( any

©8a96833-c8a8-065e-7927-e91f4f932e08
een . Please store them

place.

of the keystore?

e keystore
keystore.
e keystore
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The keystore has been backed up successfully

/tmp/ybd-ks-11-09-2019-19-48-56.tar.gz

Please the another machine. The located this
yb0O-mgro.yellowbrick.io:/tmp/ybd-ks-11-09-2019-19-48-56.tar.gz
MD5: 038e793f0571e32f34b4d554cf2cec66

Do you want the keystore (

yes
Keystore will be unlocked
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Example: Set Up the Keystore and Enable Encryption

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption > Setting Up Encrypted Drives > Example: Set Up

the Keystore and Enable Encryption

Platforms: EE: All appliance platforms

Parent topic: Setting Up Encrypted Drives

The following output is an example of a complete ybcli session in which the keystore is created, new keys are generated, the keys and a backup of the keystore are copied to a

secure location, and encryption is enabled.

1. Set Up the Keystore

Runthe keystore setup command:

YBCLI ( )> keystore setup

Setting up the keystore.

The will generate two types of keys:
-> A single
-> One more keys the keystore

least one of each

Note: You can request up 5 keystore keys. this way, multiple administrators can

a combination of keys. single has be

How many keys should be the keystore? (1 )8

1 will be the keystore

a single administrat

1

Successfully initialized the keystore. Please store the keys listed below a secure

The used authenticate the keystore (
5f2ch5e7-0e08-897e-1119-4ec98c8814a0

any command) :

The used the keystore bootup

Note: 1 of 1 (s) are unlocking the keystore.

Keystore 1: 5278a49d2180elb2fa841leebcOlalbad9ad551e33ebef1f218fcef3db9f28ede6

Keys have been . Please store them place.

Do you want of the keystore?
yes

Stopping the keystore

Backing up keystore.

Starting the keystore

The keystore has been backed up successfully
/tmp/ybd-ks-11-03-2019-11-27-59.tar.gz

Please the another machine. The located

yb0O-mgro.yellowbrick.io:/tmp/ybd-ks-11-03-2019-11-27-59.tar.gz
MD5: 272e2231990294380d9366a91b21e6el

Do you want the keystore (

Yellowbrick Data Warehouse Version 7.3.0
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yes

Keystore will be unlocked

| Yellowbrick Data

Note: You can use the log keystore command to see audit log entries for keystore operations.

2. Store the Keys in a Safe Place

Copy and paste the keys from the screen output into a text file, then store it in a safe location:

used authenticate the keystore (
5f2cbh5e7-0e08-897e-1119-4ec98c8814a0

The used the keystore bootup
Note: 1 of 1 (s) are unlocking the keystore.

command) :

Keystore 1: 5278a49d2180elb2fa841leebcOlalbad9ad551e33ebef1f218fcef3db9f28eded

3. Copy the Keystore Backup File to a Secure Location

For example:

[ybdadmin@yb007-mgr@ ~]$ scp /tmp/ybd-ks-11-03-2019-11-27-59.tar.gz keysadmin@keysadmin.yellowbrick.io:/home/keysadmin/backups

keysadmin@keysadmin.yellowbrick.io

4. Enable Encryption

Run the encryption enable command

YBCLI ( )>

Are you sure you want wide?
WARNING: Enabling means this will have be unlocked
Also make sure have the keys the keystore available a secure

yes 1 yes

Do you want this command show the actual drive keys ?
WARNING: The keys will be shown . Saying anything but yes

yes show drive keys:
displaying keys
WARNING: The keystore locked. Initiating unlocking

Please enter an unlocking the keystore:

->

Verifying keystore
Keystore locked:

Keystore was successfully unlocked
Authenticating the keystore this YBCLI
Please enter keystore

->

accepted. This authenticated

Yellowbrick Data Warehouse Version 7.3.0

every power-cycle.
place. These are needed

below will display the keys.

until YBCLI exits.
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Determining
Retrieving blade details.

blades are currently . Enabling initially will stack down.
yes : yes
Stopping YBD services enabling
Enabling manager node(s).

Manager: yb00-mgr0.yellowbrick. ( node)
Drive-sda - 1 17381914CAF2 -> Generating 5 000 : REDACTED
Enabling
Drive-sdb - : 17381914CB3A -> Generating 0 000 : REDACTED
Enabling

Manager: yb00-mgril.yellowbrick. ¢ node)
Drive-sda - : S3D2NX0J507797Y -> Generating 5 000 : REDACTED
Enabling
Drive-sdb - : S3D2NX0J507787F -> Generating . e : REDACTED
Enabling

Enabling blades.
Stopping YBD services enabling blades.
Retrieving blade details.

Blade bay: 1 - UUID: 00000000-0000-0000-0000-38B8EBDOO483
Drive-0 - : S3EWNWAJ318665L -> Generating 0 000 : REDACTED
Enabling
Drive-1 - : S3EWNWAJ318656W -> Generating 5 000 : REDACTED
Enabling
Drive-2 - : S3EWNWAJ318660F -> Generating 0 0oo : REDACTED
Enabling

Drive-3 - : S3EWNWAJ318658M -> Generating 0 000 : REDACTED
Enabling o oo

Drive-4 - : S3EWNWAJ318653X -> Generating 5 000 : REDACTED
Enabling

Drive-5 - : S3EWNWAJ318652L -> Generating 0 0oo : REDACTED
Enabling

Drive-6 - : S3EWNWAJ318657P -> Generating 0 000 : REDACTED
Enabling o oo

Drive-7 - : S3EWNWAJ318651N -> Generating 5 000 : REDACTED
Enabling

One more drives had . Initiating keystore

Stopping the keystore 5 ... Done
Backing up keystore.
Starting the keystore

The keystore has been backed up successfully
/tmp/ybd-ks-11-03-2019-12-03-01.tar.gz

Please the another machine. The located this
yb0O-mgre.yellowbrick.io:/tmp/ybd-ks-11-03-2019-12-03-01.tar.gz
MD5: 613d33018355d4c7f19e7d3921b075c7

Do you want the keystore (

yes
Keystore will be unlocked

YBCLI (
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5. Copy the Keystore Backup Again

Repeat step 3, using the new backup file, which now contains the encryption keys for the drives.

6. Unlock the Keystore

Alternatively, you can unlock the keystore when you enable encryption or when you run encryption status .

YBCLI ( )> keystore

Please enter an unlocking the keystore:

->
was submitted the keystore but it yet fully unlocked.

Do you want enter another ?

Note: The keystore maintains its 2 needed, you can enter the remaining (s) later.
the restarts fails , you will have enter all of the keys again.

yes 1 yes

Please enter another keystore unlocking the keystore (Progress: 1/2):

->

Verifying keystore
Keystore locked:

Keystore was successfully unlocked

7. Check Encryption Status

Runthe encryption status command

YBCLI ( )>

Do you want this command show the actual drive keys?
WARNING: The keys will be shown . Saying anything but yes below will display the keys

yes show drive keys:

displaying keys

Authenticating the keystore this YBCLI
Please enter keystore

==
accepted. This authenticated until YBCLI exits.
Retrieving manager node

Manager drive
Supports 1 2/2
2/2
Drives locked T 0/2
DRIVE-sda - : 17381914CAF2 -> PRESENT
DRIVE-sdb - : 17381914CB3A -> PRESENT

Manager drive
Supports

Drives locked
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DRIVE-sda - : S3D2NX0J507797Y -> PRESENT
DRIVE-sdb - : S3D2NX0J507787F -> PRESENT

Retrieving blade
Retrieving blade details.

Blade bay: 1 - UUID: 00000000-0000-0000-0000-38B8EBDOO483

Supports 5 &Y

/

Drives locked : 0/8
DRIVE-0 - : S3EWNWAJ318665L PRESENT
DRIVE-1 - : S3EWNWAJ318656W PRESENT
DRIVE-2 - : S3EWNWAJ318660F PRESENT
DRIVE-3 - : S3EWNWAJ318658M PRESENT
DRIVE-4 : S3EWNWAJ318653X PRESENT
DRIVE-5 : S3EWNWAJ318652L PRESENT
DRIVE-6 : S3EWNWAJ318657P PRESENT
DRIVE-7 : S3EWNWAJ318651N PRESENT

Blade bay: 2 - UUID: 00000000-0000-0000-0000-38B8EBDOOCBC

Supports 1 8/8

8/8

Drives locked 1 0/8
DRIVE-0 - : S3EWNWAJ316127E PRESENT
DRIVE-1 - : S3EWNWAJ330178F PRESENT
DRIVE-2 - : S3EWNWAJ330176R PRESENT
DRIVE-3 : S3EWNWAJ330173Y PRESENT
DRIVE-4 : S3EWNWAJ338486F PRESENT
DRIVE-5 : S3EWNWAJ338488E PRESENT
DRIVE-6 : S3EWNWAJ316128T PRESENT
DRIVE-7 : S3EWNWAJ338479X PRESENT
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Example: Use Multiple Unlock Keys

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption > Setting Up Encrypted Drives > Example: Use

Multiple Unlock Keys

Platforms: EE: All appliance platforms

Parent topic: Setting Up Encrypted Drives

The following output is an example of a ybcli session in which the keystore is created and enabled with multiple unlock keys .

In this example, the system generates 5 unlock keys but only 3 are required to unlock the keystore. This means that you can distribute the 5 keys to 5 different people in your

organization, then 3 of these people must be present when the keystore needs to be unlocked. You will not be able to unlock the keystore with less than 3 keys.

For an example of the complete encryption setup procedure, see Example: Set Up the Keystore and Enable Encryption.
1. Set Up the Keystore
Runthe keystore setup command:

YBCLI(8183) ( - yb100-mgr0)> keystore setup

Setting up the keystore.

The will generate two types of keys:

-> A single
-> 0ne more keys the keystore
least one of each

Note: You can request up 5 keystore keys. this way, multiple administrators can the keystore
a combination of keys. single has be a single administrator.

How many keys should be the keystore? (1 ) S
How many keys should be the keystore? (2 5) IS

Successfully initialized the keystore. Please store the keys listed below a secure

The 3 keys are used the keystore bootup

Note: 3 of 5 (s) are unlocking the keystore.

Keystore 1: 6bfeae96d9953905ba36a7683b7c2c76648cc91d71adff29ce3155089d06c2bcec
Keystore 1 514f10d8aec2d6719bbaf898fdb236b6eedb716a2df8d04e05fb076631db2159b1
Keystore 1 69cea90c851a8bf7abab7684677f8fa6db036c1794f03da6137ce084a0clcO9dc2
Keystore 4: c50b770062675d6716e5313390dc6e29077e87eb388dacc8ed1d75a6cddd26877a
Keystore 1 a8127657aa®b4a973e151351b9c511e2f112ff2fdd1056chb25b6bf055113eb32b0

The used authenticate the keystore ( any command)
52eaB8341-aa63-fe31-deb2-49dd34340864

Keys have been . Please store them place.

Do you want a of the keystore?
Response (yes/no): yes

Stopping the keystore
Backing up keystore.
Starting the keystore

The keystore has been backed up successfully

/tmp/ybd-ks-09-18-2019-11-50-20.tar.gz
Please the another machine. The located

Yellowbrick Data Warehouse Version 7.3.0

Page 334 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

yb98-mgro:/tmp/ybd-ks-09-18-2019-11-50-20.tar.gz
MD5: 2dc47c7203682ee6327d090624d0fcc8

Note: You can use the

log keystore command to see audit log entries for keystore operations.

2. Store the Keys Safely and Copy the Backup File

Copy and paste all of the generated keys from the screen output into a text file, then store the file in a safe location. Also copy the keystore backup file to a secure location.

3. Enable Encryption

Runthe encryption enable command:

YBCLI(8183) ( - yb100-mgro)>
Are you sure you want
WARNING: Enabling

Also make sure

means this
have the keys
Response (yes/no): yes
Do you want this command
WARNING: The keys will be shown
Response (yes/no): yes
WARNING: The keystore
Please enter an

locked.
=>

was submitted the keystore but

Do you want enter another ?
Note: The keystore maintains its ;
the restarts fails
Response (yes/no): yes
Please enter another keystore
->

was submitted the keystore but

Do you want enter another ?

te: The keystore maintains its
restarts fails

Response (yes/no): yes

Please enter another keystore

->

Verifying keystore
Keystore locked:

Keystore was successfully unlocked

Authenticating the keystore this YBCLI
Please enter keystore

->

accepted. This authenticated

Yellowbrick Data Warehouse Version 7.3.0

the keystore available

. Saying

needed, you can enter the remaining
you will have

H needed, you can enter the remaining

you will have

wide?

will have be unlocked every power-cycle.

a secure place. These are needed

show the actual drive keys ?

below will splay the keys.

Initiating unlocking

unlocking the keystore:

yet fully unlocked.

(s) later.
enter all of the keys again.

unlocking the keystore (Progress: 1/3):

yet fully unlocked.

(s) later.
enter all of the keys again.

unlocking the keystore (Progress: 2/3):

until YBCLI exits.
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Example: Rotate the Keystore with Multiple Unlock Keys

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption > Example: Rotate the Keystore with Multiple

Unlock Keys

Platforms: EE: All appliance platforms

Encryption

The following ybcli output shows an example of the complete process for refreshing the keys for the keystore (authentication and three unlock keys). You cannot generate a new

authentication key separately.

YBCLI ( )> keystore rotate

Rotating the keystore will generate new keys.
Note: A of the current keystore will be performed rotating the keystore.
Keystore rotation requires the keys be present.

Do you want rotate the keystore?
yes : yes

Stopping the keystore
Backing up keystore.
Starting the keystore

The keystore has successfully been backed up 1 /tmp/ybd-ks-10-25-2017-16-14-20.tar.gz
Please the another machine. The located this
yb0O-mgri.yellowbrick.io:/tmp/ybd-ks-10-25-2017-16-14-20.tar.gz
MD5: 7ab839eabcad275161a4b006d5de0ffc

Please enter a keystore unlocking the keystore rotation (ctrl-c cancel)

->

Please enter another keystore the keystore (Progress: 1/2):

==
Authenticating the keystore keystore rotation.
Please enter keystore

->

Rotating the keystore.

Note: You can request up 5 keystore keys. this way, multiple administrators can the keystore
a combination of keys. single has be a single administrator

How many keys should be the keystore? (1 B) e
How many keys should be the keystore? (2 S)EZ

The (s) were . A total of 2 (s) the keystore:
New keystore 1: fc243401f27cb29d8da94ffe3df9facc5f1806511a3b05f02971d4957335b4a093
New keystore 2: 778d2a3724b7f4421c54d3dc4323809c6253b5cea706478c1160702b3f334ch765

New keystore 3: 5c83c05756909d209b130210a39b2693316c17a0ec55684F98fF28dff956d14d11

Rotating new 5 000
New 1 7c4012c2-0975-f93c-aedc-645564fe629¢c

Keys have been . Please store them place.

Do you want of the keystore?
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Backing up keystore.
Starting the keystore
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The keystore has successfully been backed up

Please the

another machine.

The

Done

Done

/tmp/ybd-ks-10-25-2017-16-16-23.tar.gz
located this

yb0O-mgri.yellowbrick.io:/tmp/ybd-ks-10-25-2017-16-16-23.tar.gz
MD5: 6665faf86d1224be3aa2541d2f85ba64

Note: restoring this

Do you want the keystore again?

Note: This unless you intend

command will automatically prompt

yes . yes
Please enter a keystore

=

, the keystore will have be unlocked again providing the

run additional commands. Any

keystore unlocking should it be

unlocking the keystore:

The keystore yet fully unlocked.

Do you want entering another ?

Note: Keystore unlocking stateful

the restarted

yes 1 yes

Please enter another keystore

->

Verifying keystore
Keystore locked:

Keystore was successfully unlocked

Keystore rotation successfully completed

Yellowbrick Data Warehouse Version 7.3.0
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failed , all keys will have be provided again.

the keystore (Progress: 1/2):
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Managing Encrypted Drives

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Appliance: Disk Encryption > Managing Encrypted Drives

Platforms: EE: All appliance platforms

Parent topic: Appliance: Disk Encryption

The following procedures explain what you need to do to return encrypted drives to an operational state in case of power failures, blade replacements, upgrades, and failover

operations. This section also covers two periodic maintenance tasks: backing up the keystore and rotating the keys.

Warning: If you lose your encryption keys, you need to open a case with Yellowbrick Customer Support and run an "emergency unlock" command. Although this procedure will bring

your encryption setup back to a clean state, your data will be lost.
After a power failure (total system)
If there is a power failure on the whole appliance, follow these steps to recover access to the drives:

1. Restart the system. (Not everything will be operational.)

2. Startthe ybcli .

3. Respond to the prompt to unlock the keystore and enter the authentication key.
4. Power on the blades: blade poweron all

5. Runthe encryption unlock command.
After a power failure (manager nodes only)
If power fails only on the manager nodes, run the first three steps from the previous section.
After a power failure (blades only)
If power fails only on the compute blades, follow these steps:

1. Power on the blades: blade poweron all
2. Runthe encryption unlock command.

3. Respond to the prompt to unlock the keystore and enter the authentication key.
During an upgrade
During an upgrade on a system with encrypted drives, the Yellowbrick Installer will prompt you to unlock the keystore and run the encryption unlock command.
Replacing a blade
The steps for replacing a compute blade depend on whether you are going to use the same blade or a new one:

« If you are replacing a failed blade with the same blade (after fixing the problem), run the encryption unlock command. If the command fails for some reason, you

will probably need to replace the blade with another blade.

« If you are replacing a failed blade with a new blade, run the encryption enable command and respond to the prompts to unlock the keystore and authenticate.
Adding one or more blades (expansion)
You can add one or more new blades to expand the capacity of the system. On a system that uses encryption:
1. Make sure the new blade is a supported SED blade before inserting it into the chassis.

2. Power on the new blade, using the blade poweron command.
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3. Runthe encryption enable command and respond to the prompts.

4. Run the blade add command.
After a manager node failover (or a reboot of the manager nodes)
The keystore is replicated on both manager nodes, so failing over does not require any user intervention. Encryption continues to work as normal.
If you need to run any encryption commands, you will see a prompt to unlock the keystore.
Key rotation

As an additional security measure, you can periodically generate new encryption keys for the drives. See the encryption rotate command. You can do the same thing with the

unlock keys and authentication key by using the keystore rotate command.
Backup and restore operations

Whenever the keystore is modified in response to encryption enable and encryption rotate operations, a keystore backup happens automatically. Backup files

are saved to the ybcli user's home directory. The files are very small and have a timestamped name.
Note: Always move new backup files to a remote system for secure storage.

You can back up the keystore manually at any time by using the keystore backup command.
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Remote Diagnostics

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Remote Diagnostics
Platforms: EE: All appliance platforms
Parent topic: Appliance
In this section:
Configuring Remote Diagnostics
Diagnostics Service Levels

Enabling Remote Diagnostics

The remote diagnostics system is used to collect critical log, telemetry, crash dump, performance, and monitoring/alerting data from the Yellowbrick cluster so Customer Support can
proactively identify, respond to, and repair issues on the cluster. Diagnostics data is sent to support automatically, either using a web service with connectivity from the customer site

to the remote diagnostics server ( phonehome.yellowbrick.io , port 443 ) or via an SMTP email channel.
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Configuring Remote Diagnostics

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Remote Diagnostics > Configuring Remote Diagnostics

Platforms: EE: All appliance platforms

Parent topic: Remote Diagnostics

Use the SMC to configure remote diagnostics by choosing a service level and defining connectivity settings. You may not need to follow these steps if you are going to use the

default Full Diagnostics service level via the web service.
1. Log in to the SMC and go to Configure > System Settings > Diagnostics Data.

2. Select a diagnostics service level. See Diagnostics Service Levels for details about the differences.

Diagnostics Level v Full Diagnostics

Alerts, Crash Reporting, and Telemetry Data Only
Alerts and Crash Reporting Only

Alerts and Telemetry Data Only

Alerts Only

Send Interval

Communications Type

3. Optionally, set the send interval by selecting from the drop-down list. (Every 15 minutes is the default interval.)
4. Select the communications type: Web Service or Email.

Note: Select Disabled if you want to disable all diagnostics activity on your appliance.
5. Enter the required information for the communications type you chose:

« If you selected Web Service, you may need to enable and define a proxy host, port, and type (HTTP or SOCKS) and add a new trusted certificate. If you have a proxy, select
Enable Proxy and fill out the required fields. If your proxy requires its own certificate, you can clear existing certificates, add new ones, and trust them pending a save to your

new diagnostics settings. (If you do not have a proxy or you have a transparent proxy, do not select Enable Proxy.)
« If you selected Email, fill out the requested details, including the SMTP server and the recipient.

Note: When the Recipients field is left blank, phonehome@yellowbrick.io is the default recipient. If you enter any other email addresses where you want the diagnostics
data to be sent, you must also manually enter phonehome@yellowbrick.io (assuming that you want Customer Support to receive the diagnostics information

automatically). The list of recipients must be separated by commas.

6. Test your configuration by clicking Test Alert, then Send Alert. A default test message will be sent; optionally, you can edit the message text and severity. If the alert fails to

send, go back and check your settings.
7. Click Save Settings in the upper right corner of the screen.

A pop-up message provides instructions on stopping and starting the database in order for the configuration changes to take effect.
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A Communications Settings Changed

The communication settings for system support have changed. In order to ensure
these settings take effect, please perform the following steps:

« Stop the database:

ybell —y database step

« Start the database:

ybeli database start
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Diagnostics Service Levels

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Remote Diagnostics > Diagnostics Service Levels

Platforms: EE: All appliance platforms

Parent topic: Remote Diagnostics

The full diagnostics service level, as defined in the following table, is enabled for new appliances when they are shipped. Depending on the specific support requirements at your

site, you can configure remote diagnostics to operate at a "lower" service level. Note the main differences between full diagnostics and lower service levels:

« Full diagnostics data includes system log files, which may contain SQL query text and schema DDL information (table and column names).

« No email channel is available for full diagnostics; the web service must be used.
Both predefined system alerts and user-defined alerts are captured in diagnostics data. For information about configuring alerts, see System Alerts. Note that user-defined alert
messages may get sent over the network as part of remote diagnostics data.
Service Level Description

Full Diagnostics System log files, full crash dumps, telemetry data, and system alerts are all included in the full set of diagnostics data that is sent to support.

Log files may contain SQL query text and schema DDL information. The email channel is not available for this service level.

Alerts, Crash Reporting, Crash dumps, telemetry data, and system alerts are included. No logs are included. Web service and email channels are both available.
and Telemetry Data

Only

Alerts and Crash Crash dumps and system alerts are included. No logs are included. Web service and email channels are both available.

Reporting Only

Alerts and Telemetry Telemetry data and system alerts are included. No logs are included. Web service and email channels are both available.

Data Only

Alerts Only Only system alerts are included. No logs are included. Web service and email channels are both available.

Disabled Disabling the communication type in the SMC disables remote diagnostics support completely. In this case customers open support tickets as
(Communication Type in needed and provide diagnostics information on request from Customer Support.

SMC)

Note: Collecting and sending diagnostics data to support with the ybecli system diagnostics command is a completely separate process from diagnostics data collection.

The data that ybcli collects may contain SQL query text and schema DDL information.
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Enabling Remote Diagnostics

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Remote Diagnostics > Enabling Remote Diagnostics

Platforms: EE: All appliance platforms
Parent topic: Remote Diagnostics
Before you can configure remote diagnostics, make sure that connectivity is established with the diagnostics server and that the appliance is registered for diagnostics support.
1. Check remote diagnostics server connectivity. (If your appliance is going to use email-based diagnostics, you can skip this step.)

Test connectivity to the diagnostics server by doing an ssh to the manager node on the appliance, then running the following telnet command. .

$ telnet phonehome.yellowbrick. 443
Trying 10.30.20.160...

Connected phonehome.yellowbrick.
Escape

This output shows that the manager node can connect to the server at port 443. You can enter CTRL+C to escape. If this command hangs, you will need to get connectivity

resolved before you can proceed.

2. Make sure the appliance is registered, or re-register it if necessary.

Yellowbrick always ships appliances that are already registered. Verify this by using the ybcli system status command. If for some reason the registration is lost, follow

these steps to re-register the cluster with Yellowbrick.

Use ybcli system register to execute the registration process and get the Yellowbrick cluster certificates. Running this command makes a registration request using REST,

generates the certificates, and returns them in the REST response:

YBCLI ( register <tenant-

where <tenant-name> is the company nhame and <system-name> is the system name. Yellowbrick has so far named all systems Yellowbrickl to YellowbrickN .
This step requires connectivity to the Yellowbrick diagnostics web service on port 443. If connectivity is blocked at the customer site and registration is lost, contact Yellowbrick

support for a manual registration.
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System Alerts

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Alerts

Platforms: EE: All appliance platforms
Parent topic:

In this section:

You can use the SMC to configure alerts that are triggered when specific conditions occur on the system, such as database state changes or elevated temperature readings on

hardware components. Some alerts are system-defined and ready for use, but for others you can define specific thresholds and rules. For all alerts, you can create "endpoints" that

define how alert messages are published to users and what they contain.

To start using the alerting feature, log in to the SMC and go to Configure > Alerting. To see active and logged alerts, go to Manage > Cluster Alerts or query the sys.alert

and sys.log_alert views.

System-Defined and User-Defined Alerts

System-defined alerts cannot be changed. They are always enabled and are triggered according to a specific set of rules that you cannot edit.

Cluster Quiesce

Compute Blade

Compute Blade Disk Wear
Compute Blade Reset
Database Row Store
Database State

Fan

LDAP

Manager Node Drive Not Detected

Manager Node HA State
Network Switch

Power Supply
Temperature

Test

Cluster Quiesce

Compute Blade

Compute Blade Disk Wear
Compute Blade Reset
Database Row Store
Database State

Fan

LDAP

Manager Node Drive Not
Detected

Manager Node HA State
Network Switch

Power Supply
Temperature

Test

Alert when a cluster quiesce rule is triggered

Alert when a compute blade changes state

Alert wi compute blade disk wear exceeds the specified percentage

Alert when a compute blade restarts

Alert when the database row store changes state
Alert when the database changes state

Alert when a fan changes state

Alert when LDAP synchronization fails

Alert when a manager node drive is not detected

Alert when a manager node changes state
Alert when a network switch changes state
Alert when a power supply changes state
Alert when the inlet temperature exceeds 35C

Alert when Test Alert is requested by the SMC user

User-defined alerts have default behavior that you can change by setting a threshold or by creating and using WLM rules. You cannot create completely new user-defined alerts.

User-defined alerts must be enabled individually. Disabled alerts are not triggered. In this example, some of the alerts are disabled.
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Q Alerting

Compute Blade Disk Used Threshold:
(disabled) ¢ Major when value is greater than 85
» Critical when value is greater than 95

Alert when compute blade disk usage exceeds the specified percentage

Database Connections Used Threshold:
(disabled) * Major when value is greater than 85
¢ Critical when value is greater than 95

Alert when the number of database connections exceeds the specified percentage

Encryption Keystore Match:
(disabled) * Notify when value matches true

Alert when encryption keystore is locked

Manager Node Disk Wear Threshold:
(disabled) * Major when value is greater than 85
¢ Critical when value is greater than 95

Alert when manager node disk wear exceeds the specified percentage

Network Status (External) Match:
(disabled) * Notify when value differs from ok

Alert when the external network status changes

Protegrity Alert when a PEP server issue occurs
(disabled)

WLM Rule Alert when a WLM rule is triggered with the action Log ERROR or Log WARN
(disabled)

For more details about all of these alerts, see

Endpoints

You configure how alerts are published to consumers by defining endpoints:

« Notify Yellowbrick support (phonehome)
+ Send email
« Post to web service (http)

+ Send an SNMP trap

See
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Creating an Alert Endpoint

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Alerts > Creating an Alert Endpoint

Platforms: EE: All appliance platforms
Parent topic:

In this section:

Endpoints define the method that will be used to publish alerts, who the recipients or subscribers will be, and how the contents of alert messages will be formatted.

1. In the SMC, go to Configure > Alerting.

N

Click Endpoints, then Create Alert Endpoint.

w

Enter a name and optionally a description. Leave the Enabled checkbox selected (or leave it disabled if you are not ready to turn on alerts via this endpoint).

4. Click Next and choose an endpoint type.

Send Email

Send an SNMP Trap

Post to Web Service (http)

Notify Yellowbrick Support

Fill out the details for the endpoint type you selected, then click Finish. For example, to send email, you need to supply information about the email server and at least one email

o

address. For details about each type, see

All new endpoints are automatically added for all system-defined and user-defined alerts. If you do not want to use an endpoint, disable it. You can still test an alert for a specific

endpoint when it is disabled.

6. Send a test alert to verify that the endpoint is configured correctly. (You can test an alert for a specific endpoint when it is enabled or disabled.)

7. Click Test Alert in the bottom-right corner of the endpoint summary screen.

For example:

a Send email to Jack

Send Email:
To |ack@alitrades.com

* Endpoint Is disabled

Note: If you click Test Alert in the upper right corner of the main Alerting screen, this alert will attempt to go to all of the enabled endpoints that have been configured for the

system.
8. Enter a message.
9. Optionally, change the severity and enter a resource.

10. Click Send.
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Alert Templates

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Alerts > Creating an Alert Endpoint > Alert Templates

Platforms: EE: All appliance platforms

Parent topic: Creating an Alert Endpoint

When you create endpoints, you can load templates that describe the structure and contents of the alert messages that are sent. The following templates are supported:

e Text
e HTML
e JSON
o XML

e Form Encoded

Having selected a template, you can customize it. For example, the default text template looks like this:

Template ¥ Load Sample Template

Yellowbrick Alert Notification:
Message: S{body.message}
Resource: ${body.resource}
Time: ${body.createdOn}

Severity: ${body.severity}
Status: ${body.status}

You can add to or modify this template by using attributes from the list of template attributes. This list is displayed when you click the information icon next to the Template field. Add

entries with the following form:

${body.attribute}

For example, this modified template has a different title and two additional components ( Appliance and Alert Name ):

Yellowbrick Alert:
Appliance: ${body.origin}
Alert : ${body.alertDefinitionName}
: ${body.message}
: ${body.resource}
: ${body.createdoOn}
Severity: ${body.severity}
: ${body.status}

The resulting messages look like these examples:

Yellowbrick Alert:
Appliance: yb100
Alert : WLM Rule

: Alert premdb queries (291285)
:wlm:Bob's premdb rule
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Yellowbrick
Appliance: yb100
Alert
1 The degraded due : missing compute nodes (1). Performance may be affected.

: Wed Aug 22 17:27:59 PDT 2018
Severity: 75
: CLOSED

Note: Message severity is a gradient, where 25 =Informational, 50 =Minor, 75 =Major, and 100 =Critical.
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Endpoint Types

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Alerts > Creating an Alert Endpoint > Endpoint Types

Platforms: EE: All appliance platforms
Parent topic: Creating an Alert Endpoint
Yellowbrick supports four different endpoint types:

« Notify Yellowbrick support (phonehome)
« Send email
« Post to web service (http)

« Send an SNMP trap

You can configure and enable many different endpoints, but they are all tied to the same set of alerts.

Send Email

The following configuration details are required for this endpoint type:
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'ﬂ Create Alert Endpoint, Step 2/ 2
Specify the endpoint definition

Endpoint Type

Recipients

Subject

SMTP Hostname

SMTP Port

W Enable SSL

W Enable TLS

Usermname

Password

Password (again)

Template

Yellowbrick Data Cluster Alert Notification

Cancel

Previous

Finish

Add email addresses by clicking the Add button. You cannot type into the Recipients field. Be sure to provide accurate credentials (username/password) and the correct SMTP

hostname and port number for your mail server. You can change the subject line that will be used for email alerts. For example:
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‘ﬂ Create Alert Endpoint, Step 2 /2
Specify the endpoint definition

Endpoint Type  Send Email

Recipients s} ompany.io

Subject  Yellowbrick Database Alert!

SMTP Hostname  smtp.office

SMTPPort  s5gg
B Enable SSL
B Enable TLS

Username qa_user
Password
Password (again)
Template + Load Sample Template
Yellowbrick Alert Notification:
Message: ${body.message}
Resource: ${body.resource}
Time: ${body.createdOn}

Severity: ${body.severity}
Status: ${body.status}

Cancel Previous Finish

For information about Load Sample Template choices, see . After clicking Finish on this screen, you can see the endpoint on the Endpoints tab of the main Alerting

screen:

z Send email to QA team

To ga@mycompany.io

v Endpoint is enabled

+iLast hour summary:
© No alert notifications in the last hour

Send an SNMP Trap

The following configuration details are required for this endpoint type:
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!:-} Create Alert Endpoint, Step 2/2
Specify the endpoint definition

Endpaint Type
SNMP Version
SNMP Hostname
SNMP Port

SNMP Cornmunity

SNMP Protocol

Cancel Previous Finish

SNMP Versions 1 and 2c are supported. Version 1 supports the UDP protocol. Version 2c supports UDP or TCP/IP. Be sure to provide the correct SMTP hostname and port number.

Post to Web Service (http)

The following configuration details are required for this endpoint type:

F} Create Alert Endpoint, Step 2 /2
Specify the endpoint definition

Endpoint Type | P

URL
Content Type
Authorization Header

W Disable https hostname verification (dev only)

W Disable https certificate trust validation (dev only)

Template ¥ Load Sample Template

Notify Yellowbrick Support

No configuration is required or allowed for this endpoint.
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Alert Types

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Alerts > Alert Types

Platforms: EE: All appliance platforms

Parent topic: System Alerts

This section describes the specific system-defined and user-defined alerts you can configure on your cluster.

Alerts return two messages reflecting an OPEN status and a CLOSED status for the event that triggered the alert. OPEN alerts are considered active until CLOSED . An alert is

closed when the alert event is resolved, such as when the database or a compute blade comes back online. Test alerts also have OPEN and CLOSED messages, which follow

each other within about 10 seconds.

Alert messages provide specific details about the error conditions that triggered the alert. For example, for a Database State alert you may see one of the following messages:

running: too many missing compute nodes

degraded due : rebuilding. Performance may be affected.

System-Defined Alerts

The following system-defined alerts are supported. (You cannot create new alert types.)

Alert Name

Cluster

Quiesce

Compute Blade

Compute Blade

Disk Wear

Compute Blade
Filesystem

Usage

Compute Blade

Reset

Rule

Alert when the database is quiesced or an attempt to quiesce it fails. When the database is
quiesced, active queries are canceled. Queries that were queued start running when the database

comes back online.

Alert when a compute blade changes state. For example, a blade may be powered off, causing an

alert.

Alert when compute node disk wear indicates a hardware replacement will be necessary in due

time. Thresholds are 85% wear for major and 90% for critical severity.

Alert when a blade filesystem usage gets too high. Default is 95% and can be controlled via a

configuration parameter. This generates a critical alert.

Alert when a compute blade restarts.
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Resource ID in Alert Messages

database:event

Chassis number and blade number. For
example:

chassis0:bladel0

Chassis number and blade number. For
example:

chassis0:bladel0

bbfs:drive:usage
"Blade UUID" - Filesystem(s): 1 at 99%,5 at
91%;

Chassis number and blade number. For
example:

chassis2:bladel4
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Alert Name

Database State

Database Row

Store

Fan

LDAP

Manager Node

Disk Wear

Manager Node
Drive Not

Detected

Manager Node

HA State

Network Switch

Power Supply

Temperature
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Rule

Alert when the database changes state. For example, the database may be degraded because a

compute node is offline.

Alert when the database row store changes state.

Alert when a fan changes state. For example, a fan may have failed or have been removed from the

appliance.

Alert when LDAP synchronization fails.

Alert when manager node disk wear indicates a hardware replacement will be necessary in due

time. Thresholds are 85% wear for major and 90% for critical severity.

Alert when a manager node drive is not detected. For example, a specific drive may not be installed.

Alert when a manager node changes state. For example, one of the manager nodes may be offline,

and failover is temporarily not supported.

Alert when a network switch changes state.

Alert when a power supply changes state.

Alert when the inlet temperature for the system exceeds 35C.
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Resource ID in Alert Messages

database:state

database:rowstore

Chassis number and fan number. For
example:

chassis0@:fan2

database:LDAPSynchronizer

Manager node number, drive name, then
wear . For example:

manager2:mgmt2-/dev/nvme2nl:wear

Manager node number and drive ID. For
example:

managerl:drive:nvme4nl

database:ha_state

Chassis number and switch number. For
example:

chassis0:switch2

Chassis number and power supply number.
For example:

chassis0:power2

database: temperature
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Test

Test Alerts
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Rule

Alert when Test Alert is requested by the SMC user.

Test alerts are system-defined, but you can trigger them in two different ways:

Resource ID in Alert Messages

database:test

« After finishing the creation of a new endpoint, you can send a test alert for that specific endpoint. In this case, the endpoint may be enabled or disabled. Click Test Alert within

the summary screen for the endpoint.

« You can send an alert to all enabled endpoints via Configure > Alerting > Test Alert). Disabled endpoints will not receive the alert.

User-Defined Alerts

The following user-defined alerts are supported. By default, they are all disabled. You can enable all of them or any subset.

You cannot create new alert types.

The alerts with numeric thresholds have default values for Major and Critical severity alerts. You can define additional thresholds for Informational and Minor

severity alerts.

Alert Name

Backup
Chain Age

Compute
Blade Disk
Used

Compute
Blade Disk

Wear

Database
Connections

Used

Encryption

Keystore

Rule

Alert when there are backup chains older than a configurable threshold (controlled by configuration
parameter old_chain_threshold_days ).

- Default threshold: 30 days

Alert when compute blade disk usage exceeds the specified percentage. One alert is triggered per cluster,
when any one drive exceeds the threshold. Default thresholds: - Major severity when value is greater than 85

- Critical severity when value is greater than 95

Alert when compute blade disk wear exceeds the specified percentage. Default thresholds: - Major severity
when value is greater than 85

- Critical severity when value is greater than 95

Alert when the number of database connections exceeds the specified percentage. Default thresholds: -
Major severity when value is greater than 85

- Critical severity when value is greater than 95

Alert when the encryption keystore is locked.
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Resource ID in Messages

database:old_backup_chains

Chassis number, blade number, drive
number, then usage . For example:

chassis@:blade9:drive3:usage

Chassis number, blade number, drive
number, then wear . For example:

chassisO:blade9:drive3:wear

database:connections

mgmtO:vault or mgmtil:vault ,
depending on which manager node is

the primary.
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Network
Status

(External)

WLM Rule

Yellowbrick
Row Store

Data Files

Yellowbrick
Row Store
Commit

Records

Yellowbrick
Row Store
Delete

Records

Yellowbrick
Row Store
Unused

Files

Query Alerts
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Rule

Alert when the external network status changes.

Alert when a WLM rule is triggered with the action Log ERROR or Log WARN . See Rule Actions. WLM
alerts are based on workload management rules rather than alerting rules. The message for a WLM alert

contains the query ID that triggered the WLM rule in parentheses.

Alert when the number of data files exceeds one of the configurable thresholds.

- Minor severity when the number exceeds the value of configuration parameter
yrs_data_files_count_minor_threshold

- Major when the number exceeds the value of yrs_data_files_count_major_threshold

- Critical when the number exceeds the value of yrs_data_files_count_critical_threshold

Alert when the number of commit records exceeds one of the configurable thresholds.

- Minor severity when the number exceeds the value of configuration parameter
yrs_commit_records_count_minor_threshold

- Major when the number exceeds the value of yrs_commit_records_count_major_threshold

- Critical when the number exceeds the value of yrs_commit_records_count_critical_threshold

Alert when the number of delete records exceeds one of the configurable thresholds.

- Minor severity when the number exceeds the value of configuration parameter
yrs_delete_records_count_minor_threshold

- Major when the number exceeds the value of yrs_delete_records_count_major_threshold

- Critical when the number exceeds the value of yrs_delete_records_count_critical_threshold

Alert when the number of unused files exceeds one of the configurable thresholds.

- Minor severity when the number exceeds the value of configuration parameter
yrs_unused_files_count_minor_threshold

- Major when the number exceeds the value of yrs_unused_files_count_major_threshold

- Critical when the number exceeds the value of yrs_unused_files_count_critical_threshold

Resource ID in Messages

manager#:external_bond

For example:

database:wlm:SELECT * rule

where SELECT * rule isthe name
of a WLM rule that was triggered and in

turn triggered the alert.

database:yrs

database:yrs

database:yrs

database:yrs

To see active and logged query alerts, go to Manage > Query Alerts. WLM alerts appear under Query Alerts by default; if they are enabled in the Configure Alerting screen, WLM

alerts also appear under Cluster Alerts.
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Managing Alerts

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Alerts > Managing Alerts

Platforms: EE: All appliance platforms

Parent topic:

To manage active and logged alerts, you can use the SMC views, or you can query system views.

SMC Views

Go to Manage > Cluster Alerts. To change the display, click Options. For example:

A Cluster Alerts

Range: 1 hour ~ Options ~ v Acknowiedge All

Acknowledged Status Alert Name State
Closed  Database State degraded  Aug 17, 2018 12:00: Aug 17, 2018 12:00:11 PM
Closed  Database State degraded  Aug17, Aug 17, 2018 1
Closed Database State not_ready Aug17, Aug17,
Closed  Database State not_ready Aug17,20181 Aug 17,2018 1.
Closed  Test Alert testalert  Augi7, Aug 17, 20181
Closed Database State. degraded  Aug 17, 2018 11:56:30 AM  Aug 17, 2018 11
Closed  Database State degraded Aug 17,2018 11:56:30AM Aug 17, 2018 11:
Closed  Compute Blade Alert off Aug 17,2018 11:56:29 AM Aug 17, 20181
Closed  Database State not_ready Aug 17,2018 11:56:10AM Aug 17, 2018 11
Closed  Database State not_ready Aug 17, 2018 1 Aug 17, 20181
Closed  Database State not_ready Aug17, Aug17,20181
Closed  Database State not_ready Aug 17, Aug 17,2018 11
Closed  Compute Blade Alert off Aug17, 244 Aug 17, 2018 112
Closed Database State degraded Aug 17,2018 1 Aug 17,2018 1
Closed  Database State degraded Aug 17,2018 11:44:30AM Aug 17, 2018 11
Closed  Database State not_ready Aug 17,2018 11:44:10AM Aug17, 20181
Closed Database State. not_ready Aug 17,2018 11:44:10 AM Aug 17,2018 1

Go to Configure > Alerting > Endpoints to see a quick summary of the number of alerts that have been processed recently or that have failed with errors. For example:

' Send email to Bob

Send Email:
To bob.rumsby@yellowbrick.io

+ Endpoint is enabled

+!Last hour summary:
@ 4 alert notifications processed

You can click Recent Notifications to see a list of recent alert messages for that endpoint.

System Views

To see active alerts (alerts in OPEN state), query the view. For example:
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Duration
10.140 seconds
10.238 seconds
20.89 seconds
20.185 seconds
10.485 seconds
03:11 minutes
03:11 minutes
20.638 seconds
20.962 seconds
20.920 seconds
20.527 seconds
20.569 seconds
03:30 minutes
06:20 minutes
06:20 minutes
20.308 seconds

20.273 seconds

Severity
[
v

Resource
database:state
database:state
database:state
database:state
database:test
database:state
database:state
chassisO:bladel
database:state
database:state
database:state
database:state
chassisO:bladel
database:state
database:state
database:state

database:state

17 alerts

Message

The database Is degraded due to: rebulding. Performance may be affect...
The database Is degraded due to: rebullding. Performance may be affect.
The database stopped running: reconfiguring

The database stopped running: reconfiguring

test-alert-message

The database is degraded due to: missing compute nodes (1). Performan...
The database is degraded due to: missing compute nodes (1). Performan.
The compute blade stopped: cluster manager reported status POWERED_
The database stopped running: reconfiguring

The database stopped running: reconfiguring

The database stopped running: reconfiguring

The database stopped running: reconfiguring

The compute blade stopped: compute blade is powered aff.

The database is degraded due to: missing compute nodes (1). Performan...
The database s degraded due to: missing compute nodes (1). Performan...
The database stopped running: reconfiguring

The database stopped running: reconfiguring
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yellowbrick=# sys.alert;

-[ RECORD 1 ]

alert_id Cc3346760-51c9-4b23-b5b7-bcbh1cc00d262
alert_name Power Supply Alert

open_time 2018-08-16 15:32:34-07

close_time [NULL]

last_update_time 2018-08-16 15:32:34-07

duration_ms 74426598.,612
chassis0:power4
severity CRITICAL

error
The power supply
acknowledged f

power supply

acknowledged_time [NULL]
acknowledged_by [NULL]
acknowledged_text [NULL]

To see all logged alerts that have been CLOSED and any alerts that remain OPEN , query the ¢ g_alert view. For example:

yellowbrick=#
-[ RECORD 1 ]
alert_id 180f13ae-3d4d-4452-9433-e44b1673b6cl
alert_name

open_time 2018-08-14 01:16:37-07

close_time 2018-08-14 01:16:51.073-07
last_update_time 2018-08-14 01:16:51-07

duration_ms 14073.000

sys.log_alert;

severity CRITICAL
CLOSED

The running:
acknowledged f
acknowledged_time [NULL]

enough compute nodes

acknowledged_by [NULL]

acknowledged_text [NULL]

-[ RECORD 2 ]

alert_id bdf4f281-5eec-4321-81a2-a3dc20b49178
alert_name

open_time
close_time
last_update_time
duration_ms

severity

acknowledged
acknowledged_time
acknowledged_by
acknowledged_text

2018-08-14 01:16
2018-08-14 01:18
2018-08-14 01:18
128148.000

INFORMATIONAL
CLOSED

The

f
[NULL]
[NULL]
[NULL]
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:51-07
:59.148-07
:169-617

an administrator
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Using the System Management Console

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Using the System Management Console

Platforms: EE: All appliance platforms
Parent topic: Appliance
In this section:
Configuration Settings in the SMC
Introduction to the SMC
SMC Console Login

The Yellowbrick System Management Console (SMC) is an intuitive and largely self-explanatory graphical user interface, mainly used for administration and monitoring. This section

summarizes the main uses of the SMC and provides basic startup and login instructions.

Yellowbrick recommends the use of an evergreen browser (a browser that is automatically updated with new features, performance improvements, and security fixes). The SMC is

supported on the following web browsers, all of which are classified as evergreen:

« Google Chrome: Version 40 and up
« Mozilla Firefox: Version 35 and up
« Microsoft Edge: Version 12 and up

« Safari: Version 9 and up
Note: The SMC is not supported on IE11 or any other version of Internet Explorer.
In This Section

e Configuration Settings in the SMC
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Configuration Settings in the SMC

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Using the System Management Console > Configuration Settings in the SMC

Platforms: EE: All appliance platforms

Parent topic: Using the System Management Console

You can use the SMC Configure Settings screen to change the system configuration in a few ways.

Dashboard atabases  Monitor Manage Configure

& Configuration Settings

© System Settings
Specify the settings for the database cluster,

System Name

After changing any of these values, click Save Settings in the upper right corner of the screen.
System Name

You can provide a system name that is different from the registered appliance name. For example, if you have multiple registered appliances ( yellowbrickl ,
yellowbrick2 ), you may want to provide a more descriptive business name for each appliance, such as Palo Alto Dev and Palo Alto QA . These business

names are basically nicknames that are visible in SMC browser tabs but do not interfere with the original registered names for each appliance.
Storage: Temporary Space Reservation
Set reserved temporary space as a percentage of total system capacity.
Warning: Changing this value cancels all running queries and reconfigures the database. This operation may take a while, during which time the database is unavailable.
For information about the use of temporary space in queries that spill to disk, see Allocating Query Memory.
SSL
See Enabling and Verifying SSL/TLS Encryption for information about SSL-only mode and importing certificates.
Diagnostics Data
Configure phonehome diagnostics data. See Remote Diagnostics.
Retention

Set the log retention time period for query statistics. The default is 30 days. You can change the setting to a minimum of 1 day or a maximum of 2 years (and specific time

periods in between). A database restart is required in order for the change to take effect.
This time period sets the duration of history that is retained in the following sys.log_* views:

o sys.log_audit

o sys.log_authentication
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e sys.log_error

e sys.log_query

e sys.log_query_alert
e sys.log_query_explain
e sys.log_session

e sys.log_warning

See also System Views.
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Introduction to the SMC

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Using the System Management Console > Introduction to the SMC

Platforms: EE: All appliance platforms

Parent topic:

This section describes the main features and functions of the SMC. The main menu has the following tabs:

- Ye"owbrick Dashboard  Databases Monitor - Manage ~  Configure ~

Dashboard

The Dashboard is the first screen you see in the SMC (after logging in). It displays eight different panels that show the current state of the system. These panels are updated

dynamically and mainly focus on resource utilization at the cluster and compute node level.
Databases

Connect to existing databases and create new databases. Look at database users and groups and the data distribution statistics for tables.

# Yellowbrick  Dashboard  Databases = Monitor ~  Manage ~  Configure =

-
—
= Databases

Monitor

Monitor active queries, users, and bulk loads, and monitor resource utilization in terms of memory and storage. Drill down into specific queries to look at performance

statistics and query plans. Monitor the behavior of your workload management strategy and activity per resource pool.

Yellowbrick Data Warehouse Version 7.3.0 Page 363 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

~ ACTIVITY ¢ SYSTEM PROCESSES

Active Queries Load Processes
View th t and recent queri: the act hi ical bulk load pi

b

Active Users
View the u f the cluster and their current ) L | bulk unlo
yeen submitted

WORKLOAD MANAGEMENT

Query Performance

port: ) N

Resource Pools
s fi Drive Information
View S. T.and

Execution Timeline Data Distribution
the { f

Query Recordings

Vi d man

For example, here is the graphical query plan for a specific query that was run by a client user (Monitor > Query Performance > Query Details > Plan):

Query Details $Openin  @Analyze.. @ QuickRule.. Save... XFullscreen.. % Close

Executed by brumsby at Jul 5, 2018 2:04:02 PM. Total Time: 2.1s.

£ Plan

@ [753424)

Orientation; [ Vertical Highlight By: &

O Details

Manage

Manage cluster resources, including the manager and compute nodes, hardware components, and network connectivity. Manage and configure the profiles, resource pools,

and rules that define your workload management strategy. Look at system events, alerts, and database logs, using filters to find the information you need.
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RESOURCES

Cluster
Manage the w

Configure
Configure system settings.
Configure
Download the following drivers and tools:

« JDBC driver
« ODBC driver
« ADO.NET driver

e ybtools (including ybsql , ybload , and so on)
Manage users and roles, and configure LDAP access.

Note: Yellowbrick Data recommends that you log in to the SMC only with a database superuser account that is configured as a member of the Administrator role

( sys_ybd_smc_admin ). Use of the other SMC roles (Manager, Reporter, and Viewer) is not recommended and may result in unpredictable behavior.

# SYSTEM

Settings
ch

i& AUTHORIZATION

Users

Manag

Passwords for SMC users must be at least 8 characters long and contain at least one uppercase character, one lowercase character, one numeric character, and one

punctuation character. Special characters are also allowed (suchas @ and $ ).
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SMC Console Login

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Using the System Management Console > SMC Console Login

Platforms: EE: All appliance platforms

Parent topic:

To log in to the Yellowbrick System Management Console (SMC):
1. In a browser, goto https://hostname
You do not need to specify a port. For example: https://yb100.mycompany.io

2. Enter the username and password. On a new system, the only valid initial login is yellowbrick for both the username and the password.

s Yellowbrick

Username  IRFEIIITyTa e

Password

Note: The SMC is started automatically as part of the database software stack when the database is started with:
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ybcli Reference

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference

Platforms: EE: All appliance platforms
Parent topic: Appliance

In this section:

ybcli: config
ybcli: blade
ybcli: clear

ybcli: database
ybcli: encryption
ybcli: exit, quit
ybcli: health
ybcli: help

ybcli: keystore
ybcli: log

ybcli: manager
ybcli: status

ybcli: system

The ybcli toolis the command-line interface (CLI) for Yellowbrick system management. It is the interface that you enter when you connect to the manager nodes. This CLI is

used for managing the appliance at the system and hardware level; it is not for managing the database, except for starting and stopping the database or validating its runtime status.

ybcli is used to control and manage system components and is also very useful for system diagnostics, troubleshooting, and general interaction with the Yellowbrick appliance.

Some ybcli commands may fail if the hardware required to execute a given command is down.

Yellowbrick CLI v5.2.12-220217233906 (Tinman)
Copyright (c) 2016-2022 Yellowbrick , Inc.
All rights reserved

Redundant manager node detected

YBCLI currently nning the manager node
manager node : yb100-mgr0.yellowbrick. (
manager node: yb100-mgrl.yellowbrick. (

"help' a list of commands

YBCLI ( - yb00-mgro)>

The manager node that is currently servicing database operations and queries is considered the primary manager node. The other manager node is considered the secondary
manager node. When you have logged into a manager node, the node where you are currently connected is known as the local manager node, and the other node is known as the

remote manager node.

Most ybcli commands are issued against the local manager node (for example, creating users and changing passwords) and as needed, are automatically replicated to the
remote node when needed. However, some commands must be run from the primary node (for example, tailing the logs). Some commands (such as manager status ) allow

you to specify the manager node where the command is run (all, local, or remote).

Type help for a list of supported commands:

YBCLI ( - yb00-mgre)> help
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Available YBCLI commands. details

blade config debug exit help

health keystore manager

For more details, see help.

Tip: You can use tab completion to fill out keywords on the screen and return help information. When you reach the end of a keyword, press the Tab key twice. For example, after

typing system and a space, press Tab twice to return the following output:

YBCLI ( - yboO-mgro)>

appliance blackout diagnostics factory maintenance register

Tip: You can see a history of ybcli commands that were run in the current session or a previous session by entering the up and down arrows at the prompt.
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Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

In this section:
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ybcli: config bme

ybcli: config cert

ybcli: config dba

ybcli: config firewall
ybcli: config hostname
ybcli: config keystore
ybcli: config network
ybcli: config ntp

ybcli: config passwords
ybcli: config phonehome
ybcli: config timezone
ybcli: config user

Configure or list various system settings, including network settings, time zones, and user accounts.

config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config

config

dba
firewall
firewall
firewall
hostname
hostname
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network

network

[ all | local | remote ] <

[ show | clear ]

-selfsigned <hostnam
<username>
list
[ all | HTTP | 80

e>

| HTTPS | 443

| DATABASE [ <port> ] ]

[ all | HTTP | 80 | HTTPS | 443 | DATABASE ]

[ local | remote ]
bonding [ all | local |
bonding [ local |remote
bmc [ all | local | rem
bmc [ local | remote ]

<port>

<hostname>
remote ]

] [ layer2

ote ]

[ dhcp | <ipaddress> <subnet> <gateway> ]

| layer2+3 | layer3+4 | active-backup ]

<ipaddress> | <hostname> [ <port> ]

manager [ all | local |
manager [ local | remot
mtu

mtu <mtu>

<ipaddress>
[ 1] lo
[ 1] 1o

I

I

al
al

[ all lo
[ all lo
list [ all | loca

remote ]

e ] <ipaddress> <subnet> <gateway> <dns1> [ <dns2> ] <search-domain>

<subnet>
cal remote ]

cal remote ] [vlanid] <ip> <subnet> <gateway>

cal remote ]

cal remote ] [vlanid] <ip> <subnet> <gateway>

1 | remote ]

[vlanid] <gateway>

[vlanid]

vlan <vlanid> <ipaddress> <subnet>

vlan <vlanid>
vlan list

vlan manager [ all | lo
vlan manager [ local |
vlan <vlanid

cal | remote ]
remote ]
>

<vlanid>

<vlanid> <ipaddress> <subnet> <gateway |

vlan <vlanid> <ipaddress> <subnet>
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config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config

config

config

network
network
network
network
network
network
ntp
ntp
ntp
ntp

ntp list

ntp
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trace ph <
trace
trace <bulk]| |all> <
trace <bulk| |all> <MiBs>
trace <bulk| |all> duration <
trace
[ <ipaddress> | <hostname> ]
[ <ipaddress> | <hostname> ]

passwords

passwords [min_length]
phonehome [ alerts | disabled | full ]

timezone

timezone list

timezone

user
user
user

user

<country> <city>
<username>
<username>
generate
show

user list

user

user

<username>

<username>

For details about these commands, see the following sections.
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config bmc

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config bmc

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Set the BMC password, show hardware event logs, or clear hardware even logs.

config bmc [ all | local | remote ] <

config bmc [ show | clear ]

password

Set the BMC password of the local, remote, or all manager nodes for the BMC ADMIN user. For example:

YBCLI(13077) ( - ybeO-mgre)> config bmc all ybd

Successfully new BMC

manager node

Successfully new BMC

log

Return or clear all low-level hardware event logs from both manager nodes. For example:

YBCLI(48888) ( - y2b05-mgr1)> config bmc

y2b05-mgrl - HW
02/24/2020 4:32: Unknown #0xff | | Asserted
02/24/2020 4: i Physical #0xaa | General Chassis intrusion ()
02/24/2020 4 Physical #0xaa | General Chassis intrusion ()

02/24/2020 14 Temperature #0x28 | Lower Critical going low | Asserted
02/24/2020 153:4 Unknown #0xff | | Asserted

For example:

YBCLI(274107) ( - y2b23-mgr@)> config bmc

Successfully cleared the HW of the manager node.

Successfully cleared the HW of the manager node.

| Asserted

| Asserted

Yellowbrick Data Warehouse Version 7.3.0
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ybcli: config cert

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config cert

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Get status of the current Yellowbrick Data certificate or, if it is self-signed, change the current Yellowbrick Data certificate.

config

config -selfsigned <hostname>

get

Return the status of the current Yellowbrick Data certificate. For example, if the certificate is self-signed:

YBCLI(46888) ( - yb97-mgre)> config

Current

For example, if the certificate is not self-signed

YBCLI(47552) ( - yb97-mgro)> config

-signed.

s hostname ybinit_dev_ca

create-selfsigned <hosthame>

Return the status and, if it is self-signed, change the current Yellowbrick Data certificate. For example:

YBCLI(46888) ( - yb97-mgr0)> config -selfsigned yb97.yellowbrick.
Current

s hostname requires an of the

s hostname yb97.yellowbrick.

Changing the
reflect your latest hostname change.

If the certificate is not self-signed, you will receive a message informing you that changing the hostname is not possible. For example:

YBCLI(47552) ( - yb97-mgro)> config -selfsigned yb97.slc.yellowbrick.io

-signed.

s hostname ybinit_dev_ca

does support changing its hostname.
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Attempting to change a self-signed certificate to the hostname already in use will return a message informing you that the desired hostname is already in use. For example:

YBCLI(46888) ( - yb97-mgro)> config -selfsigned yb97.slc.yellowbrick.io

Current
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ybcli: config dba

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config dba

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Change the password of any database user account, except reserved system users ( sys_ybd* )and ybdadmin .

config dba <username>

For example:

YBCLI(44766) ( - yb98-mgr@)> config dba ybd_test

Enter dba user ybd_test:

Enter dba user ybd_test again:

DBA user has been updated successfully.

yellowbrick=# \c yellowbrick_test ybd_test

user ybd_test:
psgql (9.5.15, 0.5.2))
(protocol: TLSv1.2, cipher: ECDHE-RSA-AES256-GCM-SHA384, bits: 256,
You are connected user
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ybcli: config firewall

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config firewall

Platforms: EE: All appliance platforms

Parent topic: ybcli: config
Open or close a specific port on the system, including ports for Yellowbrick services and any custom ports. These commands operate on both manager nodes if both are available.

config firewall list

config firewall

config firewall

config firewall <HTTPS | 443>
config firewall [port]
config firewall <port>
config firewall udp <port>
config firewall all

config firewall all_custom
config firewall < | 80>
config firewall <HTTPS | 443>

config firewall

config firewall <port>
config firewall udp <port>

list
List the ports on the system that are currently open or closed, including all the custom ports that are currently open.

open | close

Open or close a specific port, open or close all ports on the system (including custom ports), or close all custom ports only.
The default database port, if not specified in the open command, is 5432 . The following values are alternatives for the same port:

e HTTP and 80

e HTTPS and 443

Usethe tcp and udp options to open or close specific custom ports on your system. Use the all_custom option to close all custom ports and leave the standard

Yellowbrick service ports as they were.
You can use custom port numbers from 1 to 65535, except for the following ports, which are reserved:

o TCP: 22, 80, 443, 2049, 5432, 8182, 9443, 11111, 11112, and 31000-41000

« UDP: 546

Examples

Close the HTTP service port:

YBCLI(25344) ( - yb100-mgr@)> config firewall

Successfully closed firewall

manager node

Yellowbrick Data Warehouse Version 7.3.0 Page 375 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Successfully closed firewall

Open the database service port:

YBCLI(25344) ( - yb100-mgr0)> config firewall

custom port . port 5432
Successfully opened firewall (5432)

manager node

custom port . port 5432
Successfully opened firewall (5432)

Open a custom TCP port:

YBCLI(25344) ( - yb100-mgr0)> config firewall

Successfully opened firewall port 65535/

manager node

Successfully opened firewall port 65535/

Close a custom TCP port:

YBCLI(25344) ( - yb100-mgr0)> config firewall

Successfully closed firewall port 65535/

manager node

Successfully closed firewall port 65535/

List all open and closed ports:

YBCLI(2820) ( yb100-mgr0)> config firewall list
The services 3 (80) HTTPS(443) (5432)
The custom are 8 107/ 115/ 162/udp 631/udp

The services closed:

manager node

services 2 (80) HTTPS(443) (5432)
custom are 3 107/ 115/ 162/udp 631/udp
services closed:
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ybcli: config hosthame

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config hostname

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Get or set host names on the manager nodes.

config hostname

config hostname [ local | remote ] <hostname>

get
Return the current manager node hostnames. For example:
YBCLI(13325) ( - yb100-mgre)> config hostname
node : yb100-mgre.ybroad.
node: yb100-mgri.ybroad.
set

Change the hostname of the local or remote manager node. For example:

YBCLI(13325) ( - yb100-mgre)> config hostname yb100-mgr0.ybroad.

Changing the hostname of a manager node will cause the network stack be reconfigured.
This may cause some services be temporarily unavailable.

Are you sure you want the hostname of the node : yb100-mgr0.ybroad.
Response (yes/no): yes

Setting the new hostname.

Restarting HA cluster services. ... Done

Waiting cluster be updated. ... Done

Successfully hostname : yb100-mgroe.ybroad.
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ybcli: config keystore

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config keystore

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Unlock and configure keystore for SQL access. Note that you must unlock the keystore file and enter the authentication key to run this command. See ybcli encryption commands.

config keystore

For example:

YBCLI(12545) ( - yb98-mgr@)> config keystore

Are you sure you want configure keystore integration?

Response (yes/no): yes

Authenticating the keystore this YBCLI

Please enter keystore

->

accepted.
keystore has been successfully configured
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ybcli: config network

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config network

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

View or define the system network configuration.

config
config
config
config
config
config
config
config
config
config
config
config
config

config

config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config
config

bonding

network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network
network

network

bonding [ all | local | remote ]
bonding [ local | remote ] [ layer2 | layer2+3 | layer3+4 | active-backup ]
bmc [ all | local | remote ]

bmc [ local | remote ] [ dhcp | <ipaddress> <subnet> <gateway> ]

<port>
<ipaddress> | <hostname> [ <port> ]

manager [ all | local | remote ]
manager [ local | remote ] <ipaddress> <subnet> <gateway> <dns1> [ <dns2> ] <search-domain>
mtu

mtu <mtu>

<ipaddress> <subnet>
[ all | I
[ all | |
[ all | local | remote ]
[ all | I

list [ all | local | remote ]

| >

local remote ] [vlanid] <gateway>

ocal remote ] [vlanid] <ip> <subnet> <gateway>
[vlanid]

local remote ] [vlanid] <ip> <subnet> <gateway>
trace ph <
trace
trace <bulk| |all> <

trace <bulk]| |all> <MiBs>
trace <bulk| |all> duration <
trace

vlan <vlanid>

vlan <vlanid>

vlan list

vlan manager [ all | local | remote ] <vlanid>

vlan manager [ local | remote ] <vlanid> <ipaddress> <subnet> <gateway | > <dns1
vlan <vlanid>

vlan <vlanid> <ipaddress> <subnet>

Get or set the network bonding configuration on the manager nodes. For example:

YBCLI (

- ybeO-mgre)> config network bonding all

Network bonding

Active

layer3, layer4

Configured: layer3, layer4

manager node

Network bonding

Active

layer3, layer4

Configured: layer3, layer4
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The set command specifies the hash algorithm that allocates network traffic to clients (a network client may receive all its traffic on one interface or via both interfaces).

Layer 2, Layer 2+3, Layer 3+4, and active-backup hash policies are supported.

« layer2 :the default setting. This option uses the XOR of hardware MAC addresses to generate the hash. All traffic is placed on a particular network peer on the

same network client. This algorithm is 802.3ad-compliant.

e« layer2+3 :acombination of layer2 and layer3 protocol information is used to generate the hash. All traffic is placed on a particular network peer on the same
network client. For non-IP traffic, the formula is the same as for the layer2 transmit hash policy. This policy provides a more balanced distribution of traffic than

layer2 , especially in environments where a layer3 gateway device is required to reach most destinations. This algorithm is 802.3ad-compliant.

« layer3+4 : this policy uses upper-layer protocol information (when available) to generate the hash. Traffic to a particular network peer may span multiple clients;

however, a single connection will not span multiple clients. This algorithm is not 802.3ad-compliant.

e« active-backup : this policy allows redundancy between the ports but not load balancing or increased bandwidth. Only one connection in the bond is active at any
time. A different connection becomes active if, and only if, the active connection fails. This mode provides fault tolerance, without needing special support from the

connected switch. This algorithm is not 802.3ad-compliant or compatible. 802.3ad mode must be disabled on the corresponding ports of the connected switch.

For example:

YBCLI ( - ybeO-mgre)> config network bonding

bmc

Get or set the BMC configuration on the local or remote manager node. To set the network configuration, enter dhcp or specify the IP address. Here is an example of the

get command:

YBCLI ( )> config network bmc all
BMC network

IP : 10.20.100.13

Subnet mask : 255.255.0.0

Gateway : 10.20.0.1

manager node

BMC network

IP : 10.20.100.13
Subnet mask : 255.255.0.0
Gateway : 10.20.0.1

database <port>
Set the port number that is used for external client access to the database (the defaultis 5432 ).
log disable

Disable sending logs to a remote syslog server. For example:

YBCLI(26355) ( - yb99-mgr1)> config network

Successfully logging this manager node

Restarting logging... Done

log enable <ipaddress> | <hostname> [ <port> ]

Enable sending the following logs to the specified remote syslog server:
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s System log

e Executed ybcli commands

« Executed encryption and keystore commands
« All log data from blades and query execution

« User log in/out of system

The port must be 514 or a number greater than 1024 but less than or equal to 65535. Port udp/514 is the default if a port number is not provided. For example:

YBCLI(6350) ( - yb99-mgr1)> config network 10.20.100.10 5

Successfully logging 10.20.100.10: this manager node
Restarting logging... Done

YBCLI(50902) ( - y2b23-mgr0)> config network yellowbrick.io

Successfully logging yellowbrick.io:514 this manager node
Restarting logging... D

log get

Get the IP address and the port used for sending logs to a remote server. For example:

YBCLI(6350) ( - yb99-mgr1)> config network
network logging configured
10.20.100.10
514
manager get | set

Get or set the network configuration for the local or remote manager node. For example:

YBCLI(9460) ( - yb100-mgre)> config network manager

Manager IP 1 10.20.100.12/255.255.0.0 - Link UP
Manager gateway: 10.20.0.1
Manager DNS : DNS1: 10.20.12.12 - DNS2:

mtu get | set

Get or set the network MTU of the customer-facing network adapters. The MTU setting must be between 1500 and 9000, and the specified size that you set must be

supported on the network. For example:

YBCLI ( )> config network mtu

Customer network MTU: 1500 bytes

manager node

Customer network MTU: 1500 bytes

YBCLI ( )> config network mtu

Yellowbrick Data Warehouse Version 7.3.0
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Changing the network MTU can be a disruptive process

changing the MTU, please verify the chosen

yes

system get | set

Get or set the floating IP address for the system. For example:

YBCLI ( )> config network

floating IP: 10.30.111.10/24 - Link UP

route create [ all | local | remote ] default [vlanid] <gateway>

Set the default gateway for the network interface. For example:

YBCLI(1484) ( - yb100-mgri)> config network

Successfully gateway

possibly disconnect manager nodes

this network

4000 172.16.155.1

the network

route create [ all | local | remote ] [vlanid] <IP address> <subnet> <gateway>

Create a static route for the network. For example:

YBCLI(1484) ( - yb100-mgr1)> config network

Successfully added new

4000 172.16.104.1 255.255.255.0 172.16.40.10

route delete [ all | local | remote ] default [vlanid]

Delete the default gateway for the network interface.

route delete [ all | local | remote ] [vlanid] <IP address> <subnet> <gateway>

Delete a static route for the network. For example:

YBCLI(1484) ( - yb99-mgr1)> config network

Successfully deleted

4000 172.16.104.1 255.255.255.0 172.16.40.10

route list [ all | local | remote ]

List all default gateways and static routes for each interface. For example:

YBCLI(1484) ( - yb100-mgri)> config network
Main:
Gateway: 10.20.0.1
Routes:
VLAN ID:36:

Gateway: 172.16.36.221
Routes: 192.168.227.0/255.255.255.0 :
192.168.217.0/255.255.255.0 :

VLAN ID:4000:
Gateway: 172.16.155.1
Routes: 172.16.104.1/255.255.255.0 :
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trace ph <enable|disable>

Enable or disable sending network traces to Phonehome. By default, config network trace ph is disabled. For example:

YBCLI(26269) ( - ybe0-mgre)> config network trace ph

Network tracing successfully phonehome (ph)

trace get

Get the current configuration for network trace. For example:

YBCLI(36333) ( - yb98-mgr0)> config network trace

Network Trace
Bulk 5 [31000-41000] , max 10240 MiB, duration 1440
[5432] , max 10240 MiB, duration 1440
Upload phonehome:

trace set <bulk|sql|all> <enable|disable>

Enable or disable network trace for a specified trace type. By default, config network trace set is disabled. For example:

YBCLI(36333) ( - yb98-mgr0)> config network trace
Network tracing successfully bulk port

Files are stored /tmp/network_trace

trace set <bulk|sql|all> size <MiBs>

Set overall trace size for a specified trace type. By default, trace size is 10240 MiB. For example:

YBCLI(26269) ( - ybe0-mgro)> config network trace

Network tracing successfully port

YBCLI(26269) ( - ybeO-mgr0)> config network trace
Network tracing successfully bulk port

Network tracing successfully port

trace set <bulk|sql|all> duration <minutes>

Set the duration for a specified network trace run. By default, traces run for 1440 minutes (24 hours). For example:

YBCLI(26269) ( - ybeO-mgr0)> config network trace bulk duration 5

Network tracing duration successfully bulk port
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YBCLI(26269) ( - ybeO-mgre)> config network trace duration 5

Network tracing durat successfully

YBCLI(26269) ( - yb00-mgro)> config network trace all duration 5

Network tracing duration successfully bulk port

Network tracing duration successfully port

trace set default

Reset all network trace settings to the default values. For example:

YBCLI(36333) ( - yb98-mgr0)> config network trace

Network tracing successfully defaults

vlan create

Create a VLAN. For example:

YBCLI(1484) ( - yb100-mgr1)> config network vlan

Are you sure you want a VLAN ID:1000?

Response (yes/no): yes

Successfully created vlan ID 1000

manager node

Creating VLAN.

Successfully created vlan ID 1000

vlan delete

Delete a VLAN. For example:

YBCLI(1484) ( - yb100-mgri)> config network vlan

Successfully deleted vlan ID 1000

manager node

Successfully deleted vlan ID 1000

vlan list

Return a list of current VLANs. For example:

YBCLI(26899) ( - yb100-mgr1)> config network vlan list

VLAN IDs configured: 1000, 4000, 36
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manager node

VLAN IDs configured: 1000, 4000, 36

vlan manager [ all | local | remote ] get

Get the manager node network configuration for the VLAN. For example, get the network configuration on both manager nodes for the VLAN with ID 36:

YBCLI(8206) ( - yb100-mgre)> config network vlan manager all

Manager IP : 172.16.36.12/255.255.255.0 - Link UP
Manager gateway:

Manager DNS : DNS1: 1.1.1.1 - DNS2:

Manager Domain : blah.com

manager node

Manager IP : UNKNOWN/UNKNOWN - Link UP
Manager gateway:
Manager DNS : DNS1:

Manager Domain

vlan manager [ local | remote ] set

Set the manager node network configuration for the VLAN. For example, set the network configuration for a VLAN with ID 1000 on the local manager node:

YBCLI(1484) ( - yb100-mgr1)> config network vlan manager 1000 172.16.200.12 255.255.255.0 172.16.200.1 8.8.

The manager node VLAN ID:1000 network will be
IP : 172.16.200.12
Subnet : 255.255.255.0
Gateway: 172.16.200.1
DNS1 : 8.8.8.8
DNS2
Domain : example.com
(yes/no)? yes

Successfully new VLAN ID:1000 network

Should the new settings be applied immediately?

Warning: This may cause loss of connectivity settings of the are changed YBCLI run remotely.
Typing will cause settings effect reboot.

Response (yes/no): yes

Restarting network interface. This can 20s.

Network has been restarted the new

vlan system get | set

Get or set the system IP address configuration (cluster floating IP address) for the VLAN. For example:

YBCLI(1484) ( - yb100-mgr1)> config network vlan 1000 172.16.200.10 255.255.255.0

Are you sure you want the VLAN ID:1000 floating : 172.16.200.10/255.255.255.0
Response (yes/no): yes

Verifying IP network.

IP available

Creating cluster IP VLAN ID:1000.
Successfully created cluster IP VLAN ID:1000 : 172.16.200.10/255.255.255.0
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Waiting become active. This can

YBCLI(8206) ( - yb100-mgre)> config network vlan

VLAN ID: 4000 floating IP: UNKNOWN/UNKNOWN - Link UP
YBCLI(8206) ( - yb100-mgre)> config network vlan

VLAN ID: 36 floating IP: UNKNOWN/UNKNOWN - Link UP
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ybcli: config ntp

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config ntp

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

View or define Network Time Protocol (NTP) servers on the manager nodes.

config [ <ipaddress> | <hostname> ]

config
config [ <ipaddress> | <hostname> ]
config
config
config
config

add
Add an NTP server for use by both manager nodes for time synchronization. Then restart NTP services. Use the hostname or IP address to identify the server. For example:
YBCLI ( )> config ntp 10.21.41.139
Successfully added 10.21.41.139 NTP . Restarting NTP services.
manager node
Successfully added 10.21.41.139 NTP . Restarting NTP services.
default
Set the NTP servers back to system defaults. For example:
YBCLI(14689) ( - ybe@-mgre)> config ntp
This will the NTP back
(yes/no)? yes
NTP
manager node
This will the NTP
NTP
delete

Delete an NTP server from both manager nodes. Then restart NTP services. Use the hostname or IP address to identify the server. For example:

YBCLI ( )> config ntp 10.21.41.139

Removed 10.21.41.139 NTP . Restarting NTP services.

manager node
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Removed 10.21.41.139 . Restarting NTP services.

disable

Disable use of NTP time synchronization on both manager nodes.

YBCLI ( )> config ntp

NTP this manager node

manager node

NTP this manager node

enable

Enable use of NTP time synchronization.

YBCLI ( )> config ntp

NTP this manager node

manager node

NTP this manager node

list

List the current NTP servers being used by both manager nodes. For example:

YBCLI ( )> config ntp list

Current NTP servers configured:
-> 0.rhel.pool.ntp.org
1.rhel.pool.ntp.org
2.rhel.pool.ntp.org
.rhel.pool.ntp.org

Total: 5

manager

Current NTP servers configured:

0.rhel.pool.ntp.org
1.rhel.pool.ntp.org

2.rhel.pool.ntp.org

.rhel.pool.ntp.org

status

Check the status of the NTP servers on the manager nodes. For example:
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YBCLI ( )> config ntp

NTP

manager node

Yellowbrick Data Warehouse Version 7.3.0 Page 389 /2189



Yellowbrick Data Warehouse Version 7.3.0

Yellowbrick Data Warehouse | Yellowbrick Data

ybcli: config passwords

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config passwords

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Configure user password length requirements:

config passwords

config passwords [min_length]

config passwords get
Read current setting for password length requirement. For example:
YBCLI(32239) ( - yb99-mgr1)> config passwords

The requirement 14 characters
YBCLI(32239) ( - yb99-mgri)>

config passwords set
Change setting for password length requirement. For example:
YBCLI(32239) ( - yb99-mgr1)> config passwords
This command configures the appliance settings
Do you want these settings?

(yes/no)? yes

Please enter the minimum lengths new users:
the minimum 10 characters

manager node

the minimum 10 characters

YBCLI(32239) ( - yb99-mgri)>
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ybcli: config phonehome

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config phonehome

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Change the phonehome setting for sending alerts.

config phonehome [ alerts | disable | full ]

where alerts , disable ,and full correspond to the Alerts Only, Disabled, and Full service levels for remote diagnostics that you can set in the SMC. See Diagnostics

Service Levels.

Changing this setting requires a database restart, as prompted when you enter the config phonehome command. For example:

YBCLI(19084) ( - yb100-mgr0)> config phonehome alerts

WARNING: Changing phonehome setting will
(yes/no)? yes
has been successfully updated.

Restarting YBD services the new phonehome

Stopping YBD services...
Done

Starting YBD services...

Done

YBD services have been successfully restarted.
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ybcli: config timezone

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config timezone

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

List the supported time zones, get the currently set time zone, or set a new time zone.

config timezone

config timezone list

config timezone <country> <city>

timezone get

: Return the current time zone that is in effect on both manager nodes.

YBCLI ( )> config timezone

Current timezone: America/Los_Angeles

manager node

Current timezone: America/Los_Angeles

timezone list

: List all supported time zones.

YBCLI ( )> config timezone list

Africa Abidjan
Africa Accra
Africa Addis_Ababa
Africa Algiers

Note that the entries are separated by spaces. When you set the time zone, use country <space> city . The listis very long so you may want to save it to a file.

[ybdadmin@yb100-mgr@ ~]$ ybcli config timezone list > ybtz.txt

[ybdadmin@yb100-mgro ~]$

timezone set

: Set the time zone on the manager nodes. When you set the time zone, use a space character, not a backslash, between the country or region and the city name. For example:

config timezone set Europe Paris

Changing the time zone requires the database to be stopped and restarted, as shown here:

YBCLI ( )> config timezone America Los_Angeles
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Changing the timezone requires the
run, the again the

Note: this command

yes 1 yes

Stopping YBD services

Successfully timezone

manager node

Successfully timezone

YBCLI (

running

ready
-only

uptime
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timezone change.

1 America/Los_Angeles

: America/Los_Angeles

N/A

N/A

users connected: 4 (including users)

YBCLI ( )>

Starting Yellowbrick

YBCLI ( )>

Yellowbrick Data Warehouse Version 7.3.0

services.

. Are you sure you want change the timezone?

command
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ybcli: config user

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: config > ybcli: config user

Platforms: EE: All appliance platforms

Parent topic: ybcli: config

Create a user, delete a user, list all users, or change a user's password:

config user <username>
config user <username>

config user generate

config user show

config user list
config user <username>
config user <username>

Note:

« These user accounts are appliance user accounts that can log in to the command line interface (CLI) on the manager nodes. They are not Yellowbrick database users.

« Appliance users are automatically replicated across manager nodes.

o User passwords criteria:

« must meet user settable minimum length (default=8 character)

« must contain at least one uppercase letter
« must contain at least one lowercase letter

« must contain at least one number

« must contain at least one special character
« must not contain the user name in any form
« must not reuse previous 4 passwords

« must not be based on a dictionary word

user create

Create a new appliance user. For example:

YBCLI(32239) ( - yb99-mgr1)> config user

Should the user have full administrator access the

?

Note: This will give the user account full access all parts of the

(yes/no)?

enabling full administrator access this user account.

Successfully created user: bobr

manager node

Successfully created user: bobr

Do you want this user? This can also be

Yellowbrick Data Warehouse Version 7.3.0
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generally recommended .
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(yes/no)? yes

requirements:

be least 14 characters long
contain least one uppercase letter
contain least one lowercase letter
contain least one
contain least one special

contain the user any form
reuse previous 4 passwords
be based a dictionary word
user bobr:

user bobr again:

Successfully changed the the user bobr the manager node

Changing the manager node the user bobr

Successfully changed the the user bobr the manager node

Do you want the this user? This can also be afterwards command

(yes/no)? yes

This command allows setting individual policies users this

The current user bobr are:
expires

warn expire:
Do you want change these (yes/no)? yes
Please enter the of

Please enter the WARN
Changing user

change (entering 0 disables this ): 180
reminder ( (entering 0 disables this
user bobr

Successfully the user bobr

Current are:

expires
expiration interval:

warn expire:

manager node

Changing user user bobr
Successfully the
Current are:

expires

expiration interval:

warn expire:

YBCLI(32239) ( - yb99-mgri)>

user delete

Delete a user on both manager nodes. For example:

YBCLI(4901) ( - yb100-mgre)> c

Are you sure you want user
WARNING: This will all the

Yellowbrick Data Warehouse Version 7.3.0

Sep 02, 2024
180 day(s)
30 day(s)

user bobr

Sep 02, 2024
180 day(s)
30 day(s)

onfig user bobr

bobr the manager nodes?

this user manager nodes
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Response (yes/no): yes

Successfully deleted user:

manager node

Successfully deleted user:

user key generate

Generate a new ssh public/private key pair for the current user. If the user is ybdadmin , key-based authentication will be set up between the manager nodes. For

example:

YBCLI ( )> config user generate

Are you sure you want generate a new user ybdadmin?
yes . yes

Copying manager node

Enter current the ybdadmin user:
ybdadmin@nnn.nnn.n.n

user key show

Return the current user's public key.

YBCLI ( )> config user show

The public user: ybdadmin
ssh-rsa ...

manager node

The public user: ybdadmin
ssh-rsa ...

user list

List the users on the manager nodes. For example:

YBCLI ( )> config user list
Users:

ybdadmin

bobr

bobr2

manager node

Users:

ybdadmin
bobr
bobr2

user password

Yellowbrick Data Warehouse Version 7.3.0 Page 396 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Change the password for a user. The change is automatically propogated across both manager nodes. For example:

YBCLI(32239) ( - yb99-mgr1)> config user

requirements:
Must be least 14 characters long
Must contain least one uppercase letter
Must contain least one lowercase letter
Must contain least one
Must contain least one special
Must contains the user any form
Must reuse previous 4 passwords

Must be based a dictionary word
user bobr:

user bobr again:

Successfully changed the the user bobr the manager node
Changing the manager node the user bobr
Successfully changed the the user bobr the manager node
YBCLI(32239) ( - yb99-mgr1)>

user policy

Change the policy for password expiration for a user. The change is automatically propogated across both manager nodes. For example:

YBCLI(32239) ( - yb99-mgr1)> config user bobr
This command allows setting individual policies users this

The current user bobr are:
expires 3 Sep 02, 2024
expiration interval: 180 day(s)

warn expire: 30 day(s)

Do you want change these (yes/no)? yes

Please enter the of change (entering 0 disables this ): 180
Please enter the WARN reminder ( (entering O disables this
Changing user user bobr

Successfully the user bobr
Current are:
expires 3 Sep 02, 2024
expiration interval: 180 day(s)

warn expire: 10 day(s)

manager node

Changing user user bobr
Successfully the user bobr
Current are:
expires 3 Sep 02, 2024
expiration interval: 180 day(s)

warn expire: 10 day(s)

YBCLI(32239) ( - yb99-mgri)>
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ybcli: blade

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: blade

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Run operations on the compute blades.

blade [ <chassis>/<bay> | <uuid> [ [ <chassisN>/<bayN> | <uuidN> ] ]

blade beacon [ <chassis>/<bay> ] [ on | off ]
blade [ <chassis>/<bay> | <uuid> ]
blade [ <chassis>/<bay> | <uuid> ]
blade erase [ <chassis>/<bay> | <uuid> ]

blade erase [ <chassis>/<bay> | <uuid> ]
blade health [ <chassis>/<bay> | all ]

blade poweroff [ <chassis>/<bay> | all ]

blade poweron [ <chassis>/<bay> | all ]

blade reboot [ <chassis>/<bay> | all ]

blade [ <chassis>/<bay> | all ]

blade [ <chassis>/<bay> | all ]

Note: Specify a chassis number (or all ) and a bay number (or all ). Forexample: 2/1 , all/1, all/all, 1/all (without spaces). For some commands, you can

enter all instead of a chassis/bay combination. For example:

blade health all

add
Expand the capacity of the cluster by adding one or more compute blades. Specify each blade by its bay number or its UUID. In general, the cluster must be online and in a
healthy operational state when you run this command. Be sure to add blades that are already physically installed in the chassis and fully powered on. If you specify a list of
blades to add and one or more of them does not exist or is not powered on, the command will fail for all of the blades. You can runthe status blade all command to
see the current state of the system before running the blade add command.
Note: Capacity expansion results in table rows being rewritten and redistributed on the storage system. If any manual ordering was applied to the data before the expansion,
there is no guarantee that the data will remain sorted in that order. In turn any query performance advantage associated with that order will be lost (such as skipping blocks of
data when tables are scanned).

beacon
Turn the beacon LED on or off either for all blades or for a specific blade (identified by its bay number). Use this command to make the blue beacon LED flash on a blade that
needs to be swapped out.

disable

Disable a blade so it no longer participates in the system as a compute node. Specify the bay number or the UUID of the blade.

YBCLI ( )> blade 0/10

Are you sure you want blade UUID: 00000000-0000-0000-0000-38BSBEBDOOC35

yes
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Should the blade be powered

yes power blade

Blade will be powered

Blade 00000000-0000-0000-0000-38BBEBDOOC35 has been
It takes about 30 change the blade

To see which blades are currently disabled, use the blade status all command.

enable

Enable a blade that is currently not in use (make it a compute node). Specify the bay number or the UUID of the blade.

YBCLI ( )> blade 0/10

Blade 00000000-0000-0000-0000-38BS8EBDOO3DE has been
It can 30s the blade

If the blade is already provisioned for use, you will see the following message:

Blade 00000000-0000-0000-0000-38B8EBDOO3DE has already been

erase

Erase all data from a single specified blade. Specify the bay number or the UUID of the blade. When you run the blade erase command, you see a series of warnings

and prompts for your protection. Type yes at each prompt to continue.

YBCLI(37002) ( - yb98-mgr0)> blade erase 1/1

Erasing a blade will destroy all the blade. The will be recoverable
This command will perform a SECURE erase of all drives the blade

(yes/no)? yes

All this blade will be deleted
Please verify again that you want complete this operation.
(yes/no)? yes

Should the blade be powered being erased?
Response (yes/no): yes
Powering blade being erased

Starting erase blade chassis: 1 bay: 1
Erasing blade chassis: 1 bay: 1 ->
Yellowbrick Secure Erase Utility v4.0.0-1168-release

Retrieving drive details. ... Done
DRIVE-0 - : S3EWNXQJC12534E -> 3 pass erase starting [2019-09-19 13:54:57 host:yb98-mgri]

Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

DRIVE-0O - : S3EWNXQJC12534E -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:54:57 host:yb98-mgri]
DRIVE-1 - : S3EWNXOK200853L -> 3 pass erase starting [2019-09-19 13:54:57 host:yb98-mgri]

Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

DRIVE-1 - : S3EWNXOQK200853L -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:54:58 host:yb98-mgri]
DRIVE-2 - : S3EWNXOQK202426R -> 3 pass erase starting [2019-09-19 13:54:58 host:yb98-mgri]

Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

DRIVE-2 - : S3EWNXOK202426R -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:54:59 host:yb98-mgri]
DRIVE-3 - : S3EWNXOQK200684P -> 3 pass erase starting [2019-09-19 13:54:59 host:yb98-mgri]
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Pass 1 of -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 2 of -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
DRIVE-3 - : S3EWNXOQK200684P -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:54:59 host:yb98-mgri]
DRIVE-4 - : S3EWNXQJC12542B -> 3 pass erase starting [2019-09-19 13:54:59 host:yb98-mgri]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
DRIVE-4 - : S3EWNXQJC12542B -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:55:00 host:yb98-mgri]
DRIVE-5 - : S3EWNXOQK100445J -> 3 pass erase starting [2019-09-19 13:55:00 host:yb98-mgri]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
DRIVE-5 - : S3EWNXOK100445J -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:55:00 host:yb98-mgri]
DRIVE-6 - : S3EWNXOK100372P -> 3 pass erase starting [2019-09-19 13:55:00 host:yb98-mgri]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
DRIVE-6 - : S3EWNXOQK100372P -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:55:01 host:yb98-mgri]
- : S3EWNXQJC12602K -> 3 pass erase starting [2019-09-19 13:55:01 host:yb98-mgri]
Pass 1 of -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
DRIVE-7 - : S3EWNXQJC12602K -> ALL 3 ERASE PASSES SUCCEEDED [2019-09-19 13:55:02 host:yb98-mgri]
All 8 drives blade chassis: 1 bay: 1 successfully erased 3 passes of NIST 800-88 PURGE [2019-09
Blade has been erased
Powering blade.
Blade(s) chassis: 1 were instructed power
Waiting blade(s) power
Blades powered 1 0/1
Blades powered :1/1
Blade will have be participate the cluster.

The blade erase command cannot be run on the secondary manager node

If you need to erase data from the whole system, you can use the system factory command.

erase clear

Erase all data from a single specified blade through the block-by-block writing of zeros in addition to the standard secure erase process of blade erase . Specify the bay

number or the UUID of the blade.

Note that the blade erase clear command must be run in a screen or tmux session because the process takes longer to complete than the blade erase command.
Additionally, the blade erase clear command cannot be run on the secondary manager node. When you run the blade erase clear command, you see a series

of warnings and prompts for your protection. Type yes at each prompt to continue.

If you need to erase data from the entire system, you can use the system factory command.

YBCLI(64318) ( - yb98-mgr0)> blade erase

Execution : Thu 5 14:30:14 PST 2019
Erasing a blade will destroy all the blade. The will be recoverable
erase will destroy all the blade writing zeros all bytes the drive
This command will perform a SECURE erase of all drives the blade
(yes/no)? yes

All this blade will be deleted
Please verify again that you want complete this operat

(yes/no)? yes

Should the blade be powered being erased?

Response (yes/no): yes

Powering blade being erased
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Starting erase blade chassis: 0 bay: 1

Erasing blade

chassis: 0 bay: -> Yellowbrick Secure Erase Utility v3.3.0-20502-release

Retrieving drive details. ... Done

Affected Inventory of Disks found the Yellowbrick Appliance host:yb98-mgro:

Chassis
DRIVE-0O
DRIVE-1
DRIVE-2
DRIVE-3
DRIVE-4
DRIVE-5
DRIVE-6
DRIVE-7

0 bay: 1

- : S469NFOK510756B

= : S469NFOK510762E

- : S469NFOK501083Z
S469NFOK501067B
S469NFOK501097L
S469NFOK510767N
S469NFOK510759X
S469NFOK501064H

erasing drives, it may an extended amount of . Erasing..

DRIVE-0,

DRIVE-1,

DRIVE-2,

DRIVE-3,

DRIVE-4,

Yellowbrick Data Warehouse Version

Chassis 0, Bay 1 - : S469NFOK510756B -> 3 pass erase starting [2019-12-05 14:30:27 host:yb98-mgro]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
512110190592 bytes written Drive 0 ( ) completed 2019-12-05 14:49:34
Erase (Purge) completed 2019-12-05 14:49:34
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1024220381184 bytes written Drive 0 ( ) completed 2019-12-05 15:11:51
Erase (Purge) completed 2019-12-05 15:11:51
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1536330571776 bytes written Drive 0 ( ) completed 2019-12-05 15:30:07
Erase (Purge) completed 2019-12-05 15:30:07
DRIVE-0O - : S469NFOK510756B -> ALL 3 ERASE PASSES SUCCEEDED [2019-12-05 15:32:38 host:yb98-mgro]
Chassis 0, Bay 1 - : S469NFOK510762E -> 3 pass erase starting [2019-12-05 14:30:27 host:yb98-mgro]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
512110190592 bytes written Drive 1 ( ) completed 2019-12-05 14:48:15
Erase (Purge) completed 2019-12-05 14:48:15
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1024220381184 bytes written Drive 1 ( ) completed 2019-12-05 15:07:40
Erase (Purge) completed 2019-12-05 15:07:40
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1536330571776 bytes written Drive 1 ( ) completed 2019-12-05 15:29:07
Erase (Purge) completed 2019-12-05 15:29:07
DRIVE-1 - : S469NFOK510762E -> ALL 3 ERASE PASSES SUCCEEDED [2019-12-05 15:32:38 host:yb98-mgro]
Chassis 0, Bay 1 - : S469NFOK501083Z -> 3 pass erase starting [2019-12-05 14:30:27 host:yb98-mgro]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
512110190592 bytes written Drive 2 ( ) completed 2019-12-05 14:47:57
Erase (Purge) completed 2019-12-05 14:47:57
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1024220381184 bytes written Drive 2 ( ) completed 2019-12-05 15:07:56
Erase (Purge) completed 2019-12-05 15:07:56
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1536330571776 bytes written Drive 2 ( ) completed 2019-12-05 15:30:26
Erase (Purge) completed 2019-12-05 15:30:26
DRIVE-2 - : S469NFOK501083Z -> ALL 3 ERASE PASSES SUCCEEDED [2019-12-05 15:32:38 host:yb98-mgro]
Chassis 0, Bay 1 - : S469NFOK501067B -> 3 pass erase starting [2019-12-05 14:30:27 host:yb98-mgro]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
512110190592 bytes written Drive 3 ( ) completed 2019-12-05 14:55:40
Erase (Purge) completed 2019-12-05 14:55:40
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1024220381184 bytes written Drive 3 ( ) completed 2019-12-05 15:17:39
Erase (Purge) completed 2019-12-05 15:17:39
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1536330571776 bytes written Drive 3 ( ) completed 2019-12-05 15:32:05
Erase (Purge) completed 2019-12-05 15:32:05
DRIVE-3 - : S469NFOK501067B -> ALL 3 ERASE PASSES SUCCEEDED [2019-12-05 15:32:38 host:yb98-mgro]
Chassis 0, Bay 1 - : S469NFOK501097L -> 3 pass erase starting [2019-12-05 14:30:27 host:yb98-mgro]
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
512110190592 bytes written Drive 4 ( ) completed 2019-12-05 14:47:54
Erase (Purge) completed 2019-12-05 14:47:54
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE
1024220381184 bytes written Drive 4 ( ) completed 2019-12-05 15:08:15
Erase (Purge) completed 2019-12-05 15:08:15
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 800-88 PURGE

7.3
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1536330571776 bytes written Drive 4 ( ) completed

Erase (Purge) completed
DRIVE-4 - S469NFOK501097L -> ALL 3 ERASE PASSES SUCCEE
DRIVE-5, Chassis 0, Bay 1 -
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY

512110190592 bytes written

S469NFOK510767N -> 3 pass erase st
method: NIST 80
Drive 5 ( ) completed 2
Erase (Purge) completed
Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 80
1024220381184 bytes written Drive 5 ( ) completed
Erase (Purge) completed
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 80
1536330571776 bytes written Drive 5 ( ) completed
Erase (Purge) completed
S469NFOK510767N -> ALL 3 ERASE PASSES SUCCEE!
S469NFOK510759X -> 3 pass erase st
method: NIST 80

) completed 2

DRIVE-5 -
Chassis 0, Bay 1 -
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY

512110190592 bytes written

DRIVE-6,

Drive 6 (
Erase (Purge) completed

Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST
1024220381184 bytes written ) completed

80

Drive 6 (
Erase (Purge) completed

Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST
1536330571776 bytes written ) completed

80
Drive 6 (
Erase (Purge) completed
S469NFOK510759X -> ALL 3 ERASE PASSES SUCCEE!
S469NFOK501064H -> 3 pass erase st
method: NIST 80

DRIVE-6 -
Chassis 0, Bay 1 -
Pass 1 of 3 -> DRIVE ERASED SUCCESSFULLY

512110190592 bytes written

DRIVE-7,

Drive 7 ( ) completed 2
Erase (Purge) completed

Pass 2 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 80

1024220381184 bytes written Drive 7 ( ) completed
Erase (Purge) completed
Pass 3 of 3 -> DRIVE ERASED SUCCESSFULLY method: NIST 80

1536330571776 bytes written Drive 7 ( ) completed
Erase (Purge) completed
DRIVE-7 - S469NFOK501064H -> ALL 3 ERASE PASSES SUCCEE

All 8 drives blade chassis: 0 bay: 1 successfully erased

Summary of Yellowbrick Secure Erase Utility 2019-12-05 14:30:27

8 Drives Erased Successfully NIST 800-88 PURGE

0 Drives Erased Failed

Blade has been erased
blade.

chassis:
blade(s)

Blades powered

Powering
Blade(s)
Waiting

0 were instructed power
power

0 of 1

1 of 1

be

Blades powered

Blade will have participate the cluster.

health

Check the hardware health and boot status of one or all blades. For example:

YBCLI ( )> blade health 0/10

Chassis: 0

Bay: 10 HW ok Power: LED: [ OFF ON OFF ] FRU: C4-0013-00 RO1

Retrieving blade alerts...

Blade alerts reported:

Note: The health blade command provides the same information.

Yellowbrick Data Warehouse Version 7.3

2019-12-05 15:28:43

2019-12-05 15:28:43

DED [2019-12-05 15:32:38 host:yb98-mgro]
arting [2019-12-05 14:30:27 host:yb98-mgro]
0-88 PURGE

019-12-05 14:53:11

2019-12-05 14:53:11

0-88 PURGE

2019-12-05 15:17:58

2019-12-05 15:17:58

0-88 PURGE

2019-12-05 15:32:38

2019-12-05 15:32:38

DED [2019-12-05 15:32:38 host:yb98-mgre]
arting [2019-12-05 14:30:27 host:yb98-mgro]
0-88 PURGE

019-12-05 14:48:43

2019-12-05 14:48:43

0-88 PURGE

2019-12-05 15:07:40

2019-12-05 15:07:40

0-88 PURGE

2019-12-05 15:28:51

2019-12-05 15:28:51

DED [2019-12-05 15:32:38 host:yb98-mgro]
arting [2019-12-05 14:30:27 host:yb98-mgro]
0-88 PURGE

019-12-05 14:48:05

2019-12-05 14:48:05

0-88 PURGE

2019-12-05 15:07:48

2019-12-05 15:07:48

0-88 PURGE

2019-12-05 15:28:51

2019-12-05 15:28:51

DED [2019-12-05 15:32:38 host:yb98-mgro]

3 passes of Secure erase + format [2019-12-05 1

TAA18040900C35 Temp: 49C CPU: Booted
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If a blade is powered off, it returns:

YBCLI ( )> blade health 0/15

Bay: 15

poweroff, poweron

: Power on or power off one blade or all blades. For example, power off blade 15:

YBCLI ( )> blade poweroff 15

Blade bay 15 was instructed
Waiting blade(s) power
Blades powered 1 0/1
Blades powered g A/l

Yellowbrick Data Warehouse | Yellowbrick Data

power

When a blade is powered on, it passes through three states to come online:

« CPU: Powering up/Self-test
« CPU: Booting YBOS

+ CPU: Booted (YBOS)

The blade health command reports these states. This process may take a few minutes. An attempt to reboot a blade before it is in the Booted (YBOS) state will fail. For

example:

YBCLI ( )> blade poweron 15

Blade bay 15 instructed powe
waiting blade(s) power
Blades powered 1 0/1

Blades powered 2 alyil

YBCLI ( )> blade health 15

Bay: 15 : ok Power: FRU: C4-0005-00

reboot

Reboot one blade or all blades. This operation is a graceful reboot; the Yellowbrick software stack is shut down first.

r

YBCLI ( )> blade reboot all

Gracefully rebooting blade
Gracefully rebooting blade
Gracefully rebooting blade
Gracefully rebooting blade
Gracefully rebooting blade

bay:
bay:
bay:
bay:
bay:

reset

Perform an immediate hardware reset on one blade or all blades.

YBCLI ( )> blade

Blade bay 15 was

Yellowbrick Data Warehouse Version 7.3.0
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status

Return the UUID, current status, CPU and memory usage, uptime, encryption status, and drive status/wear for one or all blades. For example, when run on Tinman:

YBCLI(8911) (

- yb100-mgre)> blade

Chassis: 1

Blade Bay: 3 -> BOOTED UUID: 00000000-0000-0000-0000-38B8EBDOO6F4 -

: YBOS-2.0.4-DEBUG

BIOS: v05.04.21.0038.00.011 - Memory total/free: 65587652/1870728 KiB - IB-FW: 2.36.5000
CPU: Intel(R) Xeon(R) CPU E5-2618L v4 @ 2.20GHz - Cores:

192.168.20.12 - Uptime: 0 day(s),

¢ YES -
SSD: 4: S3EWNWAJ312492R
0K/0% 2B6QCXP7
S3EWNWAJ311166N
0K/0% 2B6QCXP7

Cluster : OPERATIONAL - Cluster

For example, when run on Andromeda:

YBCLI(416590) ( - y2b21-mgr1)> blade

Chassis: 0

S3EWNWAJ330205H

0K/0% 2B6QCXP7

S3EWNWAJ330207R

0K/0% 2B6QCXP7

MEMBER -

10 - DA%

01:59:29 - Worker: Running
- locked: N/A

6:

S3EWNWAJ312493K
0K/0% 2B6QCXP7
S3EWNWAJ311169V
0K/0% 2B6QCXP7

seen: just

Blade Bay: 1 -> YBOS READY UUID: 00000000-0000-0000-0000-38BS8EBD20E88 -
BIOS: Athn_1.01.3 - Memory total/free: 1056744476/18735500 KiB

S3EWNWAJ330206Z
0K/0% 2B6QCXP7
S3EWNWAJ330208K
0K/0% 2B6QCXP7

: YB0S-3.0.0-20200917181022-DEBUG

BMC: 00.17.01 - Kalidah-1: ©xODE38309 - Kalidah-2: ©0xODE38309 - IB-FW: 16.28.1002

CPU: AMD EPYC 7702P 64-Core Processor - Microcode:

192.168.10.10 - Uptime: 0 day(s),

: YES -
SSD: 4: S439NEOMA00440
0K/0% EDA5502Q
S439NEOMA00O442
0K/0% EDA5502Q

S439NEOMA0O287
O0K/0% EDA5502Q
S439NEOMA0O253
0K/0% EDA5502Q

0x8301034 - Cores:

00:15:14 - Worker: Running
- locked: N/A

6:

S439NEOMAGO271
O0K/0% EDA5502Q
S439NEOMA00264
0K/0% EDA5502Q

64 -

Cluster : OPERATIONAL - Cluster : MEMBER - seen: just

Note: If the amount of memory installed on the blades varies (based on the amount reported for the first blade), you will see red text for the memory information and a

1%

S439NEOMA00284
O0K/0% EDA5502Q
S439NEOMA00288
0K/0% EDA5502Q

warning message at the end of the output. You will also see a warning if the BIOS is being flashed on one or more blades. These blades will automatically reset when BIOS

flashing is complete.

The status blade command provides the same information.

If the database is not running, the output does not include cluster status information.

This example shows the status of one bay that does not have a blade installed:

YBCLI ( )> blade

Chassis: 1

Blade Bay: 14 -> BLADE

INSTALLED

Yellowbrick Data Warehouse Version 7.3.0
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ybcli: clear

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: clear

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Clear the screen where ybcli is running or clear the history of previously issued commands. For example, you may want to clear the history if you inadvertently paste an

encryption key at the ybcli prompt.

[ screen ] | history

For example:

YBCLI (

YBCLI (

The screen keyword is optional; the clear command defaultsto clear screen .
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ybcli: database

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: database

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Start or stop the Yellowbrick database software. These commands do not start up or shut down the system. The manager and compute nodes are not affected.

You can also see the current status of the database, which returns the same information as the status database command.

[ force ]

[ force ]

For example:

YBCLI ( )>
This will the Yellowbrick
Are you sure you want do this?

yes . yes

Stopping Yellowbrick services.

YBCLI ( )>

Starting Yellowbrick services.

disconnect all

clients

You can use the force option whenthe ybcli cannot detect whether the database is running or not. This may occur when there is a malfunction in the system.

Yellowbrick Data Warehouse Version 7.3.0
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ybcli: encryption

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: encryption

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Enable and manage encryption for the drives on the manager nodes and compute blades.

Encryption commands prompt for the authentication key that was generated when you set up the keystore. You may not see a prompt if you have already authenticated and the

session has not timed out (it times out after 10 minutes or when you exit from the ybcli ). Encryption commands also require the keystore to be unlocked.

Note: Encryption commands can only be run via the ybcli on the primary manager node.

encryption disable

Disable system-wide encryption on all drives, starting with the manager nodes, then proceeding to the compute blades. This command detects the drives that have

encryption enabled and disables encryption only on those drives.

This command also detects the case where a drive key is missing from the keystore. If this occurs, you can try restoring the keystore from a backup, then run the disable

command again.

YBCLI ( )>

Are you sure you want
WARNING: This will

Disabling

yes
WARNING: The keystore
Please enter an

->

Verifiying keystore
Keystore locked:

all drives, the keys

the stack down.

locked. Initiating unlocking
unlocking the keystore:

Keystore was successfully unlocked

Stopping YBD services

Disabling

disabling

manager node(s).

Manager: yb0®-mgri.yellowbrick. ( node)

Drive-sda -

S3D2NX0J507797Y -> Disabling

Drive-sdb - : S3D2NX0J507787F -> Disabling

blades.
Retrieving blade details.

Disabling

Yellowbrick Data Warehouse Version 7.3.0

removing

removing

the keystore.
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Blade bay: 1 - UUID: 00000000-0000-0000-0000-38BS8EBDOO4F6

Drive-0 - : S3EWNWAJ318665L ->
Drive-1 - : S3EWNWAJ318656W ->
Drive-2 - : S3EWNWAJ318660F ->
Drive-3 : S3EWNWAJ318658M
Drive-4 : S3EWNWAJ318653X
Drive-5 : S3EWNWAJ318652L
Drive-6 : S3EWNWAJ318657P
Drive-7 : S3EWNWAJ318651N

Blade bay: 2 - UUID: 00000000-0000-0000-0000-38BS8EBDOO53C

Drive-0 - : S3EWNWAJ316127E ->
Drive-1 - : S3EWNWAJ330178F ->
Drive-2 - : S3EWNWAJ330176R ->

encryption enable

Disabling
Disabling
Disabling
Disabling
Disabling
Disabling

Disabling

Disabling

Disabling
Disabling
Disabling

removing
removing
removing
removing
removing
removing
removing

removing

removing
removing
removing

Enable system-wide encryption on all drives. The keystore must be set up and unlocked, and you must enter the authentication key. When you run this command, it detects

the drives that require encryption to be enabled and proceeds.

This command may fail for any system components that are not online. For example, if a compute blade is not booted, encryption will not be enabled on its drives. After

booting the drive, you can run the command again.

This command returns detailed output per blade and drive, indicating whether encryption is enabled. See Example: Set Up the Keystore and Enable Encryption.

encryption rotate

Regenerate and rotate all encryption keys on all drives. Rotating keys on the drives requires the database to be shut down. You may want to run this command periodically to

improve the security of the system. (This command does not generate new unlock and authentication keys for the keystore; see the keystore rotate command.) For

example:

YBCLI ( )> rotate

WARNING: This command will rotate all keys of any

yes 1 yes

Do you want this command show the actual drive keys

WARNING: The keys will be shown

yes show drive keys: yes

the

Saying anything but yes below will display the keys.

Authenticating the keystore this YBCLI

Please enter keystore

accepted. This authentica

Rotating keys manager node(s).

Manager: yb00-mgr0.yellowbrick. (
Drive-sda - : S3D2NX0J601378A
Rotating 5 ...Rotated
Drive-sdb - : S3D2NX0J601380W
Rotating 0 ...Rotated

Manager: yb0®-mgri.yellowbrick. (
Drive-sda - : S3D2NX0J507797Y
Rotating 5 ...Rotated
Drive-sdb - : S3D2NX0J507787F
Rotating 0 ...Rotated

Yellowbrick Data Warehouse Version 7.3.0

ted

node)
-> Generating

-> Generating

node)

-> Generating

-> Generating

until YBCLI exit.

1 TxX1BKj+E5N2QSoihv43pvynC7X+2BCO

1 ZP2YumewQta+5kyIxWalsYtVrY280MaT

84E3D+FbWShDszJfpSFR1z47rXEUzSsn

HmdiE@pk5K2R63bNmeolnKL97DB1zPF7
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Rotating keys blades.

encryption status

Return the encryption status of all of the drives on the manager nodes and the blades. After encryption is enabled, all of the drives should report that they are enabled and

unlocked. For example:

YBCLI ( )>

Do you want this command show the actual drive keys?
WARNING: The keys will be shown . Saying anything but yes below will display the keys

yes show drive keys:
displaying keys
WARNING: The keystore locked. Initiating unlocking
Please enter a keystore unlocking the keystore:

The keystore yet fully unlocked.

Do you want entering another ?

Note: Keystore unlocking stateful the remaining (s) can be provided a later
the restarted failed , all keys will have be provided again.

yes 1 yes

Please enter another keystore the keystore (Progress: 1/2):

Verifiying keystore

Keystore locked:
Keystore was successfully unlocked
Retrieving manager node

Manager drive
Supports 3 242
2/2
Drives locked 1 0/2
DRIVE-sda - : S3D2NX0J507797Y -> PRESENT
DRIVE-sdb - : S3D2NX0J507787F -> PRESENT

Retrieving blade

Retrieving blade details.

Blade bay: 1 - UUID: 00000000-0000-0000-0000-38BSEBDO0483

Supports : 8/8

8/8

Drives locked 1 0/8
DRIVE-0O - : S3EWNWAJ318665L -> PRESENT
DRIVE-1 - : S3EWNWAJ318656W -> PRESENT
DRIVE-2 - : S3EWNWAJ318660F -> PRESENT
DRIVE-3 : S3EWNWAJ318658M -> PRESENT
DRIVE-4 : S3EWNWAJ318653X -> PRESENT
DRIVE-5 : S3EWNWAJ318652L -> PRESENT
DRIVE-6 : S3EWNWAJ318657P -> PRESENT
DRIVE-7 : S3EWNWAJ318651N -> PRESENT

encryption unlock
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Unlock all locked drives on the system. If a blade (compute node) has one or more drives that are locked, that compute node cannot start. This command prompts for the
authentication key, then unlocks the drives by using the keys in the keystore. This command also starts the database as part of its normal operation. A warning message is

displayed before the database is started.

If the manager node drives are locked when the system is powered on, start the ybcli . The ybcli will detect that the drives are locked and automatically return a

prompt, asking you to continue by attempting to unlock the drives with the keys in the keystore. You will not be able to start the database until the keys are unlocked.

If all of the drives on a manager node are locked, it cannot become the primary manager node.
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ybcli: exit, quit

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: exit, quit

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference
Exitthe ybcli session. The exit and quit commands are synonymous.

YBCLI ( )> exit
Exiting.

Bye

YBCLI ( )> quit

Exiting.
Bye
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ybcli: health

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: health

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Retrieve health-related information for various system components, including any hardware-level alerts from those components.

health all

Yellowbrick Data Warehouse | Yellowbrick Data

health blade [ <chassis>/<bay> ]

health cmp [ <chassis>/<cmp> ]

health fan [ <chassis>/<fan> | all ]

health fan chassis [ <chassis>/<fan> | all ]

health fan manager [ local

health network

health psu [ <chassis>/<psu> | all ]

remote

| all ]

health psu chassis [ <chassis>/<psu> | all ]

health psu manager [ local

health storage

Note: Specify a chassis number (or all ) and a bay/cmp/psu/fan number (or all ). For example: ©/1 , all/1, all/all, 1/all (without spaces).

remote

| all ]

Return health information for all of the components on all chassis: blades, fans, power supplies, chassis processors, network bonds and NICs on both manager nodes, and

ok
ok
ok
ok
ok
ok

)> health all

Power:
Power:
Power:
Power:
Power:
Power:

Retrieving blade alerts...

Blade alerts reported:

all
so on. For example:

YBCLI (
Chassis:
Bay: HW
Bay: HW
Bay: HW
Bay: HW
Bay: HW
Bay: HW
Chassis:

blade

Return health information for one blade (given a chassis number and a bay number) or all blades. For example:

YBCLI (

Chassis:

Bay: 10

Yellowbrick Data Warehouse Version 7.3.0

HW

)> health blade 1/10

LED:

[ OFF ON

OFF

C4-0005-01
C4-0005-01
C4-0005-01
C4-0005-01
C4-0005-01
C4-0005-01

] FRU: C4-0008-01 RO1

: TAA17031300483 Temp
: TAA16080300CBC Temp
: TAA17010900681 Temp
: TAA17031300500 Temp
: TAA170313004F6 Temp
: TAA1703130053C Temp

Inlet:
Inlet:
Inlet:
Inlet:
Inlet:
Inlet:

: TAA18040900C76 Temp: 45C CPU: Booted
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Retrieving blade alerts...

Blade alerts reported:

Note: You will see a warning if the BIOS is being flashed on one or more blades. These blades will automatically reset when BIOS flashing is complete.

cmp

Return chassis management processor (CMP) health information for one or both CMP bays on one or all chassis. For example:

YBCLI ( )> health cmp all

manager node

Chassis: 0

CMP1 : ok Temp: 58C LED: FAST ON OFF : C4-0001-03 RO2 : TAB17080111110 Uptime: 376405
CMP2 : ok Temp: 58C LED: FAST SLOW OFF : C4-0001-03 RO2 : TAB17080111114 Uptime: 376403

CMP alerts reported:

Chassis: 1

CMP1 5 : 45C LED: OFF ON OFF : C4-0001-01 RO2 : TAB1612081105A : 324806
CMP2 g : 58C LED: OFF SLOW OFF : C4-0001-04 RO1 : TAB17020811084 : 376393

CMP alerts reported:

Return health information for one of the five fans on one or all chassis, or all fans. For example:

YBCLI ( )> health fan all
Chassis: 0
ok 1 3744/3558 (20%/20%)
ok 1 3752/3464 (20%/20%)
ok 1 3727/3467 (20%/20%)
ok 1 3709/3526 (20%/20%)
ok 1 3759/3455 (20%/20%)
Fan alerts reported:
Chassis: 1
Fan: : ok 1 3741/3532 (20%/20%)
Fan: 1 ok 1 3748/3507 (20%/20%)
Fan: : ok 1 3730/3489 (20%/20%)
Fan: : ok 1 3716/3473 (20%/20%)

Fan: 1 ok 1 3727/3532 (20%/20%)

Fan alerts reported:

YBCLI ( )> health fan 1/5

Chassis: 1

ok - RPM: 3727/3536 (20%/20%)

Yellowbrick Data Warehouse Version 7.3.0 Page 413 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Fan alerts reported:

fan chassis

Return health information for just the chassis fan, either individually (1 through 5) or all. For example:

YBCLI(49290) ( - yb97-mgro)> heal fan chassis all

Chassis: 0

FAN1
FAN2
FAN3
FAN4
FAN5S

ok
ok
ok
ok
ok

3276/3086
3202/2974
3236/3008
3255/3036
3194/2981

(15%/15%)
(15%/15%)
(15%/15%)
(15%/15%)
(15%/15%)

Chassis FAN alerts reported:

fan manager

Return health information for just the manager node fans. For example:

YBCLI(13171) ( - yb98-mgro)> heal fan manager all

Manager node (yb98-mgro)

FAN1
FAN2
FAN3
FAN4
FAN5S
FANG
FAN7
FAN8

ok
ok
ok
ok
ok
ok
ok
ok

RPM:
RPM:
RPM:

manager node

5700
6000
6100
6000
5800
5900

Manager node (yb98-mgri)

FAN1
FAN2
FAN3
FAN4
FAN5S
FANG
FAN7
FAN8

network

ok
ok
ok
ok
ok
ok
ok
ok

RPM:
RPM:
RPM:

5700
6100
6000

Return customer, blade, and HA network health information for both manager nodes: bonds, NICs, and overall status. The possible status values are OK , WARNING , and

ERROR . For example:

YBCLI(19584) ( - yb98-mgr0)> health network

Network health:

Customer network bond : Link UP -

10.160.198.12 - Speed: 20000 Mbit

Yellowbrick Data Warehouse Version 7.3.0
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MAC: 90:e2:ba:a6:64:69
RX errors 0 dropped 0
TX errors © dropped 0

VLANS:
39 g : N/A
errors 0 dropped 0
errors 0 dropped 0

10.10.198.12
errors 0 dropped 0
errors 0 dropped 0

Customer network (NIC1) : Link UP
MAC: 90:e2:ba:a6:64:68
Transceiver (s):

Infiniband: 1X Copper Passive
FC: Copper Passive

Customer network (NIC2) : Link UP
MAC: 90:e2:ba:a6:64:68
Transceiver (s):

Infiniband: 1X Copper Passive
FC: Copper Passive

Customer network (NIC3) : present
Customer network (NIC4) : present

Blade network bond : Link UP - : 192.168.
Blade network (NIC1) : Link UuP
Blade network (NIC2) : Link UP

HA network bond : Link UP -
HA network (NIC1) : Link UP
HA network (NIC2) : Link UP

Chassis-0 mgmt network : Link UP

Chassis-0 cmp ip addr : 192.168.

Chassis-1 mgmt network : Link UP

Chassis-1 cmp ip addr 1 192.168.

Chassis-2 mgmt network : Link UP - : 192.168.
Chassis-2 cmp ip addr : 192.168.6.

Chassis-3 mgmt network : Link DOWN configured)
Chassis-3 cmp ip addr : N/A

Network Ping
Floating IP :

Customer network IP:
DNS

Floating IP :

Customer network IP:

Floating IP : : 10.10.198.10

Customer network IP: : 10.10.198.12

Overall network health : OK

manager node

Network health:
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Return health information for both chassis and manager node power supplies. For example:

YBCLI(49290) ( - yb97-mgro)> health
Chassis: 0
supply: : ok voltage:
supply: 1 ok voltage:
supply: : ok voltage:
supply: : ok voltage:
Chassis PSU alerts reported:
Manager node (yb97-mgro)
Power supply: 2 : ok Presence: Installed - AC Present
Power supply: 1 : ok Presence: Installed - AC Present

manager node

Manager node (yb97-mgri)

Power supply: 1 : ok Presence: Installed - AC Present

Power supply: 2 : ok Presence: Installed - AC Present
psu chassis

Return health information for just the chassis power supplies, either individually (1 through 4) or all. For example:

YBCLI(49290) ( - yb97-mgr0)> health psu chassis all
Chassis: 0

supply: 1 ok voltage:

supply: : ok voltage:

supply: : ok voltage:

supply: 1 ok voltage:

Chassis PSU alerts reported:

psu manager

Return health information for just the manager node power supplies, either local, remote, or all. For example:

YBCLI(29029) ( - yb98-mgre)> health psu manager all
Manager node (yb98-mgro)

Power supply: 1 : ok Presence: Installed - AC Present
Power supply: 2 : ok Presence: Installed - AC Present

manager node

Manager node (yb98-mgri)

Power supply: 1 : ok Presence: Installed - AC Present
Power supply: 2 : ok Presence: Installed - AC Present
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storage

Return storage health information for both manager nodes. For example:

YBCLI (

)> health storage

Manager node 0S RAID
Manager node HA RAID
Manager node SPOOL RAID
Manager node ROWSTORE RAID:

0S drive0
0S drive0

0S drivel
0S drivel

(sdd)
(sdd)

(sdc)
(sdc)

NAND spare
NAND life used:

NAND spare
NAND life used:

Yellowbrick Data Warehouse Version 7.3.0

: 0K
: 0K
: 0K

0K

drives locked

: 100 %

[c]

Drive0:
Drive0:
Drive0:
Drive0:

Drivel:
Drivel:
Drivel:
Drivel:
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ybcli: help

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: help

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

After starting the ybcli , you cantype help toreturn a list of command categories. Type help command_name to see the syntax and description for a specific category of

commands (such as blade or manager ). Type the next keyword in the command to restrict the output to the syntax for that command (such as manager reboot ).

help [ command ] [ keyword ]

For example:

YBCLI ( )> help

Available YBCLI commands. details

blade config debug health quit
exit help manager

YBCLI ( )> help manager

manager reboot [ local | remote ]
manager [ local | remote ]
manager [ local | remote ]
manager [ local | remote ]
manager [ local | remote ]
manager [ all | local | remote ]

YBCLI ( )> help manager reboot

manager reboot [ local | remote ]
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ybcli: keystore

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: keystore

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference
Set up and manage the keystore for the encrypted drives.

keystore
keystore

keystore lock

keystore

keystore rotate

keystore setup [ force ]
keystore

keystore

keystore backup

Back up the keystore to the /tmp directory. After backing up the keystore, move the backup file from the manager node to a safe and secure external storage server. Do

not copy it to another location on the appliance. Any keys left on the manager node under /tmp for more than 10 days will be automatically deleted.

The keystore restore command, if you need to use it, expects the file to be in its original location, so you will need to secure-copy the backup file back to /tmp at

that time. Keystore backup files are very small and have a timestamped name.

For example:

YBCLI ( )> keystore

Are you sure you want back up the keystore T /tmp/ ?
NOTE: During the , the remains users can run queries.
the , you have the keystore you can run any commands .

yes 1 yes

Stopping the keystore
Backing up keystore.
Starting the keystore

The keystore has been backed up successfully
/tmp/ybd-ks-08-09-2019-19-41-23.tar.gz

Please the another machine. The located this
yb00-mgro.yellowbrick.io:/tmp/ybd-ks-08-09-2019-19-41-23.tar.gz
MD5: 4d56f07d6dcha20c6bceb04954481842

Do you want the keystore (

yes

Keystore will be unlocked

Note: Whenever the keystore is modified in response to encryption enable and encryption rotate operations, a keystore backup happens automatically.

keystore backup list
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List all the keystore backups that exist on the system, beginning with the most recent. For example:

YBCLI(26168) ( - yb100-mgr1)> keystore list

The Yellowbrick keystore backups exist this
Yellowbrick keystore : /tmp/ybd-ks-08-06-2019-17-36-50.tar.
Yellowbrick keystore : /tmp/ybd-ks-08-06-2019-11-21-02.tar.
Yellowbrick keystore : /tmp/ybd-ks-08-05-2019-19-08-15. tar.
Yellowbrick keystore : /tmp/ybd-ks-08-05-2019-16-40-01.tar.

keystore lock

Lock the keystore. Locking the keystore prevents encryption commands from being run until it has been unlocked; however, locking the keystore does not change the

encryption status on the system. If encryption was enabled when you locked the keystore, encryption remains enabled.

YBCLI ( )> keystore lock
Authenticating the keystore this YBCLI
Please enter keystore
-
accepted. This authenticated until YBCLI exits.

Successfully locked the keystore

keystore restore <filename>

Restore the keystore from a backup. Before running the command, secure-copy the backup file from its external location to the /tmp directory on the active manager node.

Enter the name of the backup file to be restored. You can display a list by running the keystore backup list command.

Do not specify a path in the command, just the filename, and do not use quotes around the filename. The expected path to the backup file is /tmp on the manager node.

After restoring, you have to unlock the keystore. For example:

YBCLI ( )> keystore ybd-ks-08-09-2019-19-41-23.tar.gz

Are you sure you want the keystore
/tmp/ybd-ks-08-09-2019-19-41-23.tar.gz

NOTE: During the remains users can run queries.
yes

Stopping the keystore

Verifying

Restoring.
Starting the keystore

The keystore has been restored successfully
/tmp/ybd-ks-08-09-2019-19-41-23.tar.gz

Do you want the keystore again (

yes

unlocking keystore

keystore rotate

Generate new unlock keys and a new authentication key for the keystore. You cannot generate unlock keys or the authentication key separately. For example:

Yellowbrick Data Warehouse Version 7.3.0
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YBCLI(63867) ( - ybeO-mgre)> keystore rotate

Rotating the keystore will generate new keys.
Note: A of the current keystore will be performed rotating the keystore.
Keystore rotation requires the keys be present.

Do you want rotate the keystore?
Response (yes/no): yes

Stopping the keystore
Backing up keystore.

Starting the keystore

The keystore has been backed up successfully
/tmp/ybd-ks-01-02-2020-08-26-14.tar.gz

Please the another machine. The located this
yb00-mgro.yellowbrick.io:/tmp/ybd-ks-01-02-2020-08-26-14.tar.gz
MD5: 31724b6a57a4a788f47b5541b6012345

Please enter an unlocking the keystore:

->

Keystore was successfully unlocked

Authenticating the keystore rotation.
Please enter keystore

->

Rotating the keystore.

Note: You can request up 5 keystore keys. this way, multiple administrators can the keystore
a combination of keys. single WES be a single administrator

How many keys should be the keystore? (1 )s i
1 will be the keystore

The (s) were . A total of 1 (s) the keystore:
New keystore 1: 86fdbd9599bb83c732e3c4eeab2d47al1c6325c85d1c72547c4f61al13da212345

Rotating new
New : cbe9efb6-401a-1dal-43f3-00aba2e12345

Keys have been . Please store them place.

Do you want of the keystore?
Response (yes/no): yes

Stopping the keystore
Backing up keystore.
Starting the keystore

The keystore has been backed up successfully
/tmp/ybd-ks-01-02-2020-08-32-23.tar.gz

Please the another machine. The located this
yb00-mgro.yellowbrick.io:/tmp/ybd-ks-01-02-2020-08-32-23.tar.gz
MD5: 4ab76751319fc490ad8c5104a9aadlac

Do you want the keystore (
Response (yes/no):

Keystore will be unlocked

Keystore rotation successfully completed

For an example with three unlock keys, see Ex:
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This command does not generate new encryption keys for the drives; see the encryption rotate command.
keystore setup

Set up a new keystore on a system that will use encrypted drives. You cannot enable encryption until the keystore is created. The keystore setup command generates

a set of keys:

« Asingle 36-byte authentication key, which is a required "password" that you have to enter before you can run any encryption commands.

« One or more 64-byte keys to unlock the keystore

At least one of each type of key is required.

Note: You can request up to 5 unlock keys. In this way, multiple administrators can unlock the keystore at different times using a combination of keys. No single key has to be

distributed to a single administrator.
During the setup, you will be prompted to run a backup of the keystore; this is a recommended part of the procedure.
For detailed examples, see Example: Set Up the Keystore and Enable Encryption and Example: Use Multiple Unlock Keys.
keystore setup force
CAUTION:
This command erases all of the drive keys in the keystore, then re-creates it. Read the command output on the screen carefully before proceeding.

If encryption is not enabled on any of the drives, you are safe to proceed. If encryption is enabled, all data on the encrypted drives will be lost unless you can restore the
keystore from a backup. If you cannot restore the keystore, each encrypted drive will have to be manually unlocked by using the key printed on its label. All data will be lost.

See Example: Force Keystore Setup.
keystore status

Show whether the keystore is locked or unlocked. For example:

YBCLI ( )> keystore

keystore
Locked:

keystore unlock

Unlock the keystore. You must enter one or more 64-byte unlock keys, depending on the number of keys that were specified when the keystore was set up.

YBCLI ( )> keystore

Please enter the the keystore:

->

Verifying keystore

Keystore locked:

Keystore was successfully unlocked
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ybcli: log

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: log

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Return log file entries that were recorded in the past 1 to 24 hours or tail one of the logs. You can return logs specific to a single compute blade, the database, the keystore, or the

local manager node.

blade [ 1-24 | all | tail ] [ <chassis>/<bay> | <uuid> | all ] [ <keyword> | "<search_string>" ]
clang [ 1-24 | all | tail ] [ <keyword> | “<search_string>" ]
[ 1-24 | all | tail ] [ <keyword> | "<search_string>" ]

install [ <keyword> | "<search_string>" ]

keystore [ 1-24 | all | tail ] [ <keyword> | "<search_string>" ]
manager [ 1-24 | all | tail ] [ <keyword> | "<search_string>" ]
ybcli [ 1-24 | all | tail ] [ <keyword> | "<search_string>" ]

Note: In all cases, 1-24 refers to a specific hour from 1 to 24, where 1 is the last hour and 24 is the last 24 hours. For <chassis>/<bay> , specify a chassis number and

a bay number. For example: 2/1 , 1/15 (without spaces).

All of the 1log commands have a search feature. You can append a keyword or a text string to the end of any log command, and only the log lines that contain the keyword or
string are returned. A single keyword does not require quotes, but a string with multiple words does require quotes. The search is not case-sensitive. A single-keyword search will

find words with a matching stem. See Log Search Examples.

blade

Return the log for a specific blade or all blades. For a specific blade, use its chassis and bay number or its UUID . (Use the status blade command to getthe UUID.)

For example:

YBCLI ( )> blade tail 0/1

Press ctrl-c tailing

2018-07-10T17: 142.042404-07:00 ybos-00000000-0000-0000-0000-38B8EBDOOCIC YBDB[25486]: 23465685 Warn kernel.work
2018-07-10T17: 142.042423-07:00 ybos-00000000-0000-0000-0000-38B8EBDOOCIC YBDB[25486]: 23465685 Warn kernel.work
2018-07-10T17:53:42.042434-07:00 ybos-00000000-0000-0000-0000-38B8EBDOOCIC YBDB[25486]: 23465685 Warn kernel.work

To return logs for all blades (for all hours), use the following command:

blade all all

You can also specify the number of hours for all blades. For example:

blade 1 all

clang

Return the log for compiler-related events. This command must be run on the primary manager node. For example:

Yellowbrick Data Warehouse Version 7.3.0 Page 423 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

YBCLI(5797) ( - yb97-mgro)> clang 1

2021-05-19T11:04:32.742150-07:00 yb97-mgr1 CLANG: ybstop WARNING: -c CONFIG specified. Attempting guess the
2021-05-19T11:04:32.746774-07:00 yb97-mgr1 CLANG: ybstop Detected config: -Linux.xml
2021-05-19T11:04:32.746904-07:00 yb97-mgrl CLANG: ybstop -Linux.xml..
2021-05-19T11:04:32.747364-07:00 yb97-mgr1 CLANG: ybstop Stopping clang..
2021-05-19T11:04:33.855883-07:00 yb97-mgr1 CLANG: ybstop Finding specific pids : [clang]
2021-05-19T11: 5 .155364-07:00 yb97-mgrl CLANG: ybstop YB processes
2021-05-19T11:04:34.155575-07:00 yb97-mgr1 CLANG: ybstop Note: some YB processes remain
2021-05-19T11:04:34.155702-07:00 yb97-mgr1 CLANG: ybstop Worker:
2021-05-19T11:04:34.155804-07:00 yb97-mgrl CLANG: ybstop Lime: 62453
2021-05-19T11:04:34.155897-07:00 yb97-mgr1 CLANG: ybstop Spiky: 4076
2021-05-19T11:04:34.156049-07:00 yb97-mgr1 CLANG: ybstop Postgres:

2021-05-19T11: 5 .156175-07:00 yb97-mgrl CLANG: ybstop SMC: 60677
2021-05-19T11:04:34.156262-07:00 yb97-mgr1 CLANG: ybstop DCS:
2021-05-19T11:04:34.156412-07:00 yb97-mgr1 CLANG: ybstop tables

2021-05-19T11: 5 .156526-07:00 yb97-mgrl CLANG: ybstop

2021-05-19T11:04:34.156586-07: yb97-mgr1 CLANG: ybstop

2021-05-19T11:04:34.156626-07: yb97-mgr1l CLANG: ybstop

Contact Yellowbrick Support for further assistance.

database

Return the log for database. This command must be run on the primary manager node.

YBCLI (

Press ctrl-c tailing
sys.
= c.oid

= current_database()

pg_catalog.pg_stat_all_tables t
=C.

2017-03-14 15:05:03.788 PDT 26246 FATAL: failed user
2017-03-14 15:05:03.788 PDT 26246 DETAIL: pg_hba.conf 96:

install

Return the log for when the installation program was last run on the system. For example:

YBCLI(31444) ( - yb100-mgri)> install

The the contents of the the Yellowbrick installer was

Yellowbrick appliance installer v2.0.0
Installing: v0.0.1-11160
Installing the parameters: {

Blackout tenant : YB

Blackout cluster : ybeo

Blackout duration: 3600

stderr B/ /YB-yb0O- -blackout-stderr.out

Blackout UUID 1 2d46bf92-d500-4e23-845e-1b4eld6ff5fc
Starting backing up existing install

/mnt/ybdata/ / -2019_02_22-0534-59/

complete
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Installing YBD appliance

upgrade complete
Install complete

of the install

keystore

0.0.1-11160-release. ..

Return the keystore/encryption audit log (on systems with encrypted drives). For example:

YBCLI ( keystore

Press ctrl-c tailing

2017-10-25T13:59:34.415317-07:
2017-10-25T13:59:34.419245-07:
2017-10-25T13:59:57.254574-07:
2017-10-25T13:59:57.258328-07:
2017-10-25T14:00:37.265908-07:
2017-10-25T14:00:37.270577-07:
2017-10-25T14:04:32.013941-07:
2017-10-25T14:04:32.016892-07:
2017-10-25T14:04:37.550317-07:
2017-10-25T14:04:37.552872-07:

manager

Return or tail the log for the local manager node. For example:

tail

yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri
yb0O-mgri

YBCLI ( )> manager all

2017-10-31T13:01:01.639817-07:
2017-10-31T713:01:01.973358-07:
2017-10-31T13:01:01.974923-07:
2017-10-31T13:01:01.975659-07:

00 yb0O-mgri
00 yb0O-mgri
00 yb0@O-mgri
00 yb0O-mgri

YBCLI ( manager tail

Press ctrl-c tailing

2017-11-27T19:27:54.168847+01:
2017-11-27T19:27:54.225340+01:
2017-11-27T19:27:54.569690+01:
2017-11-27T19:27:54.729028+01:

ybcli

00 yb0O-mgri
00 yb0®-mgri
00 yb0@O-mgri
00 yb0O-mgri

Return the ybcli command history. For example:

YBCLI ( - yb100-mgre)>
Press ctrl-c tailing

2018-12-05 05: 8 : INFO :
2018-12-05 05:35: ¢ INFO :
2018-12-05 5 4 : INFO :
2018-12-05 8 14 : INFO :
2018-12-05 144 ¢ INFO :
2018-12-05 11: 147 : INFO :

ybeli

Executing
Completed ->
Executing ->

Completed ->

journal:
journal:
journal:
journal:
journal:
journal:
journal:
journal:
journal:
journal:

ybdadmin
ybdadmin
ybdadmin
ybdadmin
ybdadmin
ybdadmin
ybdadmin
ybdadmin
ybdadmin
ybdadmin

keystore:
keystore:
keystore:
keystore:
keystore:
keystore:
keystore:
keystore:
Keystore:
Keystore:

Executing ->
Requires
Executing ->
Requires
Executing ->
Requires
Executing ->
Requires

Executing ->

keystore

keystore

keystore

keystore

keystore

Already unlocked

rsyslogd: [origin software="rsyslogd" swVersion="7.4.7" x-pid="1383" x-info="http

crmd[3756]: notice: Operation ybdkeystore_stop_0:

crmd[3756]: notice: Initiating

systemd: Reloading.

crmd[3725]: notice: Operation ybdfs_notify 0:
crmd[3725]: error: pcmkRegisterNode: Triggered assert
ntpd[7901]: Deleting interface #35 BLADE_bond,
YellowBrick Vault.

systemd:

appliance

appliance
health cmp all
health cmp all

YBCLI 2.0.0-9737

Executing ->

help

ybdkeystore_start_0

192.168.10.1#123,

ok (node=yb@0-mgri.yellowbrick.
xml.c:594 : node->
interface

ok (node=yb00-mgril.yellowbrick
yb0O-mgr

Yellowbrick Data Warehouse Version 7.3.0
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2018-12-05 11:45:41 : INFO : Executing -> ybcli tail

Log Search Examples

The following examples show how you can search through the logs by specifying a single keyword or a longer search string. The first example searches the manager logs for the

word installed . Quotes are not required:

YBCLI( - ybeO-mgro)> manager 24 installed

2019-04-16T13:41:34.155927-07:00 ybe0-mgr@ installer2[10836]: Current installed: v0.0.1-12607
2019-04-16T14:41:37.304598-07:00 yb0O-mgr0® installer2[10894]: Current installed: v0.0.1-12607
2019-04-16T14: 1.598975-07:00 ybo0-mgre® installer2[10894]: New YBD appliance package installed. Continuing

The second example searches the manager logs for the string Current version installed . Quotes are required:

YBCLI(16789) ( - ybeeO-mgro)> manager 24

2019-04-16T13:41:34.155927-07:00 yb0O-mgr0® installer2[10836]: Current installed: v0.0.1-12607
2019-04-16T14:41:37.304598-07:00 yb0O-mgr0® installer2[10894]: Current installed: v0.0.1-12607

The third example searches the database logs for the string System not ready :

YBCLI(16789) ( - ybe0-mgro)>

2019-04-16 14:50:59.330 PDT 7581 0 WMOO2 WARNING:
2019-04-16 14:50:59.601 PDT 7600 0 WMOO2 WARNING:
2019-04-16 14:51:00.790 PDT 7869 0 WMGO2 WARNING:

The fourth example searches the logs for a specific blade and returns all entries that contain fail , Fail , and words that begin with fail or Fail :

YBCLI(16789) ( - yb00-mgre)> blade 24 1/1 fail

Chassis: 1

2019-04-16T14:44:42.960413-07: ybos-00000000-0000-0000-0000-38B8EBDOO61D YBDB[4423]: 1 Inform kernel.LoggingDumper: C
2019-04-16T14: .960413-07: yb0s-00000000-0000-0000-0000-38B8EBDOO61D YBDB[4423]: 1 Inform kernel.LoggingDumper: C

2019-04-16T14:47:52.951151-07: ybos-00000000-0000-0000-0000-38B8EBDOO61D kernel: 0.699306] pci 0000:01:00.0: BAR 6: failed
2019-04-16T14:47:52.951151-07: ybos-00000000-0000-0000-0000-38B8EBDOO61D kernel: 0.699402] pci 0000:ff:12.0: BAR 2: failed

.951730-07: ybos-00000000-0000-0000-0000-38B8EBDOO61D kernel: 9.117878] mgmt_bond: Setting fail_over_maj
2019-04-16T14:47:52.951730-07: yb0s-00000000-0000-0000-0000-38B8EBDOO61D kernel: 9.176539] psmouse seriol: Failed
Press any
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ybcli: manager

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: manager

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference

Run operations on the manager nodes.

manager reboot [ local

[ local |

[ local | remote ]
[ local |
[ local | remote ]

[ all | local

remote ]
manager

remote ]

manager
manager remote ]
manager

manager remote ]

Note: The manager node where ybcli is running is considered the local node. The other manager node is considered

start ybcli :

CLI vx.X.xx (Genx)
Copyright (c) 2016-2019 Yellowbrick
All rights reserved

Redundant manager node detected
YBCLI currently running the

: yb99-mgro -> (
manager node: yb99-mgri -> (

manager node

reboot

Reboot a manager node. For example:

YBCLI ( )> manager reboot

WARNING: The
Rebooting the

node currently

node will

Are you sure you want do this?

yes yes

manager node

Initiating reboot. This process can

reset

remote . The nodes are clearly identified when you

manager node.
ACTIVE)
ACTIVE)

the
redundancy

Hardware reset of a manager node in case of a system malfunction. Running manager reset on the primary manager node will be disruptive to the database and should

only be used as a last resort if manager reboot is unsuccessful. For example:

YBCLI(2675) (

node

Warning: The

rently

Resetting the node initiates a

Yellowbrick Data Warehouse Version 7.3.0

- ybeO-mgri)> manager

the node.

, causing all services
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unavailable, resetting the node causes a
)? yes

3

Manager will be

resume

Bring @ manager node that was on standby back into the HA cluster, enabling redundancy.

shutdown

Shut down one or both manager nodes. For example:

YBCLI (

Warning: The

Shutting down the
This will cause all services

(yes/

standby

)> manager
node currently the
node will initiate a
unavailable,
)?

Remove a manager node from the HA cluster, disabling redundancy and putting the node on standby.

YBCLI (

warning: The

Enabling

)> manager

node currently the

mode the node will initiate a

This will cause all services nodes are

ERROR: YBCLI cannot perform a
perform a cluster , please the IP

The IP addresses

connected
of the current

hostnames of the manager nodes can be obtained the

health network

config hostname

status

Get status information about one or both of the manager nodes. For example:

YBCLI (

Host

Uptime
Users

CPU usage
Memory used
Memory free

manager

Host

Uptime
Users

CPU usage
Memory used

Memory free

Parent topic: ybcli Reference

Yellowbrick Data Warehouse Versio

)> manager all

yb100-mgro.yellowbrickroad.
40 ; @7 RS2

2

0.2 %

11G GiB

232G GiB

node

yb100-mgri.yellowbrickroad.
40 , 02:01:34

(¢}

0.2 %

2.8G GiB

247G GiB

n7.3.0

the floating cluster IP

commands:

node
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ybcli: status

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: status

Platforms: EE: All appliance platforms
Parent topic: ybcli Reference

Return the status of various system components.

all

blade [ <chassis>/<bay> ]

cmp [ <chassis>/<cmp> ]

manager [ local | remote | all ]

storage

Note: For status blade and status cmp , specify a chassis number (or all )and a bay or cmp number (or all ). Forexample: /1, all/1i, all/all, 1/all

(without spaces).

all

Return the status of all components.

blade

Return the UUID, current status, CPU and memory usage, uptime, encryption status, and drive status/wear for one or all blades. For example, when run on Tinman:

YBCLI(8911) ( - yb100-mgre)> blade

Chassis: 1

Blade Bay: 3 -> BOOTED UUID: 00000000-0000-0000-0000-38BS8EBDOO6F4 - : YBOS-2.0.4-DEBUG
BIOS: v05.04.21.0038.00.011 - Memory total/free: 65587652/1870728 KiB - IB-FW: 2.36.5000
CPU: Intel(R) Xeon(R) CPU E5-2618L v4 @ 2.20GHz - Cores: 10 - 1%
192.168.20.12 - Uptime: 0 day(s), 01:59:29 - Worker: Running
¢ YES - 5 - locked: N/A
SSD: 4: S3EWNWAJ312492R 5: S3EWNWAJ330205H 6: S3EWNWAJ312493K : S3EWNWAJ330206Z
0K/0% 2B6QCXP7 0K/0% 2B6QCXP7 0K/0% 2B6QCXP7 0K/0% 2B6QCXP7
0: S3EWNWAJ311166N 1: S3EWNWAJ330207R : S3EWNWAJ311169V : S3EWNWAJ330208K
0K/0% 2B6QCXP7 0K/0% 2B6QCXP7 0K/0% 2B6QCXP7 0K/0% 2B6QCXP7
Cluster : OPERATIONAL - Cluster : MEMBER - seen: just

For example, when run on Andromeda:

YBCLI(416590) ( - y2b21-mgri)> blade

Chassis: 0

Blade Bay: 1 -> YBOS READY UUID: 00000000-0000-0000-0000-38B8EBD20E88S - : YB0S-3.0.0-20200917181022-DEBUG

BIOS: Athn_1.01.3 - Memory total/free: 1056744476/18735500 KiB
BMC: 00.17.01 - Kalidah-1: OxODE38309 - Kalidah-2: OxODE38309 - IB-FW: 16.28.1002
CPU: AMD EPYC 7702P 64-Core Processor - Microcode: 0x8301034 - Cores: 64 - 1%
192.168.10.10 - Uptime: 0 day(s), 00:15: - Worker: Running
g VES = g - locked: N/A
SSD: 4: S439NEOMA0OO440 5: S439NEOMA00O287 6: S439NEOMAGO271 7: S439NEOMA00284
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0K/0% EDA5502Q 0K/0% EDA5502Q 0K/0% EDA5502Q 0K/0% EDA5502Q
0: S439NEOMAQ0442 1: S439NEOMAGO253 . S439NEOMAG0264 3: S439NEOMAG0288
0K/0% EDA5502Q 0K/0% EDA5502Q 0K/0% EDA5502Q 0K/0% EDA5502Q

Cluster : OPERATIONAL - Cluster : MEMBER - seen: just

Note: If the amount of memory installed on the blades varies (based on the amount reported for the first blade), you will see red text for the memory information and a
warning message at the end of the output. You will also see a warning if the BIOS is being flashed on one or more blades. These blades will automatically reset when BIOS

flashing is complete.

cmp

Return the status of the chassis management processors (CMPs) and InfiniBand switches on the manager nodes. The output includes link status for all of the InfiniBand

ports. For example:

YBCLI ( cmp 1/1

Chassis: 1

CMP1

Blade link

Port -> UP : FDR, x4
Port UP . FDR, x4
Port upP : FDR, x4
Port 4 up : FDR, x4
Port UP . FDR, x4
Port upP : FDR, x4
Port up : FDR, x4
Port UP . FDR, x4
Port upP : FDR, x4
Porti0 up : FDR, x4
Portil uP . FDR, x4
Porti2 INSTALLED
Porti13 INSTALLED
Porti4 INSTALLED
Portil5 INSTALLED

FDR, x4
FDR, x4
FDR, x4
FDR, x4
FDR, x4
FDR, x4
FDR, x4
FDR, x4

database

Return the status of the database software stack, including uptime. For example:

YBCLI (

running
ready
-only
uptime 1 02:32:49

users connected: 4 (including

manager

Return uptime and CPU and memory usage on one or both manager nodes. For example:
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YBCLI ( )> manager all

Host : yb1000-mgre.ybd.
Uptime : 15 , 05:55:48
Users 3 2

CPU usage : 3.1 %

Memory used : 10G GiB

Memory free : 229G GiB

manager node

Host : yb1000-mgri.ybd.
Uptime g il , 05:56:52
Users 0

CPU usage 1 0.0 %

Memory used : 2.6G GiB

Memory free : 246G GiB

storage

Return free and used storage space on the manager node file systems, including the database row store, and storage quotas on the primary manager node. For example:

YBCLI(912) ( - ybeO-mgri)> storage

0S filesystem 1 112G free used
HA filesystem 1 847G free used
Rowstore filesystem : 457G free used

Spool filesystem 1 954G free used
Storage quotas:

rowstore : 2.2G of 200G used
Cluster manager 1 146.1M of 330G used

This command returns two entries for storage quotas:

« Catalog rowstore: Amount of storage space being used for the database system catalog.

« Cluster manager: Amount of storage space being used by the compiler.

system

Return the overall status of the system, indicating the status of the manager nodes and whether the database is running. For example, when run on Tinman:

YBCLI(30354) ( - yb98-mgro)>

Manager nodes configured: 2

Node 1 ( NODE ) : yb98-mgro ->
Node 2 ( NODE ) : yb98-mgri ->

HW Platform : Tinman
running N(ES!

ready : YES (Responding: YES)

-only
rowstore : NORMAL
rowstore : NORMAL
storage used 1 20%
uptime : 14:59:42

work : gc:idle parityrebuild:idle

running B ES!

Blade parity

Blade parity rebuilding

Yellowbrick Data Warehouse Version 7.3.0

(Progress: N/A)

analyzer:idle le user:active,idle
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Blade
Shard rewriting

-progress
Capacity expansion -progress
Cluster degraded mode
Maintenance mode
Software

Floating IP
registered

-progress

LDAP
Logging

keystore
Chassis

-ons

For example, when run on Andromeda:

YBCLI(51453) (

Manager nodes configured: 2

Node 1 ( NODE
Node 2 (

HW Platform
running
ready
-only
rowstore
rowstore
storage used
uptime
work
running

Blade parity

Blade parity rebuilding
Blade

Shard rewriting

-progress
Capacity expansion -progress
Cluster degraded mode
Maintenance mode
Software

Floating IP
registered

-progress

LDAP
Logging
keystore
Chassis
FRU

=S

: YES (5 Tables

: Available -

- y2b23-mgro)>

NODE )

: YES (Tenant: yb -

: Available -

: All components

(0 shards pending)
1752898 MBs remaining)
YES (Reason: Drive(s) failed)

( 1 4.1,1-24805)
10.10.1602.10 - 255.255.255.0

configured

setup
Found: 1 - Configured: 1

y2b23-mgr0.slc.yellowbrick.io ->
: y2b23-mgri.slc.yellowbrick.io ->

: Andromeda
: YES (9/9/9 active/powered/installed blades)

YES (Responding: YES)

NORMAL
NORMAL
20%
00:36:20
gc:idle :idle user:idle

parityrebuild:idle analyzer:idle

. YES

(Progress: N/A)

(0 shards pending)
YES (3 Tables 764036 MBs remaining)

( : 5.1.0-33380)
10.10.223.10 - 255.255.255.0
y2h23)

configured

READY - Locked: YES
Found: 1 - Configured: 1
records

Note: In the Database system running line, the active/powered/installed blades text will be yellow if not all installed blades are active or online.

Attention: The statistics under Capacity expansion in-progress only update once a table has been completely moved. Therefore, it may appear at times as

though no progress is being made.

Yellowbrick Data Warehouse Version 7.3.0
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ybcli: system

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > ybcli Reference > ybcli: system

Platforms: EE: All appliance platforms

Parent topic: ybcli Reference
Run operations that affect the whole system or return overall status information.

appliance - > [ ignoreoff ] [ factory ]

WARNING: The parameter will all this
NOTE: The must be copied /tmp the manager node
appliance list

appliance reattach

appliance

blackout < >
chassis beacon <chassis>
chassis setup
chassis
cmp beacon <chassis>/<cmp>
diagnostics [ fast | full ]
diagnostics < - > [ event-window ]
diagnostics list
factory
WARNING: The command will
[ force ]
info [ get | read | list | compare | validate ]
maintenance [ on | off ]
register <tenant- > <
register list
register <

[ on | off ]

appliance update

Update the Yellowbrick appliance. Specify the software image, which must be copied to the /tmp directory on the primary manager node. The ignoreoff option

causes any blades that are powered off to be ignored. No attempt is made to power-cycle them.

Note: Any permissions that were granted to users on the sys schema are not preserved when the software is upgraded. The DBA will need to reapply these permissions.
The factory option resets the system to its factory defaults.

Warning: Using the factory option will delete all of the data on the database system.

appliance update list

List the installers that exist on the system. For example:

YBCLI(29459) ( - ybeO-mgro)> appliance

The Yellowbrick installers exist this
Yellowbrick installer: /tmp/ybd-3.0.0-12050-release
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Yellowbrick installer: /tmp/ybd-3.0.0-12086-release

appliance update reattach

Use the reattach option to reattach to an installation that was interrupted because of a loss of network connectivity. For example:

YBCLI(22827) ( - yb100-mgroe)> appliance
This command will look
Note: Only

(yes/no)? yes

previous

this command

appliance version

Return the appliance and ybcli versions that are running. This command also returns the date and time of the last software upgrade. For example

YBCLI(4230) ( - yb99-mgro)> appliance

YBD appliance .0-32872-release-custom

reattach

still running

a previous install was interrupted due

ybos : 2.0.8-debug (build: 202016021112105)

toolchain

ybcli : 5.0. (build: 20201106204904)
ybd_sescripts 2 2B (build: 20201106204904)
ybd_vault : aZc (build: 20201106204904)
installer2 : 3.0. (build: 20201106204904)
ybd_config P 8.0 (build: 20201106204904)
ybd_sed : .0, (build: 20201106204904)
ybd_misc B 220 (build: 20201106204904)

firmware-switchx2

firmware-cmp BO2.C7

ybd : 5.1.0-release (build: 20201106204904)

YBD appliance SHA
Software -progress

Software updated 11-06-2020 15:27:00

Software history
.0-32641 -> 5.
.0-32655 ->

a

(aborted/failed) - 10-28
.0-32655 -> (succeeded) - 10-29-2020
1.0-32691

.0-32712 (succeeded) - 11-02-2020
(succeeded) - 11-02-2020
(succeeded) - 11-02-2020

(succeeded) - 11-03-2020

.0-32733
1.0-32741
.0-32747
.0-32792
1.0-32781

g o o o g g o g g a
g o o a a o o g

blackout [ minutes ]

Suppress alerts on the system for 30 minutes by default.

YBCLI(16533) ( - ybeO-mgro)> blackout

Doing a blackout means all alerts will be suppressed

(yes/no)? yes

has entered an alert blackout

Yellowbrick Data Warehouse Version 7.3.0

-2020

14:
(succeeded - FACTORY) - 11-01-2020
01:
10:
11:
19:

(succeeded - FACTORY) - 11-03-2020
.0-32872 (succeeded - FACTORY) - 11-06-2020

297117d8a47323f12cad4aellb03c459becOe2f38

(succeeded - FACTORY) - 10-28-2020

loss of

11:15:10

f3LI572:1

06:16

21:44
54:31
59H6
30:25

09:49:13

20:47:37
15:27:00

them.

network connect
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You can also specify the length of time for the blackout, using a range of 30 to 1440 minutes. For example:

YBCLI(17528) ( - ybeO-mgro)> blackout 60

Doing a blackout means all alerts will be suppressed
(yes/no)? yes

has entered an alert blac

chassis beacon

Specify the chassis number ( @ , 1 ,or all )and on or off :

e on :turns on the blue LEDs for all installed blades in the specified chassis. The blue LED on the front panel of the chassis is also turned on if it is not already blinking.

e off :turns off the blue LEDs.

This command syntax also accepts chassis® and chassisl as alternativesto @ and 1 ,anditaccepts 0-1 as alternativesto all .

For example, turn on the LEDs for chassis 0 :

YBCLI ( )> chassis beacon 0

Chassis 0 beacon turned

For example, turn off the LEDs on both chassis:

YBCLI ( )> chassis beacon all

Chassis © beacon turned
Chassis 1 beacon turned

chassis setup

Detect and configure an additional chassis on the appliance. Yellowbrick appliances support single-chassis and dual-chassis configurations. After running this command,

respond to the prompts, as shown in the following example.

Note: You cannot run this command by accessing the system through the floating IP address. Use the dedicated IP address for the primary manager node.

YBCLI ( )> chassis setup
This command detects up add onal chassis an existing
Note: All chassis must be connected the powered up.

WARNING: a chassis being configured, the will be shut down.

yes 1 yes
Running chassis setup

Note: the field, Yellowbrick appliances support expansion only (the addition of chassis blades)

Are you sure you want the of chassis this ?

yes . yes

Stopping Yellowbrick services chassis setup.
Preparing network multi-chassis detection. ... Done

Detecting chassis

Manager node ready multi-chassis
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manager node

Manager node ready multi-chassis

Configuring chassis this cluster

chassis
Detected chassis
Chassis: - 1 192.168.2.4
Chassis: - : 192.168.5.4
Chassis: = Installed
Chassis: Installed

Configuring HA. ... Waiting HA stack

2 chassis have been configured successfully.

The be the

chassis status

Return the status of the chassis configuration on the appliance. Yellowbrick appliances support single-chassis and dual-chassis configurations. For example:

YBCLI ( chassis

Chassis

Found: 2 - Configured: 2

Retrieving chassis wiring details...
Chassis processor wiring

Chassis: -> CMP1 : TAB18050311170
Chassis: -> CMP2 : TAB18050311164
Chassis: -> CMP1 : TAB1803281113C
Chassis: -> CMP2 : TAB18050311174
Retrieving chassis blade details...
Chassis: 0

Blades installed: 11

Chassis: 1

Blades installed: 11

cmp beacon <chassis>/<cmp> on|off

Turn the CMP beacon on or off. For example:

YBCLI ( cmp beacon 0/1

initialize.

command.

:D2:69:45:65:7E
:D2:69:44:C2:21
:D2:69:45:56:3A
:D2:69:45:65:27

diagnostics [ fast | full ]

Send a diagnostics report to Yellowbrick for support to investigate. In addition to the sent report, a copy is leftin the /tmp directory on the manager node.

The fast option does not check the status of the hardware or the blades. Because the analysis covers fewer subsystems, the report is generated much faster. The

full option retrieves more detailed diagnostics and can take a significant amount of time. (It may also disrupt other operations on the system.) Do not specify fast or

full unless requested to do so by Customer Support.

Yellowbrick Data Warehouse Version 7.3.0
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)> diagnostics

This command will gather diagnostics information

Are you sure you want do this?

yes

Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving

Compressing

installer ...Done
cluster manager
front-
kernel ...Done
HW events blades. .
HW events managers. . .Done
possible blade asserts/crashes..
minidumps...Done
cluster manager ...Done
ybstack details...Done
stack traces...Done
YBDB contents...Done
full hardware
...Done

diagnostics has been collected submitted

The diagnostics has been left this

Note: If the database is not running, only a partial report can be submitted.

diagnostics event

Return the logs from the specified timestamp. The event-time parameter is defined using the YYYY-MM-DDTHH:MM:SS format.

The optional event-window parameter specifies the number of minutes before and after the event-time during which logs should be collected. The window-

event parameter has a default of 15 minutes and a maximum of 480 minutes (8 hours).

For example:

YBCLI(20258) ( - ybeO-mgro)> diagnostics

Starting

= 2020-04-02 23:00:00
Printing logs 2020-04-02 22:45:00 2020-04-02 23:15:00

This command will gather diagnostics information

Are you sure you want do this?

Response (yes/no): yes
WARNING: The may be unresponsive,

Are you sure you want do this?

Response (yes/no): yes

Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving
Retrieving

Retrieving

Retrieving

Retrieving

...Done

installer ...Done
installer screen ...Done
YBCLI ...Done
DCS ybdiag details...Done
SMC ybdiag details...Done
LIME ybdiag details...Done
cluster manager ...Done
front- ...Done
DCS ...Done

logs. .
SMC ...Done
kernel ...Done

Yellowbrick Data Warehouse Version 7.3.0
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Retrieving blade (kernel.Worker) (HW-DAEMON) (REPRINT) logs...Done
Retrieving cmp logs...Done

Retrieving HW events

Retrieving HW events

blades. . .Done

managers. ..Done

Retrieving sensor readings managers. ..Done

Retrieving possible blade asserts/crashes...Done

Retrieving minidumps...Done

Retrieving cluster manager...queries...

Retrieving activity locks...Done

Retrieving

Retrieving stack traces.

info...Done
..Done

Retrieving replication details...Done

Skipping YBDB content

Retrieving full hardware

Retrieving networking

...Done

Retrieving network routes...Done

Retrieving CPU/process
Retrieving netstat
Retrieving manager nvme
Retrieving manager nvme
Compressing ...Done

...Done
...Done
list ( ) oo ne
list ( ) ...Done

The of the /tmp/20200403001211 -y ag- -001211.tar.gz 1.6 MB

diagnostics has been collected submitted phonehome.

The diagnostics has been left this : /tmp/20200403001211-ybdiag-

diagnostics list

Return a list of the diagnostics packages that exist on the system. For example:

YBCLI(31444) ( -

yb100-mgri)> diagnostics list

The Yellowbrick diagnostics packages exist this

Diagnostics package:
Diagnostics package:
Diagnostics package:
Diagnostics package:
Diagnostics package:

factory

Wipe the system of all data and return it to its factory defaults. Run a low-level format on all NVMe drives. When you run the system factory command, you see a

/tmp/20190222061328-ybdiag-061328. tar.
/tmp/201960222061758-ybdiag-061758. tar.
/tmp/20190222062303-ybdiag-062303. tar.
/tmp/20190222062040-ybdiag-062040. tar.
/tmp/201960222115628-ybdiag-115628. tar.

...meminfo...workers...ybstatus...smartdata...drives...Done

-001211.tar.gz

series of warnings and prompts for your protection. The final protective prompt will ask you to enter the manager node's hostname to ensure you are wiping the correct node.

Be aware that entering the incorrect hostname will cancel the system factory command.

Warning: This command will delete all of the data on the database system.

YBCLI(20440) ( =

yb98-mgri)> factory

WARNING: Performing a factory will all user , including all

tables, databases,

, users, keys information.

This operation cannot be undone.

Are you sure you want
Response (yes/no): yes

All this

do this?

will be deleted, the will be its factory defaults

Please verify again that you want complete this operation.

(yes/no)? yes

Please verify whether

factory about

Yellowbrick Data Warehouse Version 7.3.0

factory should be run this
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IpP : 10.10.198.10
manager node hostname: yb98-mgri
manager node IP : 10.10.198.14

manager node hostname: yb98-mgro
manager node IP : 10.10.198.12

running
ready
-only
uptime : 00:15:24

users connected: 4 (including users)

Enter manager node hostname : yb98-mgri

In the background, the system factory command performs the following actions:

e Runsa ybinit (database initialization command) to clean out the database.
« Removes old log files from the manager nodes.

« Removes all users (except ybdadmin ) from the manager nodes.

« Does a low-level erase of all SSDs on the blades (if requested at the prompt).

« Generates new ssh keys for the manager nodes.

After this command is run, the system is fully clean. This command does not take the manager nodes fully back to their defaults (that is, it cannot detect if an administrator

made custom changes to the manager nodes). The compute blades are provisioned as compute nodes and the system is ready for use.
failover [ force ]

Fail over to the other manager node. First, connect to one of the manager nodes directly. You cannot perform a failover while connected to the floating IP address for the HA

cluster.

The force option forces a system failover regardless of other commands that are currently executing on the manager node. This option is needed occasionally in some

emergency situations.

[ybdadmin@yb100-mgro ~]$ ybcli

Current cluster roles:

node : - ACTIVE

node : - ACTIVE
Failing another node a disruptive process guaranteed work
This should only be done the current manager node malfunctioning

Are you sure you want do this?
yes 1 yes

Initiating
Monitoring completion. This can . Notifications may appear.

was successful. Yellowbrick

manager node 5 node (yb100-mgri.ybtest.io)

WARNING: A NODE CHANGE WAS DETECTED
Current roles

NODE : (ACTIVE)

NODE : (ACTIVE)

After the failover, logging into ybcli returns:
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[ybdadmin@yb100-mgrl ~]1$ ybcli

redundant manager node detected
YBCLI currently running the manager node.
manager node : yb100-mgril.ybtest. -> ( ACTIVE)
manager node: PRESENT

system info [ get | read | list | compare | validate ]

Note: The system info commands are specific to Andromeda and will not work on Tinman.

Retrieve detailed information about the appliance components. The system info commands are used during the initial installation, system maintenance, and warranty

replacements.
maintenance

Put the system into maintenance mode ( on ) or take it out of maintenance mode ( off ). In maintenance mode, the system does not accept database client connections

(however, you can still log in to the manager nodes via ssh ).

YBCLI ( )> maintenance
Enabling maintenance mode will also shut down the

Are you sure you want do this?
yes 1 yes

Stopping YBD services maintenance mode.
Successfully maintenance mode

Run system status to find out if the database is currently in maintenance mode.
register <tenant-name> <system-name>

Register the system for the Yellowbrick phonehome application. Enter a user-defined tenant name and the name of the system. For example:

register YB yb100

Respond to the prompts and provide the requester name (your full name).
register list

List all compatible certificate files under /tmp for in-field registration. For example:

YBCLI(69050) ( - yb98-mgro)> register list

The pl2 certificates exist this
newcustomer-newclusterl.pi2

register <certificate>

Register the system with Phonehome using a certificate file for customers who do not have access to Phonehome. For example:

YBCLI(69050) ( - yb98-mgro)> register newcustomer-newclusterl.pil2

This cluster appears already be registered. Do you want re-register?

Response (yes/no): yes
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Response (

Performing

Yellowbrick Data Warehouse | Yellowbrick Data

re you want register this

bundle : /tmp/newcustomer-newclusteril.pl2

yes/no): yes

registration.

registration was successful

The must be restarted the new effect

serial get

Retrieve detailed information about the appliance components. See also system info [ get |
session kill <id>

Kill a system session by providing the session ID. Use session show to list session IDs.

YBCLI(31444) ( - yb100-mgri)>

YBCLI(31444) ( - yb100-mgri)>

YBCLI cannot its own

YBCLI(31444) ( - yb100-mgri)>

YBCLI id: 40000 currently executing.

session show

Return a list of active ybcli sessions and their session IDs:

YBCLI(31444) ( - yb100-mgri)>
YBCLI 3 3904 User: ybdadmin
YBCLI 5 6123 User: user2

YBCLI i 22712 User: user2

YBCLI : 22893 User: ybdadmin
YBCLI : 24690 User: ybdadmin
YBCLI . 25025 User: user3

YBCLI : 31444 User: ybdadmin (this
7 YBCLI

(s) found running this manager node.

shutdown

Shut down the entire appliance and all blades. See also Powering the Appliance Off and On.

YBCLI(70095) ( - yb98-mgro)>

will halt all blades

this , all components may safely be powered

Shutting down the all manager nodes.

the again, all components will have

(yes/no)? yes

Stopping services.

Shutting down all blades...

Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade

Gracefully shutting down blade

Gracefully shutting down blade

Yellowbrick Data Warehouse Version 7.3.0
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be power cycled manually.
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Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade

© 0 N O O A~ W N R

Gracefully shutting down blade

[y
o

Gracefully shutting down blade

[y
[

Gracefully shutting down blade

[y
N

Gracefully shutting down blade

[y
w

Gracefully shutting down blade

[y
i

Gracefully shutting down blade

[y
(&)

Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade
Gracefully shutting down blade

© 0 N O O A~ W N R

Gracefully shutting down blade

[y
o

Gracefully shutting down blade

[y
[

Gracefully shutting down blade

[y
N

Gracefully shutting down blade

[y
w

Gracefully shutting down blade

[y
i

Gracefully shutting down blade

[y
(&)

Gracefully shutting down blade

Powering all blades...

Blade(s) chassis: 0 were instructed
Blade(s) chassis: 1 were instructed
Blade(s) chassis: 2 were instructed
Waiting blade(s power

Blades powered 1 0/45

Blades powered 1 1/45

Blades powered : 30/45

Blades powered 1 34/45

Blades powered 1 45/45

Shutting down manager node.

Initiating . This process can

Shutting down manager node.

Initiating . This process can

Shutting down YBD services running

Shutting down cluster services. This can up 120

Stopping Cluster (pacemaker)... Stopping Cluster (corosync)...
yb98-mgro closed host.
yb98-mgro closed.

status

Return overall system status information. For example, when run on Tinman:
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YBCLI(30354) (

Manager nodes configured: 2

Node 1 ( NODE )

HW Platform
running
ready
-only
rowstore
rowstore
storage used
uptime
work
running
Blade parity
Blade parity rebuilding
Blade -progress
Shard rewriting
Capacity expansion -progress
Cluster degraded mode
Maintenance mode
Software
Floating IP

-progress
registered

LDAP

Logging

keystore

Chassis

=S

when run on Andromeda:

YBCLI(51453) (

Manager nodes configured: 2

Node 1 ( NODE

Node 2 ( NODE )

HW Platform
running
ready
-only
rowstore
rowstore
storage used
uptime
work
running
Blade parity
Blade parity rebuilding
Blade -progress
Shard rewriting
Capacity expansion -progress
Cluster degraded mode
Maintenance mode
Software -progress
Floating IP
registered
LDAP
Logging
keystore

Yellowbrick Data Warehouse Version 7.3.0

- yb98-mgro)>

: YES (5 Tables
: YES (Reason: Drive(s) failed)

- y2b23-mgro)>

: YES (3 Tables

: Available -

: yb98-mgro ->

Node 2 ( NODE ) yb98-mgri ->

: Tinman

YES

: YES (Responding: YES)

NORMAL

NORMAL

20%

14:59:42

gc:idle parityrebuild:idle analyzer:idle :idle

: YES

(Progress: N/A)

(0 shards pending)
1752898 MBs remaining)

( : 4.1.1-24805)
10.10.102.10 - 255.255.255.0

configured

: Available - H setup

Found: 1 - Configured: 1

y2b23-mgro.slc.yellowbrick.io ->
y2b23-mgri.slc.yellowbrick.io ->

: Andromeda
: YES (9/9/9 active/powered/installed blades)
: YES (Responding: YES)

NORMAL

NORMAL

20%

00:36:20

gc:idle parityrebuild:idle analyzer:idle :idle
YES

(Progress: N/A)
(0 shards pending)

764036 MBs remaining)

( : 5.1.0-33380)
10.10.223.10 - 255.255.255.0

: YES (Tenant: yb - 1 y2b23)

configured

READY - Locked: YES

user:active,idle

user:idle
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Chassis : Found: 1 - Configured: 1

FRU : All components records

=S

Note: In the Database system running line, the active/powered/installed blades text will be yellow if not all installed blades are active or online.

Attention: The statistics under Capacity expansion in-progress only update once a table has been completely moved. Therefore, it may appear at times as

though no progress is being made.
timestamp on | off

Turn on timestamp display for ybcli commands. Execution Start and Execution End times are displayed for each command. This command is effective per

user per ybcli session. The defaultis off . For example:

YBCLI(5422) ( - yb100-mgre)>

execution has been turned
Execution : Fri Apr 5 12:25:03 PDT 2019

YBCLI(5422) ( - yb100-mgro)> blade 0/1

Execution : Fri Apr 5 12:51:13 PDT 2019
Chassis: ©

Blade Bay: 1 -> BOOTED UUID: 00000000-0000-0000-0000-38B8EBDOO578 - : YBOS-2.0.2-DEBUG
BIOS: v05.04.21.0038.00.011 - Memory total/free: 65587652/1788928 KiB
CPU: Intel(R) Xeon(R) CPU E5-2618L v4 @ 2.20GHz - Cores: 10 - : 66%
192.168.10.10 - Uptime: 0 day(s), 01:06:45 - Worker: Running
: YES - : - locked: N/A
Cluster : OPERATIONAL - Cluster : MEMBER - seen: just

Execution : Fri Apr 5 12:51:15 PDT 2019
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Chassis Management

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Chassis Management

Platforms: EE: All appliance platforms

Parent topic: Appliance

The Chassis Manager page displays the real-time status of each hardware component in the appliance (in the SMC, go to Manage > Chassis). You can use this page to monitor the

current state of the appliance and investigate error conditions.
Note: Your Yellowbrick appliance may be a single-chassis or dual-chassis system. The examples in this section describe a dual-chassis system.

The Chassis Manager page has four main tabs.
Compute Blades

This tab provides a graphical view to assess the overall status of each compute blade on each chassis in the appliance, with information on both the physical status and power

status:
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Chassis Manager

v chassis1 is online

+ chassis0 is online

Compute Blades

e

‘Compute Blades

IIEIIIIE I
T = o S|

©

AEEAAEAER

Each vertical image displays the status of a single compute blade as it is physically inserted into an appliance chassis. This example shows a dual-chassis appliance. Each compute

blade image provides information on its physical state, power status, light status, and software configuration status.

Physical Status and Power Status

The graphical image of the compute blades provides information on both the physical status and power status:

Graphic Physical Status Power Status
Image as shown above Blade inserted Oon

Image above with dark gray background Blade inserted Off

Image above as yellow Blade inserted, powered on, being updated to match the cluster version level On

Flat gray image (no graphic) No blade inserted N/A

LED Light Status

At the top of each compute blade image, the LED light status is shown. This status matches the physical LED lights that are visible when you look at the front of the flash itself. Each

blade has three LED lights: green, red, and blue. The states of each light are: Off, On, Fast flash, Slow flash. The meaning of each light status is as follows:
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LED Light Status Description

All off Power off

All fast blinking Power on, blade starting

All slow blinking Power on, OS or compute node software booting
Green on Power on, booted

Red on Hardware error

Blue on Beacon activated

During normal operation, the green LED light is on. If the compute blade experiences a hardware error, the red LED light will turn on.

The blue LED light is a beacon light for administration purposes. Administrators can manually turn the blue beacon light on or off in either the Cluster Manager SMC page or by using

the ybcli blade command. Turning on the beacon light visually indicates which compute blade needs servicing or replacement, avoiding operator errors during service events.

Note: On the real physical compute blades, there is an additional LED light at the bottom of each blade. This light, when flashing, indicates storage I/O activity. However, on this

SMC page the light is shown statically as always on and simply shows the light's physical position.
Compute Blade Software Status

The graphical box below each compute blade (the green boxes in the screen capture) provides information on the software status for each blade. There are two indicators: the color

of the box and the icon that is shown.

Color Indicator
|Color|Description| |-----]--=-------- | |Green|Software compute node online| |Red|Software compute node in error state| [Dark
gray|Software compute node offline| |Light gray|Compute blade physically removed| |Blue|[New compute blade physically inserted
but not added to the cluster|

Icon Indicator
|lcon|Description| |---- --| |Circle with checkbox|Software compute node registered OK] |Circle with no checkbox|Software
compute node registered as spare| |Circle with x |Cluster unable to communicate with software compute node on compute blade|

|Triangle with 1 |Software compute node in error state|

Fans
This tab shows the status of each fan in the appliance.

The appliance has 5 fan slots that are hot-swappable, and each fan slot contains 2 fans. Fans are redundant and provide n+2 protection by slots. For example:
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%% Chassis Manager

v chassis1 is online

~ chassis0 is online

Error Reason Fan 0 Usage %
20
20
20
20
20
14.90196
14.90196
14.90196
14.90196
14.90196

The following table describes the information on the Fans tab:

Column

Name

Chassis

Status

Error Reason
Fan 0 Usage %
Fan 0 RPM
Fan 1 Usage %

Fan 1 RPM

Power Supplies

This tab shows the status of each power supply in the appliance. Appliances may have 2 to 4 power supplies per chassis depending on the number of compute blades that are

Description

The physical fan slot

Chassis number (0 or 1).

Current status

Description if in error state

For the 1st fan, the current % of max RPM

For the 1st fan, the current RPM

For the 2nd fan, the current % of max RPM

For the 2nd fan, the current RPM

Fan 0 RPM
3821
3mM

20
20
20
20
20
14.90196
14.90196
14.90196
14.90196
14.90196

installed. Power supplies are redundant and provide n+2 protection in 15-node configurations. Information on the status, manufacturer and model, and current power consumption,

amps, and voltages is provided. For example:
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Chassis Manager

+ chassis is online

+ chassis0 s online

Power Supplies Error Reason

Additionally, the current power consumption of the appliance is summarized at the top of the page. This power consumption is just for the compute blade chassis and does not

include power drawn from the two manager nodes.

Switches

Manufacturer Model

COMPUWARE
COMPUWARE
COMPUWARE
COMPUWARE
COMPUWARE
COMPUWARE
COMPUWARE
COMPUWARE

PR2021-2M11
PR2021-2M11
PR2021-2M11
PR2021-2M11
PR2021-2M11
PR2021-2M11
PR2021-2M11
PR2021-2M11

Power: 2,271 wattsin

Input Voltage
196.5V
196.0V
196.5V
196.8V
195.5V
196.3V
196.0V
195.5V

2,056 wattsiout

12.1 viout

Current
154
1.6A
154
1.54
1.54
164
1.54
1.54

This page shows the status of each internal InfiniBand switch in the appliance. Appliances contain 2 HA redundant InfiniBand networks per chassis, with one in the active state and

the other in standby state. The status, error reason, IP address, and port connections to each blade are listed. For example:

Chassis Manager

v chassist is online

v chassis0 s online

ErorReason = Type
8B

588
SBB

588

Yellowbrick Data Warehouse Version 7.3.0

IP Address
192.168.24

none

192.1685.3

none

MAC Address

IP Netmask

Manufactured On

2552552550  Jul 12,2018

none

Jul 12,2018

2552552550  Jul 12,2018

none

Jul 12,2018
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Checking the Logs

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Checking the Logs

Platforms: EE: All appliance platforms

Parent topic: Appliance

When queries return warnings or errors, you can check the log files by using the SMC or ybcli commands.
In the SMC, go to Manage > Logging. The SMC provides controls for filtering the logs and setting the log level.
Inthe ybcli , use the following commands to tail the logs or return log entries for some number of hours up to the last 24:

o log blade : Return the log for one blade or all blades.
o log database : Return the log for database operations.

« log manager : Return the log for one or both manager nodes.

For examples and more details, see |og.
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Manager Node Failover

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Manager Node Failover

Platforms: EE: All appliance platforms

Parent topic: Appliance

The Yellowbrick appliance was designed with redundancy in mind and has no single point of failure. Furthermore, the system can sustain multiple component failures and
automatically fail over to redundant hardware that is detected to be operational. Depending on which component fails, the failover process may be fully transparent with no

downtime, or it may require a small disruption to services (<60 seconds). Most failures are handled transparently with no disruption.
Failover Scenarios

You can inspect the system at any time to check the health of its components. You can use the System Management Console (SMC) or the Yellowbrick command line interface

(ybcli) for this purpose.

Should a catastrophic event occur that causes a failover between the manager nodes, the victim of that process is taken out of the cluster and put into standby mode if it is still

responding. Once the failure condition has been cleared, you can bring the manager node back into the cluster manually. This process is described in this section.

During system maintenance, you should put the cluster into maintenance mode. You can do this either via the SMC or by using the following ybcli command:

maintenance

This command stops the cluster from responding to changes in the environment that would otherwise cause node failover to happen. It will also shut down the Yellowbrick database

stack. When maintenance is complete, you can bring the system back to normal operating mode by running the following ybcli command:

maintenance

HA Cluster Status

Run the following ybcli command at any time to check the status of the HA cluster:

This command returns the status of various resources in the system. All of these resources always run on the same manager node: the primary manager node. For example, when

run on Tinman:

YBCLI ( )>

Cluster nodes configured: 2

Node 1 ( NODE ) : yb100-mgr@.yellowbrickroad.
Node 2 ( NODE ) : yb100-mgri.yellowbrickroad.

HW Platform : Tinman

running B VES

ready : YES (9/9 active/installed blades)
-only :
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In this example, the yb100-mgre node is currently the primary node running all database resources. Besides yb100-mgr0 , the other manager node, with a hostname of

yb100-mgril , is also online and ready to take over.

For example, yb100-mgroe is the primary manager node and is serving all user requests; yb100-mgrl is the secondary manager node and will automatically take over

resources if yb100-mgrl becomes unavailable.
Manual Failover
If it becomes necessary to manually fail over from one manager node to the other, you can use the ybcli to complete the task.

1. Startthe ybcli asthe ybdadmin user on either the primary or secondary manager node.
2. Runthe system status command to verify that the secondary manager node is present.

3. Runthe system failover command to perform a manual failover.
Note: For a manual failover, it can take 2 minutes before the system responds again at the floating IP address.

It is important to log in to the primary node directly when running the system failover command because the floating IP address will briefly be taken down as it moves

between the nodes.

Using the yb100-mgr® and yb100-mgrl systems, failing overto yb100-mgrl would look like this:

Initiating
Monitoring completion. This can . Notifications may appear.

was successful. Yellowbrick

manager node 8 node (yb100-mgri.yellowbrick.

WARNING: A NODE CHANGE WAS DETECTED
Current roles

NODE : (ACTIVE)

NODE : (ACTIVE)

Now the yb100-mgril node is running all resources. Once the failover is complete, you can fail back to the original node, which in this case was yb100-mgre® . ybcli will
automatically determine when it is safe to do so. If the system is not capable of failing over, ybcli reports an error to explain the problem. This may happen if large amounts of

data are being replicated between the nodes.

Use the system status command to determine when the process is complete.
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Manager Node Ports

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Manager Node Ports

Platforms: EE: All appliance platforms

Parent topic: Appliance

The manager nodes have multiple ports for client application connections, system management connections, and connections to external services. The Manager nodes firewall is

configured to allow these connections. To make changes to the manager node firewall settings, contact Technical Support; do not attempt to make changes to the firewall settings

yourself.

Ports for Client Applications

All client application and user connections to Yellowbrick appliances occur only through the manager node via the following ports. (See also Opening Network Ports for Clients.)

Port Purpose

22 ssh

80 SMC

8182 SMC

443 SMC

5432 Yellowbrick database

11111 ybtools control
port

11112 ybtools control
port

31000 and ybtools data

31001 transfer

BMC Ports

Protocol

TCP

HTTP

HTTP

HTTPS

TCP

TCP

TCP

TCP

Notes

Used for database upgrades and administration.

HTTP server port

Internal port for SMC. External connections can be blocked.

TLS versions 1.1 and 1.2 only

Default port for database connections for all protocols: ODBC, JDBC, libpg, and so on. This port can be

changed.

Control port used for ybload , ybunload , ybbackup ,and ybrestore .

Control port used when the --secured option is specified for ybload , ybunload , ybbackup ,

ybrestore .

The Baseboard Management Controller (BMC) is the lights-out management application for the manager nodes. It may be on the same or a different network from the manager

nodes. Only Yellowbrick system managers should need access to the BMC.

22

80

443

5900

Purpose Protocol
ssh TCP
BMC Admin Ul HTTP
BMC Admin Ul HTTPS
BMC TCP
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Notes

Used for database upgrades and administration.

HTTP server port

TLS versions 1.1 and 1.2 only

Management port
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Connections to External Services

By default, the manager node attempts to connect to the following external services.

Service Host:port Protocol Purpose/Notes

DNS service w B8 TCP - Look up phonehome.yellowbrick.io
- Resolve host names in authentication, etc.

- Disabling creates pauses in operations

NTP time server service time.nist.gov:123 UDP - Time sync server

- Can be disabled or configured to contact a different NTP server

Red Hat Subscription subscription.rhn.redhat.com TCP Can be blocked; not needed.

1443
Yellowbrick remote diagnostics phonehome.yellowbrick.com:443 TCP Only needed if phonehome is enabled; it is not enabled by default. See
(phonehome) Remote Diagnostics for configuration instructions.
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Powering the Appliance Off and On

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Powering the Appliance Off and On

Platforms: EE: All appliance platforms

Parent topic: Appliance

Please be aware that powering the appliance down and back up is not the same as restarting the database. Powering down and back up is typically only necessary for appliance

cabinet maintenance or transport.

Shutting Down The Appliance

1. Start ybcli and run the following command to shut down the database and power off the blades and both manager nodes:

Powering Up An Appliance That Has Been Shut Down

1. If you have physical access to the system, power on manager node 0 using the power button and continue to step 3.

N

If you don't have physical access to the system, complete the following steps:

w

Connect to the BMC in your browser:

1/ /<bmc_ip>

Note: Replace <bmc_ip> with the IP address of your BMC.

You will receive a certificate warning because BMC uses a self-signed certificate. You can ignore the certificate warning.

&

For Tinman, log in with username YELLOWBRICK and password YELLOWBRICK .

Note: If the above credentials do not work, use ADMIN / ADMIN to log in.

For Andromeda, log in with username ADMIN and password Yellowbrick .

o

Select Remote Control in the top menu bar.

o

Select Power Control in the left menu.

~

Power on manager node 0.

e}

. Wait at least one minute after starting manager node 0 before turning on manager node 1 by repeating step 1 or 2 for manager node 1.

The system should come back online within 5 - 10 minutes.

Validating The Appliance

1. Open a terminal session to manager node O either via ssh or the BMC remote console.
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« To access the remote console, log in to the BMC at Remote Control > iKVM/HTMLS5.

e Loginas ybadmin (password: YBDmgmt ).
2. Start ybcli . If you receive a notification that the system is still starting up, continue waiting.

Make sure both systems have been up for at least three minutes before continuing.

3. Power on all blades by running:

blade poweron all

4. Verify the system by running the following commands:

health blade all

blade all

5. When all blades are fully booted, start the database by running:

Note: For systems using encryption, all blades and managers must be unlocked before the system is operational. When started after a total system shutdown, ybcli will ask for

the encryption keys and perform encryption unlock automatically.
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Starting and Stopping the Database

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Starting and Stopping the Database

Platforms: EE: All appliance platforms

Parent topic: Appliance

If necessary, you can use the ybcli to start or stop the Yellowbrick database software independently. These commands do not start up or shut down the system as a whole. The

manager nodes and compute nodes are not affected.

For example:

YBCLI ( )>

This will the Yellowbrick
Are you sure you want do this?
yes . yes

Stopping Yellowbrick services.

See also yhcli Reference.

Yellowbrick Data Warehouse Version 7.3.0
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System Maintenance

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > System Maintenance

Platforms: EE: All appliance platforms
Parent topic: Appliance
The Yellowbrick appliance requires very little maintenance; however, you may need to verify that various components are working as intended.

The best way to get an overview of the status of the system is to start the ybcli. On a healthy system, the ybcli returns information like this:

Yellowbrick CLI vx.Xx.x (Genx)
Copyright (c) 2016 Yellowbrick
All rights reserved

Redundant manager node detected

YBCLI currently running the manager node.

manager node : yb100-mgr@.yellowbrick. ( ACTIVE)
manager node: yb100-mgri.yellowbrick. ( ACTIVE)

a list of commands

YBCLI ( )>

The output includes detailed information about which nodes are present in the system, their role, and current status. Any errors, such as when no primary node is found or if the

system is in maintenance mode, are reported during ybcli startup.

The best way to get a complete overview of system health is to run the health all and status all commands. These two commands return the status of all components, including

blades, power supplies, fans, external processors, and so on.

Each subsystem may also have one or more alerts. Alerts may describe increased thermal conditions, unstable power, or blades not operating nominally. For example, the following

command retrieves any outstanding hardware alerts for the blade in bay 1:

YBCLI ( ) health blade 1

Bay: 1 : ok Power: LED: [ OFF OFF ON ] FRU: C4-0005-01 RO1 : TAA160802003DE CPU: Booted (YBOS)

Retrieving blade alerts...

Blade alerts reported: 1

Bay: 1: volt_00_pvccin_cpu_mV — 2234 (max error)

Itis also useful to verify that the manager nodes are actively replicating their block devices to each other over the high-speed network. Note that the system software will make sure
that only a node that has an up-to-date block device can ever be promoted to the primary manager node. To view the status of block replication, run the health storage

command on any node that is not in standby state:

device mounted: OK

replication active: OK

replication progress:

In this example, the command was run on the primary node. It shows that block replication between the manager nodes is running and healthy, and that replication is not currently in

progress.
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You can take a manager node out of the cluster by putting it into standby mode. This means that the node will stop participating in the cluster and will not be considered for automatic

system failover. However, you can still initiate a manual system failover to the node.

Note: After a node is put into standby mode, it will not actively replicate data blocks from the primary node. When it is brought out of standby mode, the node will resync its data
store. Depending on how long the node was in standby mode and how much was written to the primary node in that time frame, it could take up to 2 minutes to fully synchronize the

data store. The health storage command provides accurate information about the progress of resynchronizing the block device.

Disk Health

The manager nodes each have 4 block devices: 2 are mirrored for the operating system, and 2 are mirrored for the data in the Yellowbrick database. The latter is also actively

synchronized to the secondary manager node.
You can check the status and health of all manager node disk drives by looking at the output of the health storage command.

Adrive can be removed at any time and replaced with a drive provided by Yellowbrick. If possible, putting the system into maintenance mode is recommended before any planned

hardware replacement.

Restarting the Database After a Power Failure

In case of a power failure that brings down both manager nodes, when the system is powered back on, you can use the system status command to check the overall state of the

system. The database may not come back up, in which case you can start it with the database start command.
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User Accounts

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > User Accounts

Platforms: EE: All appliance platforms

Parent topic: Appliance

This section describes the types of user accounts that exist on the Yellowbrick appliance, their usage, and the default accounts of each type that are created with a new installation.

User accounts fall into two main categories: appliance accounts and database accounts. Appliance accounts monitor and manage the appliance and hardware from the manager

node command line interface; these accounts are not database users. Database user accounts exist only in the database and are not appliance users.

An initial appliance installation creates two login user accounts for administration. Their passwords can be changed but otherwise they are not configurable.

Usage Default Username/Password
Appliance administrator superuser ybdadmin/YBDmgmt
Database administrator superuser yellowbrick/yellowbrick

Other appliance and database internal service accounts are created that the administrators should not modify. They are discussed in more detail later in this section.

Appliance User Accounts

Appliance users may execute appliance management commands within the Yellowbrick command line interface, ybcli , to perform actions such as starting the database and
monitoring the appliance status. Appliance admins are also able to perform appliance configuration commands on the appliance hardware and users. See config. Additionally no-
login accounts exist for Yellowbrick services.

Type Username Description

Administrator ybdadmin - Appliance administrator account for the Yellowbrick appliance.
- Used for all aspects of appliance configuration and management.
- Only account with permission to create other appliance users.

- Also exists as a database no-login superuser.

User Administrator-created - Created by the administrator, ybdadmin .

- Users can be created with or without administrator privileges.

Service ybddcs , ybdsmc , - No-login accounts that own Yellowbrick services; System Management Console (SMC), phonehome Data Collection

and so on Services (DCS), and so on.

Database User Accounts

Database administration (superuser) and service accounts are created as part of the appliance initial installation and should not be modified except for changing the password of the

yellowbrick user.

Type Username Description
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Type Username

Administrator yellowbrick

User Administrator-created

Roles Administrator-created

Service sys_ybd_*

SMC Roles sys_ybd_smc , sys_ybd_smc_admin ,

sys_ybd_smc_manager , sys_ybd_smc_reporter ,

ys_ybd_smc_viewer .

Yellowbrick Data Warehouse Version 7.3.0

Description

- Database administrator (superuser) with all privileges across all the databases in
the Yellowbrick appliance.

- Used to create additional superuser and end-user accounts, grant permissions,
access all system catalog tables, and SMC.

- Can use SQL-based administration tools and commands (such as ybsql ).

- Can use Java-based bulk operations including backup and restore operations

( ybbackup , ybrestore ), and load and unload operations ( ybload ,

ybunload ).

- No default end-users or additional administrators are created during installation.
- Database end-user accounts define an individual's access rights. See Managing
Database Users and Roles.

- You can create database users with SQL or in the SMC .

- The same applies to "roles" (similar to groups), which are users without the login

attribute.

- Several no-login internal superuser accounts used by Yellowbrick services.

- These services run background operations, such as flushing and analyzing tables.

- The SMC has the sys_ybd_smc superuser and four non-login, non-superuser
accounts.
- You can create database users in the SMC with "console access" privileges at

these four levels.
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Using Network Tracing

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Appliance > Using Network Tracing

Platforms: EE: All appliance platforms

Parent topic: Appliance

One of the diagnostic features Yellowbrick provides is network tracing to assist in troubleshooting network issues. When enabled on an appliance, the network tracing feature
captures data packets sent and received on the network interface port, including header, timestamp, source, and destination information. Note that the network tracing feature is

disabled by default. Files produced by network tracing are all in pcap format and stored on the disk in /tmp/network_trace .

For more specific captures, filters are applied to network tracing. Captures can target packets on the SQL port, bulk ports, or a combination of SQL and bulk. Within the context of
network tracing, SQL refers to SQL queries and responses and bulk refers to bulk loads, unloads, restores, and backups. Note that applying both results in two captures: one for bulk
and one for SQL. Network tracing can be further modified by setting either the capture size or the duration of the trace. For appliances using Phonehome, enabling the Phonehome

network tracing option uploads the captured files directly to the Phonehome servers while also continuing to store them locally.

For a list of all network trace commands, see config network.
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Administer Cloud

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Cloud

Platforms: EE: All cloud platforms
Parent topic: Administer Yellowbrick
In this section:

Configuring

Installing

Kubernetes Guides

Observability

Suspend an Instance

Upgrading Platform

This collection of how-to guides is designed to help you perform specific tasks related to installing, configuring and administering Enterprise Edition in public clouds.
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Cloud: Configuration

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Cloud > Configuring

Platforms: EE: All cloud platforms
Parent topic: Cloud
In this section:
Vanity DNS
Yellowbrick Manager
Alerting
Configure AWS Transit Gateway
Configure AWS VPC Peering
Configuring SSL Certificates
Custom Object Storage
Custom Security Agents
Multi-Instance Configuration
Single Sign-On
Yellowbrick Custom AMI on AWS

After Yellowbrick has been installed, several platform-level configuration steps can be performed.

For example, if you chose during installation to use a custom object storage bucket, instructions on how to do so are here. If the instance is to be used in a production context or with

sensitive data, we highly recommend you set up Single Sign-On as soon as possible.

Other common tasks, including setting up vanity DNS (to give your instance a nice URL) and SSL, are also detailed in this section.

Yellowbrick Data Warehouse Version 7.3.0

Page 464 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

Vanity DNS

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Cloud > Configuring > Vanity DNS

Platforms: EE: All cloud platforms
Parent topic: Configuring
In this section:
Configuring DNS Records for AWS
Configuring DNS Records for Azure

Configuring DNS Records for GCP

Yellowbrick does not manage DNS records on your behalf; after installation with the Deployer web application, you'll note that an IP address is used to access Yellowbrick Manager.
It's a best practice to configure DNS for your instance and this document explains how. You'll need to be familiar with basic DNS administration in order to do so.

It's likely that you are deploying Yellowbrick 7.x into a separate account/project/subscription from where your DNS zone is hosted. This setup is assuming you are using DNS
delegation. That is, you host your root DNS zone (e.g. mydomain.com ) in a separate account and have the child zone's (e.g. subdomain.mydomain.com ) NS records

configured into it. This child zone will be in the same resource group / project / account as your Yellowbrick install.

For example, let's say you have account A that hosts mydomain.com . Account B, the account that you deployed Yellowbrick into, will host your child DNS zone

( subdomain.mydomain.com ).

If you don't have a root zone or domain setup, you will need to set one up. We recommend setting up a separate, dedicated account/subscription/project for your root

zone.

If you are hosting your DNS zone outside of a cloud platform, such as GoDaddy, you will need to add your child zone's NS records there instead.
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Configuring DNS records for AWS

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Cloud > Configuring > Vanity DNS > Configuring DNS Records for AWS

Platforms: EE: AWS cloud

Parent topic: Vanity DNS

Prerequisites

e The AWS CLI.

» Necessary AWS permissions for DNS administration.

You may also choose to use kubectl to find your Yellowbrick IP address in the example below.

Instructions

Step 1: Create a ‘child’ hosted zone for your Yellowbrick environment and retrieve the NS records. This will be the account of your Yellowbrick deployment.

AWS_PAGER=
AWS_PROFILE=$YOURPROFILE

childZoneDnsName=

$childZoneDnsName $(date

$(date

childZoneId=$(aws childZoneDnsName

$childzoneId

Step 2: In the account of your root DNS zone, delegate and add the NS (name server) records of your child hosted zone to your domain. You will need to have access to the account

of your root DNS zone.

AWS_PROFILE=$YOUR-ROOT-DNS-Zone-ACCOUNT

rootZonebDnsName= YOUR-ROOT -DNS - ZONE - NAME

childZoneDnsName= YOUR-CHILD-DNS-ZONE-NAME
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"Comment":
"Changes": [
{
"Action":
"ResourceRecordSet":
"Name" : childZoneDnsName
"Type":
"TTL":
"ResourceRecords": [
{ "value": nsRecordl
"Value": nsRecord2

{
{ "value": nsRecord3
{

"Value": nsRecord4

rootZoneId=$(aws rootZoneDnsName

echo rootZoneId

$rootZoneld

$rootZoneId \
childZoneDnsName

Yellowbrick Data Warehouse Version 7.3.0 Page 467 / 2189



Yellowbrick Data Warehouse | Yellowbrick Data

Step 3: Test DNS resolution of the child hosted zone with dig or nslookupv

$childZoneDnsName

nslookup $childZoneDnsName

Step 4: In the account of your Yellowbrick deployment, add the Yellowbrick Manager IP address or DNS A record name to your hosted zone:

You will need to retrieve the Yellowbrick Manager IP address and update the 'ip' variable. This record can be anything you desire (manager, mgr, yb-manager, etc). We will be

creating a simple A record pointing to a name you desire (Example: 142.250.65.110 referencing manager.yellowbrick.com).

AWS_PROFILE=$YOURPROFILE

dnsName=

nlbName=$(echo "$dnsName" | awk ) && echo $nlbName

nlbZoneId=$(aws $nlbName

childZoneId=$(aws childzoneDnsName

recordNameYm=

Yellowbrick Data Warehouse Version 7.3.0 Page 468 /2189



Yellowbrick Data Warehouse | Yellowbrick Data

recordNameYm childZoneDnsName

nlbZoneId

dnsName

"Comment":
"Changes":
{
"Action":
"ResourceRecordSet":
"Name" :
"Type":
"AliasTarget":
"HostedZoneId":
"DNSName" :
"EvaluateTargetHealth":

Step 5: Apply the record for Yellowbrick Manager

$childzoneId

Step 6: Check DNS resolution for the Yellowbrick Manager

recordNameYm childZoneDnsName

Step 7: Add the Yellowbrick instance IP address(es) or DNS name of the NLB to your child hosted zon u will need to retrieve your IP address associated with the instance. This

can be found in the Yellowbrick Manager under “instances." For each instance, you will need to enter a DNS record by performing this step.

AWS_PROFILE=$YOURPROFILE

dnsName=

nlbName=$(echo "$dnsName" | awk ) && echo $nlbName

nlbZoneId=$(aws $nlbName
childZoneId=$(aws childZoneDnsName
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recordNameDw=

recordNameDw childZoneDnsName

nlbZoneId
dnsName

Step 8: Apply the record for the instance

$childzoneId

Step 9: Check DNS resolution

${recordNameDw} . ${childZoneDnsName}
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Configuring DNS records for Azure

Yellowbrick Documentation > How-to Guides > Administer Yellowbrick > Cloud > Configuring > Vanity DNS > Configuring DNS Records for Azure

Platforms: EE: Azure cloud

Parent topic: Vanity DNS

Prerequisites

e Azure az CLL

» Necessary Azure permissio